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Abstract
There are a large number of applications of ad-hoc networks (i) military, (ii) Disaster rescue, (iii) Medical etc. But the security of the
data during transfer is a major concern. This paper proposes a technique for identifying and preventing the malicious nodes to be in a
path from sender to receiver, known as certificate revocation method. Here certificate authority Scheme (CAS) is responsible for the
issue of the certificates for these nodes. The CAS maintains two sets of lists – a warning list and a blocked list. The node is added to a
warning list if any of the neighbor nodes raises a suspension about a node. Both the accuser and the accused are added to this list. The
node is transferred to blocked list when the corruption in the node is confirmed. A node from the blocked list is never added to the network again. This process is termed as cluster-based certificate revocation scheme (CBCRS). The priority of this technique is not the detection of the corrupted node but the removal of the corrupted node from the network. Experimental results reveal that this protocol is
free from vulnerabilities.
Keywords: Certificate authority scheme (CAS); cluster-based certificate revocation scheme (CBCRS); fixed infrastructure; mobile Ad-hoc networks;
malicious avoidance certificate revocation.

1. Introduction
Ad-hoc networks are highly demanded network technology applications. The term ad-hoc means temporary. In ad-hoc networks
nodes communicate with each other by single or multiple hops.
Networking is made via cluster of nodes, these nodes helps in
transferring the data without any means of authorization from the
server. Thus these nodes are important for generating as well as
managing the network [4]. An ad-hoc network does not use the
infrastructure to communicate instead it use wireless network
channel such as Bluetooth to communicate directly with each
other. These types of networks are mainly used in disaster zones,
military operation and also in required medical areas, where infrastructure no longer exists in using Wi-Fi or cellular networks. In
Mobile Ad-hoc Network (MANET) [1] the nodes performs both
router and host operations. There are several routing protocols
such as proactive, reactive and hybrid protocols for routing purpose. Proactive stores the routing data of every node by means of
destination sequenced distance vector (DSDV), optimized link
state routing protocol (OLSR) and wireless routing protocol (WRP)
algorithms. Whereas reactive implements on-demand routing protocols which means path is created when the source tends to send
the data to destination by means of ad-hoc-on demand distance
vector (AODV) [12], dynamic source routing (DSR) [3]. Hybrid
routing protocols enhances both proactive and reactive protocols
zone routing protocol (ZRP), temporary ordered routing protocol
TORA and ordered one routing protocol OORP [5]. Ad-hoc networks face some security issues while transferring the data from
source to destination. Several algorithms like DSR, AODV have
been initiated to data transfer through secured path [6], [7]. In ad-

hoc networking, the most significant part is to identify the route
and transfer the data-packets from sender to receiver and also
securing the data packets [10]. Most of the algorithms have solutions for implementing the route but failed to provide security.
This leads unnatural behaviour of the nodes in network; these are
known as malicious node. By this there may be chances of occurring disturbance in network during data transfer [8-11]. In this
paper we discuss two things (i) identification of malicious nodes,
and (ii) avoidance of malicious node using certificate revocation
method (CRM). CRM implements two types of lists, (i) warning
list, and (ii) blocked list. These lists helps in giving the warning if
there are any chances of malicious node and the blocked list
blocks the node and implements the other secure route to transfer
the packets to destination.

2. Related work
It enhanced the previous version by improving the technique in
identifying malicious nodes. This structure does not require any
path to identify the route. This technique functions on a single way
hash cryptographic module. In the networking process, the channel has to establish the communication between the nodes. Once
the channel is online, the users can start sending the data.
Algorithm
Step1: select the cluster nodes.
Step 2: Generate data transfer for the private key.
Step 3: Send those keys to the respective nodes.
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Step 4: Repeat step-2 for data transfer.
Step 5: Generate two tables for data implementation.
Step 6: A communication will be established by sender node to
communicate with other node for providing time stamp.
Step 7: Nodes starts to communicate with each other and starts
generating time stamps.
Step 8: Status message will be sent to each node which are in
communication.
Step 9: Configure master server in two stages (i) verify sample
time stamps that are collected and check for validity. If it finds to
be invalid throw an error block, (ii) a relevant message is sent to
all possible server nodes. Therefore Id-based corrupt node identification [2] technique only identifies the corrupted node but does
not provide any prevention.

Algorithm:

2. Proposed Work

Deployment Area WSN =

The network requires three stages, (i) prevention of the node from
getting corrected by issuing proper certification, (ii) Detection: If a
node gets corrupted, immediately detect the malfunction and (iii)
Revocation: Cease the permission for the node which is corrupted.
It mainly functions under the following modules represented in
fig.1 (i) Network module, (ii) Node analyzation module, (iii) Certificate Authority Scheme module, (iv) Routing level, (v) Verification Controller. The detailed explanation of each block is described below.

 Set of sensor nodes

Fig.2: Certificate revocation process of a node in network
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Fig. 1: Proposed framework

The network module consists of Cluster Heads (CH) and Cluster
Members (CM). The certificate authority Scheme (CAS) is responsible for the issue of the certificates for the nodes. The CAS
maintains two sets of lists – a warning list (WL) and a blocked list
(BL). The node / CM is added to a warning list if any of the
neighbor raises a suspension about a node. Both the accuser (N)
and the accused (W) are added to this list. The node is transferred
to blocked list when the corruption in the node is confirmed. The
nodes in the blocked list never added to the network again. This
process is termed as cluster-based certificate revocation scheme
(CBCRS). The scope of the operation of the CAS is depicted below with the help of Fig2. The network consists of several nodes
M, N, O, P and Q. The CAS block monitors the nodes in regular
basis. In this scenario, M is the corrupted node and the other nodes
N, O, P and Q are the target nodes, when these nodes detect that
the node M is trying to attack them, a packet is sent to CAS with
the required information. The CAS identifies the nodes and classifies them into accused and accuser. The CAS then tries to identify
whether the node M is being targeted or is it genuinely corrupting
the network. Later if it is true, the node is sent to blocked list.

.

Step-5: Calculate node mobility.
Step-6: Select CHs.
Step-7: CHs broadcasts membership message
Step-8: Set counter variable to 0.
Step-9: Receive a reply from a node and increment counter as
counter = counter + 1.
Step-10: Node is added as member of the corresponding cluster
Step-11: CH nodes assigns certificate to its member nodes
Step-12: Sender node sends the message
where i represent
the sender node, j represents the receiver node, ID represents
unique identity of node, n represents number of nodes, s represents
trusted node, X represents hash value of node id.

Step-13: Initiates the communication.
Step-14: Generates message with timestamp
Send the message to master server MS
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MS generates the receiving timestamp
Verify the timestamps of both sender and receiver. If Timestamp
difference is small, mark the node as authorized node otherwise
reject and mark as malicious. An accusation packet against malicious node is sent to CH it revokes the node as certified. The main
priority of this scheme is not the detecting the attack but to removal of the corrupted node from the network.

3. Results and Discussion
The proposed system is simulated in the Network Simulator Software. In the implementation of the process, it is verified theoretically and conceptually and then performance of the system is discussed in terms of delay and through put.
In the simulation, the nodes participate in a hop by hop communication process. The distance between the nodes is assigned randomly and the nodes move based on as defined trajectory. Individual nodes communicate, and the data is exchanged in the form
of packets.
Node number
2
4
8
12
16
20

Fig. 4:, Certificate revocation process in network

The Fig.5 depicts a condition where a node is falsely identified as
corrupted. This node is free to join the network and gains the right
to communicate.

Table 1: Network scale configurations
Field size (maxNo. of high
No. of
im)
level nodes
connections
200x100
1
2
350x250
2
4
600x500
4
8
1000x500
8
10
1200x1200
10
12
1500x1500
14
16

Fig. 3 depicts the simulation pattern of the network. The total 20
of nodes are depicted in the image. The nodes are all assembled by
the clustering process. In the process of communication each node
is assigned a weight. This weight is calculated based on the following parameters, (i) Transmission range, (ii) Degree of node,
(iii) Mobility factor. The node with the largest weight is claimed
to be the Cluster head.

Fig. 5: False accusation formed by malicious node

Once the network is secure, the data communication process is
initiated successfully and data is exchanged between the nodes.
This process is depicted in Fig.6.

Fig. 6: Data communication by secure routing
Fig. 3: The network topology

As mentioned in the previous diagram, the malicious nodes are
identified by the certificate nodes and are revoked. The simulation
process depicted in Fig. 4 shows the nodes and the certificate revocation process. The nodes 6, 10, 11, 15, 17 and 19, which are
encircled twice, are treated to be in the blocked list and never
given access again.

Routing table and server key generation data depicted in the following Fig.7, Fig.8 measures,
(i) Hops, (ii) Next hop, (iii) Sequence numbers, (iv) Destination,
(v) Flag points, (vi) Current time interval.

Fig.7: Routing table in network based on routing process
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Fig. 12 shows, individual nodes drop ratio of the data based on
effect from malicious nodes without knowing the behavior.

\
Fig. 8: Server data revoked keys

The four parameters which are used to present the efficiency of
the proposed method are, (i) Packet propagation delay, (ii) Packet
drop rate, (iii) Packet delivery ratio, (iv) Packet throughput.
Fig.9 through Fig.12 represents the comparison among (i) proposed CBCRS method (indicated by green), (ii) id- authentication
method (indicated by red color) [2], N- AODV (indicated by blue
color) [12].
Fig.9 compares the routing delay in network where AODV has
high delay ratio and CBCRS has lowest delay ratio.

Fig.9: End to End delay in network

Fig 10 shows that, before data delivering check the route request
(RREQ) and route reply (RREP) of nodes, the network throughput
remains as high as the ID authentication method and N-AODV
protocol while the network scale grows.

Fig. 12: Packet dropping ratio

Therefore, from above Performance of the CRM is immense when
compared to other method.

4. Conclusion
This paper proposes a new algorithm for malicious node detection
and prevention in ad-hoc networks for secure transfer of data. The
proposed cluster based malicious avoidance certificate revocation
scheme ensures secure network communication services for mobile ad-hoc networks. This CR method monitors the nodes regularly when these nodes are detected as malicious It identifies them
as accused and then it makes the node as blocked list, thus gives
the ability of distinguishing the erroneously accused node in the
system and denies the authentication of that node to address the
issue of false allegation. The performance of the proposed algorithm is investigated in terms of delay and thought put. It means
nodes participate in a hop by hop communication process. From
that malicious nodes are identified and certificates of these nodes
are revoked. Hence, overall efficiency including performance
evaluation claims that the protocol should be implemented in real
life scenario. In comparison with existing schemes, a cluster based
malicious avoidance revocation method is efficient. In the future,
we will try to develop more efficient and increase of malicious
nodes detection technique which is applicable for both wired and
wireless networks.
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