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Abstract 
 

Information plays a significant role in enhancing an organization’s capital, namely as its crucial source of income and a valuable leverage 

in times of unfavorable economic climate. The strategic management of information, thus, is imperative as it contributes in bringing 

about success to business by influencing decision-making of the organization for better identification of prospects and to cope with risks. 

This requires the enhancement of efficiency and effectiveness of information management to expand its readiness and value in decision-

making. In spite of its significance, studies in information quality management (IQM), particularly those that investigate issues and chal-

lenges, are scarce. This paper, hence, attempts to fill this gap by taking into account both the theoretical and pragmatic approaches in 

viewing issues and challenges in IQM. In addressing the limited studies in IQM, the paper proposes possible areas of further inquiry for 

future research. It also seeks to provide a better insight into issues and challenges facing IQM as the study’s practical impact. 
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1. Introduction 

As information is substantially instrumental in determining the 

survival of an organization, it is deemed as a key resource in busi-

ness [1-2]. Considering its significance and extensive influence on 

the day-to-day functions to the strategic planning of the organiza-

tion, it is imperative that information is given a special attention 

[3]. Although organizations acknowledge its importance and at-

tempt to employ information sensibly, they encounter challenges 

to determine and prioritize quality information [4-5]. 

Essentially, the issue of information quality could only be ad-

dressed through IQM [5-7] because according to [8], quality is 

difficult to achieve without a form of management to ensure the 

product (information) is of superior quality. However, most organ-

izations do not give priority to IQM [4]. In order for IQM strate-

gies to work in generating the best outcome, it has to be well-

formulated, namely to boost decision-making functions [9] as well 

as delivery of service [10]. 

Information quality is closely associated with information that 

meets users’ needs [1]. This can only be obtained by implement-

ing IQM. IQM practices should always be monitored and continu-

ously enhanced to minimize risks and pitfalls which could endan-

ger organizations. Paradoxically, studies on IQM are scarce [11-

13], especially on issues and challenges encountered in its imple-

mentation.  These issues and challenges should be viewed from 

the information management perspective in order to device suita-

ble and appropriate strategies to manage the quality of infor-

mation. However, most organizations are yet to embark on IQM 

initiatives, while some organizations execute them without utiliz-

ing any strategy nor guide [4]. 

All the departments in an organization need quality information to 

make decisions, and even more so for the human resource depart-

ment. Human resource personnel at all levels are the most critical 

resource for organizations to remain relevant and sustainable in 

the business environment [14-15]. Hence, the motivation of this 

study is to identify the issues and challenges in managing the qual-

ity of human resource information–handled either manually or 

electronically–in Malaysian public organizations. This is achieved 

by considering past studies in the area of information quality man-

agement as well as the thoughts of seasoned specialists who have 

managed public organizations’ information. 

2. Information Quality and its Management 

Information quality is among the prevalent topics deliberated and 

explored by scholars, especially concerning issues that primarily 

deals with information systems management and information 

management perspectives [16]. 

The establishment of total quality management (TQM) concept in 

the 1980s has led to an increasing recognition towards quality of 

information, which saw information being perceived as a physical 

product and service [17]. The relevance of TQM is evident, name-

ly as a notion that guides the entire practices and events carried 

out by the organizations in order to fulfill clients’ requirements 

and achieve their goals using effective and economical approaches 

[18]. As a result, research put forward many models that funda-

mentally treat information as goods.  

With the aim of meeting organizational as well as individual 

goals, information quality is constantly aligned to the require-

ments and anticipations of its consumers, including staff and cli-

ents [1]. In [1] further noted that information is perceived as a 

tangible outcome generated from knowledge inquiry in carrying 

out activities and not just a merchandise or a set of records.  

If the information is considered to be valuable to users, particular-

ly in terms of expediting decision-making, then it is perceived as 

possessing the essential quality. Information which is deficient in 

quality, however, poses complications to its users as well as or-

ganizations, even if it is widely accessible [19-20]. Although 

scholars listed several dimensions of information quality, in [5] 
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found that the accuracy and completeness of information have a 

direct impact on the effectiveness of decision-making in producing 

quality results. 

Nevertheless, studies that observe issues and challenges of IQM 

have not been done extensively in Malaysia, in line with [2, 21] 

claim that information and its management are not given priority 

in developing countries as compared to that of developed coun-

tries. Nonetheless, studies on issues and challenges in IQM are 

crucial as it can serve as the basis for developing IQM implemen-

tation strategies efficiently and effectively, particularly for public 

organizations in Malaysia. 

3. Methodology 

To examine the emerging issues and challenges in IQM, a rigor-

ous literature review, together with semi-structured interviews 

were carried out. The research question, “What are the issues and 

challenges facing the public sector in IQM?” was formulated and 

addressed using the first method. Keyword threads namely “in-

formation quality”, “data quality”, “information quality manage-

ment”, “data quality management”, “issues”, “challenges” and 

“public sector” were applied in conducting search in numerous 

online databases. Since the study of IQM within the context of 

public service is inadequate, the study also considered more wide-

ranging contexts such as quality management, information man-

agement, and IQM in general or in other contexts. Meanwhile, the 

latter method was applied to seek responses from three industry 

experts, namely in the area of human resource information man-

agement within the public-sector domain. The features of infor-

mation management that the experts correspond to covers the 

comprehensive spheres of strategic, tactical, and operational do-

mains. Table 1 indicates the professional background of the se-

lected experts. 

 
Table 1:  Experts’ Background 

Expert ID Roles in organization Work experience (years) Work experience in the related field (years) 

E-01-S 
Information management expert 

(Top management/Strategic level) 
28 19 

E-02-T 
Information management expert (Senior manage-

ment/Tactical level) 
14 11 

E-03-O 
Information management expert (Operational 

level) 
22 17 

The following questions were utilized in the interviews to seek 

feedbacks pertaining to public institutions’ IQM practices in Ma-

laysia: (1) the current scenario in managing information quality; 

(2) the issues and challenges of IQM; and (3) the effects of infor-

mation quality on the organization. The interviews, which spanned 

50 to 60 minutes, were recorded, transcribed and analyzed. The 

data analysis consisted of the steps proposed by [22], namely fa-

miliarization, transcription, organization and coding, building of 

description, and report writing. 

4. Results and Discussion 

The results derived from the document analysis and interview 

sessions are summarized in Table 2. 

 

 

 
Table 2:  Issues and Challenges in IQM 

Issues and Challenges in IQM 
Source 

Literature Interview 

Lack of references on factors influencing information quality [12-13, 23] √ 

Lack of references on the effects of information quality [5, 24-25]  √ 

Lack of references on IQM model [13] √ 

Lack of top management’s commitment - √ 

No policy on information quality and its management - √ 

Lack of competencies and experiences - √ 

Challenges in information system [26-27] √ 

 

The following sections provide further clarification on the issues 

and challenges in IQM as highlighted in Table 2, together with a 

number of proposed solutions. 

4.1. Lack of References on Factors Influencing Infor-

mation Quality 

Although information is critical to an organization, studies on 

factors influencing information quality and its management are 

still limited [11-13, 23]. As a result, most organizations cannot 

effectively implement IQM [4] because they are unable to estab-

lish the right strategies. 

Several previous studies such as by [11-13, 28-30] evaluated fac-

tors influencing information quality in the information system, 

while in [18, 31] analyzed factors that influence information quali-

ty in document. It is vital to emphasize here that information needs 

to be viewed universally [1] regardless of its type and medium. 

Parallel to this opinion, the laws on information quality such as 

Information Quality Act (also known as Data Quality Act) which 

is implemented in the United State of America, Sarbanes-Oxley 

and Basil II treated information as a universal subject. 

All the experts in this study concurred that the quality of infor-

mation needs to be viewed in total, regardless of whether the me-

dium used is manual or electronic, as found in the practices of 

Malaysian public organizations in managing information. They 

also agreed that factors influencing the quality of information need 

to be identified. This is because they observed the lack of refer-

ences pertaining to factors influencing information quality in the 

context of public organizations, especially in Malaysia. Malaysian 

public organizations have their own unique characteristics, which 

lead the factors to be different from other contexts (Expert E-01-

S). To address this, specific studies should be carried out to draw 

better strategies to be used as the basis for developing effective 

IQM practices. The identified factors need to encompass four 

aspects: organization, process, technology, and individuals, in 

forming a more comprehensive IQM (Expert E-01-S and E-02-T). 

It should also takes into consideration all the individual factors or 

parties involved in information management, covering the top 

management, middle management, employee, information suppli-

er, and the information users (Expert E-01-S, E-02-T and E-03-O). 

Among the factors the experts deemed as influencing information 

quality include top management commitment, policy, process 

management throughout the information life cycle, employee 

morals and ethics, employee competencies, employee empower-

ment, training and education, information users focus, continuous 

improvement, quality of information system, information product 
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design, benchmarking, information supplier management, team-

work and reward. Expert E-01-S and E-02-T went further to sug-

gest that each of these factors need to be examined in detail, 

namely in terms of their relationship with information quality to 

allow the factors to be sorted according to priority. 

4.2. Lack of References on the Effects of Information 

Quality 

According to [5, 24-25] studies that analyze the effects of infor-

mation quality in the context of the organizations are scarce, 

whereas such studies are particularly important in raising aware-

ness about the importance of information quality to organizations 

and their employees. Hence, in [24] concluded that past studies on 

the impact of information quality were mostly focused on the suc-

cess of technology adoption, while the effects on other aspects 

received less focused.  

All the experts argued that references on the effects of information 

quality on the organization are insufficient. In fact, Expert E-02-T 

remarked that of now, he has yet to find a study on the impact of 

quality of information, especially within the context of public 

organizations in Malaysia. Such studies are important to raise 

awareness to top management and all the parties involved in man-

aging organizational information (Expert E-01-S and E-02-T). Top 

management should understand their role in the implementation of 

information quality management. Similarly, employees need to 

ensure that the information they handle achieves the specified 

quality (Expert E-03-O). Given that the quality of information is 

seen to have a critical impact on organizational decision-making 

and performance, Expert E-01-S suggested that studies in these 

contexts should be implemented to provide an understanding of 

the organization as well as to empower the quality of information 

management practices in organizations. 

4.3. Lack of references on IQM model 

In [13] stressed that there are not many models or frameworks 

established for IQM. In fact, in [30] observed that existing models 

are not comprehensive enough as they do not incorporate individ-

ual, organizational, and technology factors. Due to the lack of 

references to characterize the IQM model, in [4] found that most 

organizations do not implement IQM efficiently and effectively. 

All the experts also concurred that at the moment, public organiza-

tions in Malaysia have no specific model of IQM. They further 

emphasized that the establishment of the model is important as it 

can guide public organizations to effectively manage their infor-

mation. IQM strategies and activities can be established based on 

the model (Expert E-01-S) as well as by evaluating the current 

management practices to achieve improvements (Expert E-02-T). 

IQM model should be developed by taking into account the key 

factors affecting the quality of information (Expert E-01-S and E-

02-T) as well as the impact of information quality, especially on 

decision-making and organizational performance (Expert E-01-S 

and E -03-O). Expert E-01-S and E-02-T claimed that this model 

is comprehensive as it contains inputs (factors that influence the 

quality of information), the main subject/process (information 

quality/IQM), and output/outcome (effects of information quality). 

The relationship between each factor and the quality of infor-

mation needs to be identified and the strength of the relationship 

should be assessed. This would provide a clear picture of the fac-

tors that need to be given priority (Expert E-01-S). 

However, before further studies on the development of this model 

are implemented, studies should focus on identifying the level of 

IQM practices in public organizations and their implementation 

first. This would reveal the current scenario of IQM in an organi-

zation as well as indicate areas that need improvements (Expert E-

01-S). 

4.4. Lack of Top Management’s Commitment 

The top management needs to understand the importance of quali-

ty information products owned by their organization. All parties, 

especially the top management are responsible for information 

quality. To achieve continuous quality improvement, top man-

agement should be directly involved in planning and implement-

ing quality management programs and activities [8]. In other 

words, the success of quality management in the organization is 

dependent to the top management’s commitment [32]. Top man-

agement cannot release its responsibilities to others and it needs to 

demonstrate leadership to achieve the expected product quality. 

Commitment and active involvement of top management is an 

important basis for ensuring the success of the overall quality 

management in to producing high quality products [32-33] includ-

ing information products [12, 28]. 

Most of the top management members in public organizations 

understand the importance of information quality to their organi-

zations (Expert E-01-S and E-02-T) and acknowledge their roles 

and responsibilities (Expert E-01-S) to this end. However, due to 

the task loads and time constraints they face, the roles and respon-

sibilities are often handed over to other officers (Expert E-02-T 

and E-03-O). This situation can lead to grave consequences to 

IQM implementation in the organization. Top management should 

give a solid commitment to every program and activity related to 

IQM. Simultaneously, employees will give their best commitment 

in managing information, parallel with the directions and in-

volvement of top management (Expert E-03-O). In addition, top 

management needs to clearly identify the goals of information 

quality in order to create a uniformed understanding of the same 

by the employees. 

4.5. No Policy on Information Quality and its Manage-

ment 

In general, the policy on quality enforced within the organization 

is a requirement to successfully implement quality management as 

well as to ensure the quality of the product produced [32]. Accord-

ingly, in [12, 26] concluded that the policy is a factor that affects 

the quality of information.  

Unfortunately, up until now, public organizations in Malaysia 

have yet to have any specific policy for information quality or its 

management (Expert E-01-S, E-02-T, and E-03-O). Policy is criti-

cal because the principles and the set of strategies contained can 

guide the actions of an organization and its employees to achieve 

the established quality standards (Expert E-01-S, and E-02-T). In 

this regard, organizations need to devise and establish their own 

information quality policy and implement them wholly and effec-

tively. All employees need to be informed about the content of the 

policy (Expert E-03-O). According to Expert E-02-T and E-03-O, 

the policy should be explained clearly in order to be understood by 

all the employees in the organization. The policy also needs to be 

in tandem with the management processes involved in dealing 

with information (Expert E-01-S and E-03-O). Moreover, the or-

ganization has to provide a continuous monitoring of the imple-

mentation of the policy as well as ensure that the quality of infor-

mation is attainable. 

4.6. Lack of Competencies and Experiences 

One of the key principles of TQM is that all individuals in the 

organization need to be involved in the process of quality im-

provement, decision-making, problem solving, and organizational 

performance improvement [34] as quality is the responsibility of 

every individual in the organization. Employees are an essential 

element in quality management because they are individuals who 

are involved in the development and management process of the 

organization's product. Employees need to detect and repair de-

fects of products throughout the production process. Accordingly, 
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in [11] and [28] established that competency and experience of the 

employees were factors that influence information quality. 

Consistent with this opinion, Expert E-01-S and E-03-O ascer-

tained that most of the problems involving information quality are 

caused by the lack of competent and experienced workers. In fact, 

it is undeniable that most information defects are attributable to 

mistakes made by employees (Expert E-01-S and E-02-T). E-03-O 

further emphasized that many employees, especially in the tactical 

and strategic levels do not have enough experience and skills in 

managing information because they are not knowledgeable or 

trained in information management. In fact, most of them come 

from backgrounds (academic and previous job scope) that are 

different from the field of information management (E-03-O). 

According to E-03-O, there should be special schemes/positions 

(at all levels of operation, tactical and strategic) to manage organi-

zational information. Such positions should not be filled by offic-

ers from other schemes to ensure that there is no inconsistency in 

IQM. 

Expert E-01-S added that organizations should always provide 

training on information quality and its management to enhance 

employees’ knowledge and competencies as well as to create 

awareness among them. Trained workers can perform tasks opti-

mally to achieve organizational goals (Expert E-01-S and E-02-T). 

The organization also needs to implement employee empower-

ment initiative by giving their employee the power to solve their 

own problems and make decisions related to their work (Expert E-

01-S). In order to improve the motivation and morale of employ-

ees to always produce quality work outcome, organizations need 

to have a good rewarding system to give recognition to employees 

who perform.   

4.7. Challenges in Information System 

According to [28], technology factors that include support of 

computing infrastructure resources, system adoption, system inte-

gration and database synchronization, capability constraint of 

system and user interface, data cleansing and use of data quality 

tools, data quality monitor/control and data verification, and au-

tomated data capture affect the quality of information. Meanwhile, 

in [11] found that the nature of information system is another fac-

tor that affects the quality of information. Accordingly, in [35-36] 

observed that the quality of the information system affects the 

quality of information within the system. This shows that organi-

zations are faced with challenges arising from the use of infor-

mation systems. However, it is undeniable that the use of infor-

mation systems can have a positive impact on the management of 

information from various aspects. 

All the experts argued that in the era of modern technology, the 

use of information systems is a must. In this regard, all public 

organizations in Malaysia have been instructed to utilize the Hu-

man Resource Management Information System (HRMIS) to 

manage the human resource information of their respective organ-

izations. Although HRMIS a centralized system, organizations 

face challenges to implement it, especially in terms of the applica-

tion of technology (Expert E-02-T and E-03-O). Among the prob-

lems faced by HRMIS users include failures in the system’s func-

tion, slow response time, not user-friendly, generation of unrelia-

ble data, and difficulty to use [26-27]. 

5. Conclusion 

Information is crucial to achieve the organization’s goal and ob-

jectives, in addition to making the organization emerge as a practi-

tioner of democracy by demonstrating transparency, accountabil-

ity, and protecting individual rights. Problems with information 

quality should be addressed explicitly, especially when dealing 

with the phenomenon of information overflow. Organizations 

should address the issues and challenges faced in managing in-

formation quality so as to enable information to be used as a stra-

tegic source for survival and resilience as well as a tool for them 

to remain competitive despite of their liability. It is timely for 

organizations to have an information quality agenda via an infor-

mation-transformation approach to serve as a reliable source to 

support any action and decision. 

This study offers insights into the issues and challenges in the 

IQM field with the aim of justifying efforts to address them. To 

this end, seven issues and challenges in the IQM field have been 

identified through document analysis and expert review methods 

namely (1) lack of references on factors influencing information 

quality, (2) lack of references on effects of information quality, (3) 

lack of references on IQM model, (4) lack of top management’s 

commitment, (5) no policy on information quality and its man-

agement, (6) lack of competencies and experiences, and (7) chal-

lenges in information system. This paper stands as a pioneering 

study that would pave the way for future research in the field of 

IQM, particularly in relation to organizations in Malaysia’s public 

sector, owing to the scarcity in the scholarly research in the field. 

In terms of practical contribution, the insights established in this 

study can guide organizations to better understand the issues and 

challenges in sustaining IQM. 

Based on identified issues, this study strongly suggests that an 

IQM model for public sector needs to be constructed. The devel-

opment of this model should be grounded on key factors that in-

fluence information quality and their effects. The factors should 

cover four aspects/dimensions namely (1) organization, (2) pro-

cess, (3) individual and (4) technology to form a more comprehen-

sive model. For the individual dimension, considerations should 

be given to all parties involved in managing the organizational 

information such as the top management, middle management, 

employees, information suppliers, and information users. The 

effects of information quality on decision-making and organiza-

tional performance should also be taken into account. The data 

collection used in analyzing and verifying this model need to cov-

er all types of services, namely federal public services, state public 

services, federal statutory bodies, state statutory bodies, and local 

authorities. The model is expected to be applied as a guide to em-

power IQM practices and enhance service delivery and in turn 

boost the competitiveness of the organization. 
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