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Abstract 
 

Background/Objectives: Recently, as the fourth industrial revolution has emerged, cloud computing services have been attracting atten-

tion for efficient use of Internet-based computing resources. Among the cloud computing services, even if the data processed by the mobile 

device is encrypted after being stored in the server, the confidential information can be leaked. Therefore, there is a need for the key 

generation for data encryption and decryption. 

Methods/Statistical analysis: In this paper, we propose a key distribution protocol that enables mobile devices to securely encrypt and 

decrypt keys in an efficient manner in a cloud environment. The main purpose of the proposed protocol is to maximize the efficiency and 

cost reduction of key generation, which can securely transmit and receive data, in a situation where the size of data used in the cloud 

environment and the storage location are increasing. As a result of the performance evaluation, the proposed method improved the authen-

tication processing time by 4.1% on average compared with the existing protocol, and the average throughput rate of the server per unit 

time was 6.5%. In addition, the communication delay time between the authentication server and the mobile device improved by 9.3% on 

average, and the authentication overhead of the server was 11.5% lower than that of the conventional method. 

Findings: In order to solve this problem, the proposed protocol can solve the security problem of the mobile device because it can receive 

the authentication through the one - way hash function and the XOR operation using the encrypted data using the session key. 

Improvements/Applications: In future studies, we will apply the proposed protocol to the actual environment based on the results of this 

study and compare it with the results obtained from the theoretical studies. 
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1. Introduction 

Recently, as the social requirements for the 4th industry have in-

creased, there has been an increasing interest in cloud computing 

services capable of servicing computing resources such as hardware 

and software through the Internet 1. Particularly, it has attracted a 

great deal of attention from the user that the computing resources 

existing in different physical locations can be integratedly managed 

through the virtualization technology. 

Cloud services have been provided to companies in the past, but in 

recent years, services have been offered to individuals with the in-

tegration of Internet (IoT, Internet of Things) technology. However, 

as the purpose of using the cloud service is diversified, there is an 

increasing demand for the security of the data stored in the cloud 

environment 2. 

Data stored in cloud computing is stored in the cloud server after 

encryption. However, even if confidential data is encrypted and 

stored, the encrypted data is stored in the cloud server, so confiden-

tial information can be leaked during the virtual device and cloud 

computing services [3]. 

Most cloud computing environments that have been in operation so 

far have the advantage of being able to browse and modify their 

own documents anytime and anywhere. However, personal infor-

mation may be leaked if the server is hacked. In a cloud computing 

environment, a 2-factor authentication method that ensures high se-

curity is required in order to safely store data on a server. 

Security attacks on virtual and cloud platforms that are used in 

cloud computing environments are very easy, but protection is very 

difficult. As enterprises adopt security technologies for them, IT 

managers who have to protect the important data of the enterprise 

are burdened even more. Patching a massive virtualization server is 

not an easy task, and it can provide hackers the ability to steal serv-

ers, interfere with traffic, and steal data from vulnerable systems 

[4]. 

In this paper, we propose an efficient key distribution protocol that 

can securely distribute keys that can be used to securely transmit 

and receive data in a mobile environment. The most important dif-

ference between the proposed protocol and the existing protocol is 

that it does not use additional cryptographic algorithms when per-

forming key distribution. In addition, the proposed protocol uses the 

previously generated session key SK to prevent a mobile device at 

a different physical location from illegally exploiting confidential 

information. Since the session key SK does not provide any infor-

mation form other than the authentication server to the third party, 

it can safely provide confidential information of the mobile device 

by encrypting / decrypting important information between the 

server and the mobile devices. In addition, since the proposed pro-

tocol uses a one-way hash function and XOR operation to receive a 

service existing in a server when a mobile device accesses a specific 

server from a remote place, it is excellent in terms of efficiency as 

well as cost reduction. In order to solve the security problem of mo-

bile devices in the cloud computing, the proposed protocol distrib-

utes the authentication to the mobile devices existing in the cloud 
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environment and uses the integrated authentication system provided 

by the cloud platform for the external mobile devices. 

The composition of this paper is as follows. Chapter 2 discusses 

cloud computing and cloud computing security research. In Section 

3, we propose an efficient key distribution protocol for mobile de-

vices operating in a cloud environment. In Section 4, performance 

and security evaluation of the proposed protocol are analyzed. Fi-

nally, Section 5 concludes the paper. 

2. Related works 

2.1. Cloud computing 

Cloud computing is a service that enables users to access computing 

resources existing on the Internet anytime and anywhere by various 

methods according to their needs [1], [5], [6]. 

Components that make up the cloud computing environment in-

clude software, storage, and networking, as shown in Figure 1. 

Cloud computing can get as many resources as needed, regardless 

of location and time, if you want to. In order to provide smooth 

services to users, cloud computing is being used appropriately ac-

cording to the purpose of use such as software as a service (SaaS), 

platform as a service (PaaS), and infrastructure as a service (IaaS). 

 

 
Fig. 1: Components of a Cloud Computing Environment. 

 

Cloud computing has been improved in terms of efficiency (re-

source management, etc.) and convenience (location, time, etc.) ra-

ther than the existing Internet environment, but it is exposed to se-

curity threats in terms of the newly constructed cloud computing 

structure. Security threats in the cloud computing environment are 

not only security threats in the existing Internet environment but 

also security threats in the cloud computing environment (security 

threats during network transmission, security threats by administra-

tors, security threats by virtualization engine hypervisors, etc.) And 

it is necessary to take measures accordingly 7. 

Here are some detailed security practices for cloud computing se-

curity threats. In the case of security threats by the virtualization 

engine hypervisor, there is a threat of infecting the hypervisor's mal-

ware when running multiple virtual machines simultaneously in a 

cloud computing environment. In this case, there is a possibility that 

the malicious code is spread by the virtual machines, and there is a 

high possibility that another application (including the hypervisor) 

is hacked by including the hacking tool in the application program 

running in the virtual machine. 

In the case of security threats by the administrator, there is no way 

for the user to check whether the user information stored or used in 

the cloud computing environment is illegally copied / moved / mod-

ified. In addition, there is no way for the administrator who man-

ages the cloud computing to identify the user even if the user's per-

sonal information is leaked. In such a case, the separation of infor-

mation ownership and information management in the cloud com-

puting environment is not clear, so there is a situation where the 

responsibility is unclear if information is leaked or lost. 

In the case of security threats during the network transmission pro-

cess, physical resources are generated due to the sharing and cen-

tralization of physical resources in the cloud computing environ-

ment, and there is a threat that all services of the user using the cloud 

computing service may be stopped. Since cloud computing allows 

access to various terminals such as PC, smart phone, and smart TV, 

there is a possibility that not only the security threat of each terminal 

but also the user's information may be leaked if the mobile terminal 

is lost. 

2.2. Federated identity management system 

Most of them use a federated identity management system to protect 

user information in a cloud computing environment. There are Lib-

erty Alliance, Kerveros, TCG (Trusted Computing Group), Win-

dows Live ID, and OPENID [8-12]. 

The Liverty alliance was created to provide services to users after 

more than 140 companies have joined together to build cloud com-

puting [8]. However, the Liverty alliance is vulnerable to man-in-

the-middle attacks on client and proxy profiles. The problem is that 

the awareness provider used by the Liverty Alliance knows the 

identifiers of all users who are using the cloud computing service. 

Therefore, the administrator providing the service compromises 

with the recognition provider in order to connect the anonymity of 

the user, thereby inducing the result that is vulnerable to the man-

in-the-middle attack. To solve this problem, the service provider 

must be able to connect to a single sign-on identifier based on a 

possible user network address while providing cloud computing.  

Coverrus provides cloud computing services based on infrastruc-

ture [9]. The coverers share a long-term secret key with the authen-

tication server to prevent the service provider from pre- venting the 

user's privacy risks. However, because it requires the user's trusted 

path to the password, it is vulnerable to man-in-the-middle attacks, 

such as password guessing, and internal attacks such as Trojan 

horses. 

TCG (Trusted Computing Group) provides a service that can use 

hardware and software in a cloud computing environment [10]. The 

TCG shall initialize the Trusted Platform Module (TPM) so that the 

attributes of the hardware devices and software running in the dis-

tributed environment are reliable. Because TCG uses more trusted 

hardware than other federated identity management systems, TCG 

has the advantage of improving the security and privacy of the ele-

ments that make up the cloud environment. However, TCG is a dis-

advantage when the credibility of elements constituting a cloud en-

vironment is lowered, the security threat is higher than other sys-

tems (Liberty Alliance and Kerveros). 

Windows Live ID is a federated identity management system of-

fered by Microsoft to provide cloud computing services 11. How-

ever, Windows Live ID has the advantage of making it easier to 

share documents, photos, and other files in Windows packages and 

to switch from one Windows Live ID to another in Internet Ex-

plorer, but only in the constrained environment of the Windows en-

vironment Therefore, it has a disadvantage that it can not receive 

services other than the Windows environment. 

OpenID is an authentication method managed by the nonprofit 

Foundation OpenID Foundation [12]. OpenID is a benefit that In-

ternet users do not need to create and manage new accounts every 

time they visit every site. However, OpenID is provided by an iden-

tity provider (or shortly idP, sometimes an i-broker) and has the 

disadvantage of authenticating only at one site they trust. OPENID 

has a simple identity hierarchy based on the OAuth 2.0 protocol. 

OAuth 2.0 defines a mechanism for getting and using access tokens 

to access protected resources, but it does not define standard meth-

ods that provide identity information. 

2.3. Previous research 

In this paper, we propose a new cloud management system for cloud 

computing, which is based on cloud computing. In particular, re-

search on key generation and sharing of mobile devices operating 

in a cloud computing environment is one of the important factors in 

resolving cloud computing security13-18. 
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The V. Shoup et. al technique is one of the extensions of the M. 

Bellare et. al model 14,15. This technique uses the three keys used in 

the M. Bellare et. al model to improve safety. In addition, this 

scheme has advantages that the secret key used in the smart card is 

used longer than the existing scheme and is not compromised from 

the third party15. However, there is a disadvantage that when one of 

two objects using a secret key is compromised, security is easily 

exploited. 

E. Liao et. al scheme integrates the password and attributes of smart 

cards used in the cloud environment 13. The most common differ-

ence is that the password used in this technique is the number of 

passwords used for authentication rather than the password content. 

In this technique, authentication is performed by integrating the 

number of passwords and attributes because the client-server archi-

tecture used in the cloud environment requires stronger authentica-

tion than the existing architecture. 

S. Lee et al. method proposed a public key generation method to 

authenticate a device in a cloud computing environment and a pub-

lic key authentication method when a device moves to another 

cloud server [16]. This technique has the advantage of improving 

the authentication efficiency of the mobile device, but it has a dis-

advantage that the identifier, the password, and the PKI used in the 

authentication are transmitted to the plain text, not the cipher text, 

so that the data can be easily stolen from the attacker. 

Z. Shen et. al scheme proposed a system to efficiently provide ser-

vices supported by cloud computing. This model is characterized 

by a theoretical prototype combined with a trusted platform [17]. 

The A. Celesti et. al model proposed a management reference struc-

ture for the correct use of the identifiers used in cloud computing 

[18]. 

In recent research, we are studying whether the specific resources 

used in the cloud computing environment can be shared and used 

by mobile devices moving to other cloud environments. These stud-

ies, however, have the problem that the overall efficiency of the 

cloud environment drops when frequent use of a certain resource by 

dozens of users [19-24]. 

3. Efficient key distribution protocol for cloud 

environments 

This section proposes an efficient protocol that can securely distrib-

ute keys to mobile devices in a cloud environment. The biggest dif-

ference between the proposed protocol and the existing protocol is 

that it does not use additional cryptographic algorithms. 

3.1. Overview 

In this paper, we propose a one-way hash function and XOR oper-

ation for the user information of the user, so that all users can share 

the resource without interruption to the physical resource, the key 

distribution and authentication can be performed. 

The proposed protocol works in the system structure as shown in 

Fig. 2 in order to guarantee anonymity without unnecessary infor-

mation disclosure of the mobile device when sharing the authenti-

cation information between the authentication server and the mobile 

device. As shown in Fig. 2, the system configuration for the pro-

posed protocol is composed of one authentication server perform-

ing a master role and a plurality of mobile devices performing a 

slave role. 
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Fig. 2: Authentication Management Structure of Proposed Protocol. 

 

When the authentication server attempts to read and store the au-

thentication information of the mobile device on the distributed file 

system, the authentication server inquires the location of the block 

stored in the mobile device or determines the mobile device to store 

a copy of the authentication information. The intermediate device 

(management server, content server, etc.) existing between the au-

thentication server and the mobile device manages the data input / 

output request of the authentication server. The authentication 

server verifies the normal operation of the mobile device and the 

block list in the mobile device through the block report, and utilizes 

it when the authentication server requests to read and store the file. 

In order to improve the efficiency of the initial authentication and 

management, the proposed protocol uses authentication that can 

manage data integration management information between the au-

thentication server and the mobile device so that normal authenti-

cation and identification can be performed. 

3.1.1. Create a federated identity for device authentication 

When the authentication server requests the authentication infor-

mation of the mobile device, the authentication server registers the 

anonymous ID, the mobile device information (device number, au-

thority class, random value, etc.) of the mobile device, the time 

stamp, and the like in advance in the authentication server. By com-

bining the information of the mobile devices registered in the au-

thentication server and generating the federated ID that can be used 

in the cloud environment, the authentication server can use the fed-

erated ID to identify and authenticate the mobile device. In order to 

generate the federated ID, the information of the mobile device reg-

istered in advance in the authentication server is combined. 

The generation of the federation ID is performed by combining the 

anonymous ID of the authentication server and the mobile device, 

and a federation ID that can be used in the cloud environment is 

generated by applying the authority level and time stamp of the gen-

erated authentication server. The random number in the anonymous 

ID is for the authentication server to respond to an attack such as a 

replay attack and the authority level to restrict access to the authen-

tication information of the mobile device according to the authori-

zation level of the mobile device. The time stamp is information for 

the valid period of the signature among the information used by the 

authentication server to access the authentication information of the 

mobile device. 

3.1.2. Attack model 

In the proposed protocol, if an attacker attempts to illegally access 

the authentication information of the mobile device, it uses an at-

tack model that can not retrieve authentication information from the 

mobile device without inducing a fail-open state or modifying in-

formation. However, the proposed protocol assumes that the at-

tacker is able to retrieve the data of the mobile device without mod-

ifying the authentication information of the mobile device or to ac-

cess it through the program (or hacking program). If the attacker 
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can collect authentication information from the mobile device re-

gardless of whether the authentication server exists or not, the se-

curity attack is successful. In the proposed attack model, disruptive 

attacks such as DoS are excluded. The proposed model also as-

sumes that the attacker can not physically measure the real-time 

propagation signal of the patient without detection. This is because 

the cloud environment is safe and suits scenarios in which an at-

tacker's presence can be minimized. We distinguish the attacker's 

attack strategy only in two respects. First, when an attacker tries to 

masquerade as a manager by leaking a shared key between a mobile 

device and an authentication server through a brute force search of 

a mobile device or a past authentication record. Second, an attacker 

can not prevent the mobile device from being safe It is assumed that 

the authentication server can be deceived by selectively jamming 

the authentication information from the mobile device. 

3.2. Notations 

Table 1 summarizes the terms used in the proposed protocol. 

 
Table 1: Notations 

Parameter Notation 

𝑃𝑖 The prime number assigned to the i-th device 

P A prime generated by∏ (𝑝𝑖+1 − 𝑝𝑖)𝑛
𝑖=1  

g  Primitive element  

ℤ𝑃 The integer set ofP 

X Secret key group information of the mobile device 

𝑋 ′ Group secret information on the authentication server 

y Secret key secret information of mobile device 

𝑦′ Authentication server secret information 

r Random number inset RℤP 

t Timestamp 

|| XOR operation 

3.3. Key distribution protocol 

In the key distribution protocol step, the manager uses the discrete 

logarithm problem to obtain the largest prime number P that has not 

been disclosed as ∏ (𝑝𝑖+1 − 𝑝𝑖)𝑛
𝑖=1 . Where n denotes the number of 

mobile devices and 𝑃𝑖denotes the prime number of the i- th mobile 

device. 

 

P = ∏ (𝑝𝑖+1 − 𝑝𝑖)𝑛
𝑖=1                                                                      (1) 

 

The authentication server selects the primitive element g on ℤ𝑃 and 

then discloses it to the mobile device. 

The mobile device generates secret key 𝑘𝑖 of the mobile device as 

Equation (2) to select secret information X of the mobile device and 

notifies the authentication server of Equation (3). Where n is the 

number of mobile devices. 

 

X= ∑ 𝑘𝑖
𝑛
𝑖=1                                                                                      (2) 

 

y ≡ 𝑔𝑋mod P                                                                               (3) 

 

The mobile device computes T by selecting a random number r∈ 

RℤPand a time stamp t, and then transmits r, t, and T to the authen-

tication server and transmits the information T for synchronizing 

with the information of the mobile device to the authentication 

server Deliver the request. 

 

T ≡ (𝑔𝑟||𝑡)X mod P                                                                      (4) 

 

The authentication server computes Eq. (5) using the information 

of the received formula (4), confirms the mobile device, and trans-

mits y, 𝑔𝑟, r to the authentication server. 

 

T ≡ 𝑦𝑟||𝑡 mod P                                                                            (5) 

 

The authentication server decides the session key SK∈ RℤP and 

computes𝑟 ′, 𝑇 ′, 𝑇 ′′ as𝑟 ′, 𝑇 ′, 𝑇 ′′, 𝑇 ′′′ are stored. Where 𝑋 ′ is the se-

cret information of the authentication server. 

 

𝑟 ′=r+ 𝑋 ′mod P-1                                                                           (6) 

 

𝑇 ′ ≡ (𝑔𝑟)𝑋 ′
mod P                                                                        (7) 

 

𝑇 ′′ ≡ (𝑦𝑟 ′mod P) ⊕SK                                                                 (8) 

 

The authentication server calculates Eq. (9) and confirms the mo-

bile device and sends Eq. (10) to the authentication server. 

 

𝑇 ′ ≡ (𝑦′)𝑟mod P                                                                           (9) 

 

𝑇 ′′ ≡ (𝑦′ ∙ 𝑔𝑟 ′)mod P                                                                   (10) 

 

The mobile device computes (𝑇 ′′)𝑋  mod P ⊕ 𝑇 ′≡SK  from 𝑇 ′ re-

ceived from the authentication server and uses the session key SK. 

3.4. Device-to-device mutual authentication protocol 

In the mutual authentication protocol process, the server uses the 

session key SK generated by the key distribution protocol in ad-

vance for the mobile devices connected to the database and requir-

ing mutual authentication. The session key SK does not provide any 

information form other than the authentication server to the third 

party. Also, the session key SK is used to encrypt / decrypt key in-

formation between the server and the mobile devices. In this pro-

cess, the authentication server and the mobile device divide their 

random number r ∈ RZP into arbitrary sizes and use them for mu-

tual authentication. This process does not require additional crypto-

graphic computation for the authentication server and the mobile 

device, which is advantageous in that the calculation cost is low. 

The detailed operation of the mutual authentication process be-

tween devices is as follows. 

• Step 1: The authentication server requests the secret infor-

mation X of the mobile device using the session key SK pre-

viously given to the mobile device to receive the service in 

the cloud environment. At the end of the request, the authen-

tication server waits for a response from the mobile device. 

At this time, the secret information X of the mobile device 

that has been responded is a value that was initially registered 

in the database of the authentication server as a value selected 

using the secret key (𝑘𝑖) of the mobile device. The secret in-

formation X of the mobile device is used to protect the ran-

dom number 𝑟𝑆∈  R ℤ Pgenerated by the authentication 

server. The authentication server randomly generates a secu-

rity identifier SID corresponding to secret information X of 

the mobile device. 

Step 2: The authentication server applies secret information X of the 

mobile device received from the mobile device to 𝑔𝑋mod P to gen-

erate secret key secret information y of the mobile device. The gen-

erated secret information y  is used in mutual authentication be-

tween the authentication server and the mobile device in combina-

tion with the identifier 𝐼𝐷𝑀of the mobile device (C ≡ y⊕𝐼𝐷𝑀). 

• Step 3: The authentication server encrypts the secret infor-

mation X and C (≡ y⊕𝐼𝐷𝑀) of the mobile device using the 

session key SK as 𝐸𝑆𝐾 (X, C). The C value obtained by com-

bining the secret information y and the identifier 𝐼𝐷𝑀 of the 

mobile device. It is substituted into the hash function (=ℎ𝐶 

(SID)) and transmitted to the mobile device through the chal-

lenge. 

• Step 4: The mobile device extracts the hash value(= ℎ𝐶 

(SID|| X))) received from the authentication server by using 

the C value obtained by combining the secret information y 

and the identifier 𝐼𝐷𝑀 of the mobile device Obtain the iden-

tifier 𝑆𝐼𝐷′. This process can prevent spoofing attempts to il-
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legally exploit mobile devices. The mobile device concate-

nates the hash value received from the authentication server 

with the security identifier SID of the mobile device and the 

secret information 𝑋 ′of the mobile device, and assigns the 

value(=ℎ𝑘𝑖
(ℎ𝐶 (𝑆𝐼𝐷′||𝑋 ′)|| SID ||𝑋 ′)) to the hash function us-

ing the secret key (𝑘𝑖). The mobile device replaces the gen-

erated value (=ℎ𝑘𝑖
(ℎ𝐶  (𝑆𝐼𝐷′||𝑋 ′)|| SID ||𝑋 ′))을 with S to the 

hospital(leader). 

• Step 5: The authentication server uses the secret key (𝑘𝑖) of 

the mobile device registered in the authentication server to 

hash S to check whether synchronization with the mobility 

entity is performed using the information received from the 

mobile device, and then ℎ𝐶  ((𝑆𝐼𝐷′||𝑋 ′)|| SID ||𝑋 ′). The au-

thentication server compares the security identifier 𝑆𝐼𝐷′ and 

secret information 𝑋 ′ extracted from ℎ𝐶  (𝑆𝐼𝐷′||𝑋 ′) with the 

previously registered security identifier SID and secret infor-

mation X. 

• Step6 : The authentication server compares the secret infor-

mation X selected using the secret key (𝑘𝑖) of the mobile de-

vice registered in advance with the secret information 𝑋 ′ re-

ceived from the mobile device. If the two secrets match, the 

mobile node transmits C, which is a combination of the mo-

bile device information, to the database using the shared key 

𝑆𝐾𝑆−𝐷 shared between the authentication server and the da-

tabase for resynchronization. If they do not match, it detects 

that asynchronization has occurred during transmission and 

retransmits the synchronization request message and ℎ𝐶 

(𝑆𝐼𝐷′||𝑋 ′) to the patient for resynchronization. 

• Step 7: The database searches the secret information 𝑋 ′of the 

mobile device and compares it with the secret information X 

of the mobile device registered in advance. Then, the data-

base generates a session key SK corresponding to the secret 

information X of the registered mobile device and transmits 

it to the authentication server. If the information correspond-

ing to the session key SK held by the authentication server is 

transmitted, the database newly updates the secret infor-

mation 𝑋 ′ of the transferred mobile device and the communi-

cation connection state information I, and then transmits the 

information to the authentication server. And terminates. 

• Step 8: The authentication server hashes the secret infor-

mation 𝑋 ′of the newly updated mobile device and the com-

munication connection state information I as ℎ𝑆𝐾(𝑋 ′||I), and 

then transmits the hash to the mobile device. 

• Step 9: The mobile device extracts ℎ𝑆𝐾(𝑋 ′||I) received from 

the authentication server using the session key SK. And up-

dates the secret information 𝑋 ′`of the mobile device and the 

communication connection state information I. At this time, 

the mobile device compares the secret information 𝑋 ′of the 

mobile device derived from ℎ𝑆𝐾(𝑋 ′||I) with the secret infor-

mation X of the secret information mobile device of the ex-

isting mobile device, Send a confirmation message to the user 

and exit. 

• Step 10: The authentication server transmits an OK confirma-

tion message to the database if mutual authentication with the 

mobile device is normally performed. 

4. Evaluation 

The evaluation of the proposed protocol performs the security eval-

uation and performance evaluation to distribute and authenticate the 

key so that the mobile device can efficiently use the physical re-

sources in the cloud environment. The performance evaluation 

evaluates the authentication processing time, the authentication 

processing rate of the server per unit time, the communication delay 

time between the authentication server and the mobile device, and 

the authentication overhead of the server. 

4.1. Security evaluation 

In order to prevent the reuse attacks using mobile devices in the 

cloud environment, the proposed protocol uses the largest prime 

number P (= ∏ (𝑝𝑖+1 − 𝑝𝑖)𝑛
𝑖=1 ) for synchronizing information X 

with the information of the mobile device, and notifies the authen-

tication server every time the session key SK is transmitted to the 

third party, Even if it is eavesdropped. In the proposed protocol, 

information T and (𝑇 ′′)𝑋 mod P⊕𝑇 ′ received from the authentica-

tion server is computed and it is safe for reuse attack because the 

mobile device calculates and uses the session key SK(≡ (𝑇 ′′)𝑋 mod 

P⨁𝑇 ′) with information 𝑇 ′received from authentication server. 

In the proposed protocol, when a third party tries to generate 𝑟 ′us-

ing the serial number r of the mobile device, the third party is safe 

from spoofing attacks because it does not know the secret key (𝑘𝑖) 

of the mobile device. Also, when the third party transmits the output 

value T generated by the mobile device to the authentication server, 

it eavesdrops on the previous session and transmits the stored value 

instead. However, with the T  transmitted to the authentication 

server, the authentication server determines the session key SK∈ 

RℤP and compares and compares 𝑟 ′, 𝑇 ′, 𝑇 ′′. 

Since the proposed protocol uses the random number (r , 𝑟 ′) gener-

ated by the mobile device and the authentication server each time 

the mobile device accesses the authentication server, the infor-

mation 𝑇 ′, 𝑇 ′′, 𝑇 ′′′ are exposed, it does not recognize the secret in-

formation 𝑋 ′of the authentication server. The authentication server 

uses the session key SK generated by the authentication server so 

that the third party can not illegally use the information of the mo-

bile device. Table 2 compares the proposed protocol with existing 

protocols by user authentication, authorization, biometric authenti-

cation, message authentication, user convenience, and efficiency. 

 

 
Table 2: Comparative Analysis of Proposed Protocol and Existing Protocol 

Division User Authentication 
Authority authenti-
cation 

Bio-authenti-
cation 

Message Authenti-
cation 

User conven-
ience 

Effi-
ciency 

Ipath 

[19] 
ID/PasswordBased 

Access control 

policy 
- impossible usually usually 

OpenEMed 

[20] 
Certificate-based 

Access control 

policy 
- possible usually usually 

TeleCardio-FBC 
[21] 

Public key based - - impossible usually usually 

WBASN 

[22] 
ID/PasswordBased - Use  impossible Convenient usually 

CodeBlue [23] Public key based - Use possible Convenient usually 

Medintegra Web 

[24] 
ID/PasswordBased 

Access control 

policy 
use impossible Convenient usually 

Proposed protocol 
One-way hash function and XOR 

operation 

Access control 

policy 
- possible Convenient High 

 

In Table 2, existing protocols provide privacy and authentication of 

mobile devices as a basis. In addition, ID, password, and certificate 

necessary for authentication are used for public key base and bio-

metric authentication. However, since the proposed protocol com-

bines the one-way hash function and the XOR operation based on 
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the discrete logarithm problem in order to authenticate the mobile 

device in the cloud environment, the computational efficiency is 

higher than that of the existing protocol. In addition, if the existing 

protocol has lost the ID, the password and the certificate, the au-

thentication can be performed even if the user does not exist. There-

fore, there is a problem that the integrity of the data used in the 

cloud computing is not guaranteed. However, It is more secure than 

existing systems because it does not need to be lost. 

4.2. Performance evaluation 

4.2.1 Authentication process time 

Table 3 shows the estimated authentication processing time when 

the time required for the mobile device operating in the cloud envi-

ronment to access the authentication server and performing the au-

thentication is applied to the proposed protocol for each encryption 

algorithm. The encryption algorithms used in Table 3 are HMAC 

(SHA-1), RIPEMD-256, AES / ECB (256-bit key) and RC5. 

 
Table 3: Authentication Processing Time of Authentication Server by En-

cryption Algorithm 

Unit : ms     

 Cryptographic  
 algorithm 

Number of  

mobile devices 

HMAC 

(SHA-1) 

RIPEMD-

256 

AES/ECB 

(256-bit 
key) 

RC5 

(r=8) 

100 33.7 38.5 27.6 29.3 

250 38.3 44.9 29.9 34.2 

500 48.2 51.2 40.7 45.3 
1,000 55.6 61.7 49.5 52.7 

 

Figure 3 shows the processing time required to authenticate the mo-

bile device by comparing and analyzing important information of 

the mobile device with information pre-stored in the authentication 

server when the mobile device wants to receive the service from the 

authentication server in the cloud environment. As shown in Fig. 3, 

the proposed protocol increases the authentication processing time 

of the server by 4.1% compared with the existing protocol due to 

the increase of the number of mobile devices depending on the main 

information (kind, function, characteristic and attribute) required 

for authentication and the subnet configuration of cloud computing. 

Results were obtained. The result shown in Fig. 4 is that when the 

proposed protocol requests authentication to the authentication 

server, subnets are classified according to the main information of 

the mobile device, and since the hash function based on the discrete 

logarithm is combined with the XOR operation, This is the result. 

In addition, when the mobile device tries to request authentication 

to the server existing in the cloud environment, the authentication 

process is performed according to the access policy of the authenti-

cation server. Therefore, even if a large amount of mobile devices 

request authentication, The search processing time is not increased. 

 

 
Fig. 3: Authentication Processing Time of Server. 

4.2.2. Authentication throughput of server per unit time 

Figure 4 compares the authentication throughput of the authentica-

tion information processed per unit of time in the authentication 

server with the existing scheme when the mobile device requests 

authentication in the cloud environment. As shown in Fig. 4, when 

the authentication server performs the authentication process re-

quested by the mobile device, the proposed protocol generates the 

secret key (𝑘𝑖) of the mobile device, the secret information X of the 

mobile device, the random number r ∈𝑅 ℤP generated by the mo-

bile device, since the mobile device is configured as a hierarchical 

subnet after selecting timestamp t, the average throughput of server 

per unit time is 6.5% higher than the existing protocol. The reason 

for this result is that the probability-based global attribute infor-

mation is extracted from the mobile device so as to have a minimum 

delay time in verifying various authentication information of the 

mobile device requested to the authentication server. In order to 

easily identify the mobile device, authentication information is con-

verted into polynomial form using discrete logarithm and stored in 

the server. 

 

 
Fig. 4: Authentication Throughput of Server per Time. 

4.2.3. Communication delay time between authentication server 

and mobile device 

Figure 5 shows the communication delay time when the authenti-

cation server verifies important information of the mobile device in 

the cloud environment. In Fig. 5, the proposed protocol uses a pol-

ynomial to extract the authentication information of the mobile de-

vice from the server as a vector in order to authenticate the im-

portant information of the mobile device. Since this method is used, 

the proposed protocol has an average improvement of 9.3% over 

the existing protocol. In particular, because the proposed protocol 

combines the one - way hash function and the XOR operation based 

on the discrete logarithm problem to authenticate the mobile device, 

the communication delay between the authentication server and the 

mobile device is improved. In addition, the existing protocol uses 

ID, password, and certificate. In the proposed protocol, however, 

communication delay time is reduced because authentication is per-

formed using only the main information of the mobile device. 

 

 
Fig. 5: Delay Time between Authentication Server and Mobile Device. 

4.2.4. Authentication overhead of the server 

Table 4 shows the overhead change of the authentication server ac-

cording to the number of mobile devices when the authentication 
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information requested by the mobile device is processed by the au-

thentication server. As shown in Table 4, the proposed protocol 

yields an average of 11.5% lower than the existing protocol. 

 
Table 4: Authentication Overhead of Server 

Protocol 

No mobile 

device 

Ipath pro-
tocol [19] 

OpenEMed 

protocol 

[20] 

CodeBlue 

protocol 

[23] 

Medintegr a 

Web proto-

col [24] 

Proposed 
protocol 

50 0.718 0.653 0.607 0.553 0.462 

100 0.745 0.684 0.614 0.584 0.482 

250 0.751 0.715 0.597 0.565 0.479 

500 0.778 0.674 0.607 0.574 0.481 

750 0.769 0.707 0.621 0.587 0.500 

1,000 0.773 0.716 0.639 0.586 0.510 

5. Conclusion 

With the development of the Internet, the demand for cloud com-

puting services is increasing. However, since important information 

of a mobile device used in a cloud environment can be leaked even 

if a server is stored after being encrypted, there is a need for a key 

generation and authentication necessary for data encryption / de-

cryption. In this paper, we propose a protocol that can efficiently 

authenticate and distribute keys for mobile devices to securely en-

crypt and decrypt data in the cloud environment. The proposed pro-

tocol aims to maximize the efficiency and cost reduction of key 

generation, which can securely transmit and receive data, in a situ-

ation where the size of data used in the cloud environment and the 

storage location are increasing. In order to solve this problem, the 

proposed protocol uses the key information of the mobile device to 

generate the session key and use it for the encryption. Therefore, 

not only the security problem of the mobile device can be solved, 

but also the efficiency of the authentication server can be improved. 

As a result of the performance evaluation, the proposed method im-

proved the authentication processing time by 4.1% on average com-

pared with the existing protocol, and the average throughput rate of 

the server per unit time was 6.5%. In addition, the communication 

delay time between the authentication server and the mobile device 

improved by 9.3% on average, and the authentication overhead of 

the server was 11.5% lower than that of the conventional method. 

In future studies, we will apply the proposed protocol to the actual 

environment based on the results of this study and compare it with 

the results obtained from the theoretical studies. 
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