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Abstract 
 

The rapid growth in digitization transmission of information in the form of RGB image. During the process transmission of the image in a 

channel, some data may be degraded due to noise. At receiver side error in data has to be detected and corrected. Hamming code is one of 

the popular techniques for error detection and correction. In this paper new algorithm proposed for encryption and decryption of RGB 

image with DNA cryptography and hamming code for secure transmission, and correction. this algorithm first encodes data to hamming 

code and encrypted to DNA code. Two-bit error detection and correction for each pixel of the image can be performed.DNA code 

improves security and use of the Hamming code for error detection and correction. For the image of size 256*256 pixel image, it corrects 

up to 2*256*256 bits in RGB image. The RGB image encryption and decryption design using Verilog and implemented using FPGA 

(Field Programmable Gate Array). 
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1. Introduction 

 
In The recent years, rapid growth in technology in the form of 

digitization and media. The transmission of information not only 

in the form of data but also in the form of an image. Mainly 

images are used in many  application such as social media, 

satellite communication, military, medical imaging and advertising 

etc. These images are to be transmitted through unsecured channel 

or platform such as hard drive, emails, server etc, the main issue of 

protecting privacy, confidentiality, genuineness, and accuracy is a 

major concern. Information in the form of image exchanged in the 

presence of third parties. There is a need for algorithms to hide the 

information for security. There are no of algorithms designed for 

data security used in cryptography domain. Cryptography 

technique used to hide the information in the ciphertext or by 

using the key. cryptography use symmetric and asymmetric 

algorithms. With the recent growth in DNA cryptography methods 

applied from text to image. 

The digital image is two-dimensional data, each pixel represents 

different color intensity varies from 0 to 255 values in decimal 

represented in 8-bit form. Due to the large amount of data 

conventional encryption methods such as AES and DES  etc not 

used. DNA encryption explained [1-2] using conventional 

methods. Different encryption methods based on DNA 

cryptography explained in [3-4]. DNA encryption algorithm using 

a one-time pad (OTP), the chaotic map used to encrypt images 

[5],[6] Lorenz system along with DNA cryptography to encrypt 

color image. RGB image encryption using DNA encoding and 

elliptic curve Diffie-Hellman cryptography [7].   

 

A. DNA Encoding 

DNA means deoxyribonucleic acid  formed using 4 basic nucleic 

acids namely Adenine(A) , Cytosine(C), Guanine(G) , Thymine(T) 

,the pairs (A,T) and (C,G) are complement each other  Binary 

values assigned to A,C,G, and T  are shown in TABLE:1, Fig1: 

show structure of DNA . 

 
Table 1: DNA Binary Equivalent Value 

 
A 00 

C 01 

G 10 

T 11 

 

 
 

Fig. 1: Structure of DNA 

 

B.  Hamming Code  

The major issue in communication is the secure transmission of 

data from a transmitter to the receiver, there are no of technologies 

used for error correction one is the Hamming code used for error 

detection and correction. Hamming code is linear block codes 

improved over parity code method for error detection and 

correction by using Forward Error Correction (FEC). In digital 

communication mainly military, security and data compression 

immune to noise, among various methods FEC is efficient 

[8,9,10]. Redundant bits are added including parity bit at the 

transmitter and removed at receiver. Usage of parity enables 
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detecting and correcting single bit error in received messages. For 

hamming code depend on redundant bits data transmitted, for 

example, 4 bits of data 3 redundant bits of data are added general 

formula for representation of hamming code is 

(2n-1, 2n-n-1),  

Where  n= no of redundant bits; 

2n-1=block size; 

      2n-n-1=no of data bits;  

For 4-bit data hamming code represented as (7,4) and extra parity 

bit added during transmission, by using parity bits hamming code 

can detect and correct single bit error. (7,4) Hamming code 

algorithm [11,12,13] implemented using VLSI including error 

correction explained.    

2. Encryption Process 

The RGB image is a combination of three channels as RED, 

GREEN and BLUE channels, Each channel image combination of 

pixel values of different levels vary from 0 to 255 in decimal 

value. DNA cryptography with different algorithms used in digital 

coding [14,15]. Here in this the process of converting the RGB 

image into DNA code including hamming code to each pixel of an 

image. The process of encryption is shown in Fig: 2.  

 
 

Fig. 2: Encryption process flow A) Flowchart, B) Diagrammatic representation.      

 

As shown in Fig2B: RGB image is taken as input and split the 

image into Red, Green, Blue channels respectively channel and 

convert channels to the binary equivalent of pixels and group 

every 4 bits of binary. Add hamming code including parity to 4bit 

binary and then encrypt binary data to DNA code, the RGB image 

is encrypted to DNA code and transmitted as three separate 

channels i.e Red, Green, Blue channels of DNA encrypted data.      

Steps of Encryption process flow : 

STEP1: 8-bit RGB image is considered as the input image. 

STEP2: Split RGB image into separate Red, Green, Blue channels. 

STEP3: Convert each pixel value in decimal into 8-bit binary. 

STEP4: Add hamming code to each 4bits of the pixel along with 

parity bit.   

STEP 5: Binary hamming code is converted into DNA code in the 

form of ACGT, Assign binary values A=00, C=01, G=10, T=11 

respectively. 

 Consider 4 bits of binary data and convert data to hamming code 

example shown below.  

Input data: D4D3D2D1 

Code data bits (C1, C2, C3):  

𝐶1 = 𝐷4⊕𝐷2⊕ 𝐷1; 
𝐶2 = 𝐷4⊕𝐷3⊕ 𝐷1; 
𝐶3 = 𝐷4⊕𝐷3⊕ 𝐷2; 

Parity bit P=𝐶1⊕ 𝐶2⊕ 𝐶3⊕ 𝐷4⊕𝐷3⊕𝐷2⊕𝐷1; 
Hamming code = P D4 D3 D2 C3 D1 C2 C1; 

For four-bit data hamming code have length 8bit and code bits are 

added for 1,2 and 4thbit positions,  parity bit added at MSB 

position.     

Example: Input data =1101; 

 Code bits are   C1=1 0 1=0; 

               C2=1 1 1 =1; 

               C3=1 1 0=0; 

P=1 1 0 0 1 1 0 =0; 

Hamming code =01100110; 

After adding hamming code to each 4bit of pixel each pixel 8bit is 

converted to 16 bit data . 

Fig:3 shows pixel value converted to hamming code and then to 

DNA encrypted code. 

 

 
 

Fig. 3: Pixel value to DNA code conversion 

 

3. Decryption Process 

At receiver end during decryption process encrypted DNA code of 

Red, Green, Blue channels is taken as input. Complete flow for 

decryption process shown in fig:4.   

DNA code is converted to binary hamming code, then to 

equivalent decimal and combines to get RGB image [16]. 

As shown in fig:4B)  Received DNA  code is decrypted to 

hamming code and then converted to four bit binary equivalent  

and group binary values to get image for channels and combine 

channels to get RGB image.  
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Fig. 4: Decryption process of RGB image. A) Flowchart, B) Diagrammatic representation of flow  

 

Steps of decryption process: 

STEP1: Encrypted DNA code of R, G, and B channels are taken as 

input. 

STPE2: Convert DNA code to equivalent binary data of hamming 

code. 

STEP3: Hamming code for the 8-bit binary pixel value 

conversion. During conversion process error detection by using 

check bits in hamming code and data can be corrected. 

STEP4: Pixel value in binary to Decimal equivalent of Red, green, 

Blue channels. 

STEP5: Combine three (RED, GREEN, BLUE) channels to get 

RGB image. 

4. Simulation Results  

RGB image encrypted to DNA code conversion process explained 

in fig: 2 conversion of each pixel value of the image to equivalent 

binary and add hamming code including parity bit to every 4 bits 

of the pixel, binary data converted to DNA code in the form of A, 

C, G and T  values. Simulation results for encryption how RGB 

image split into three channels shown in Fig:5  and binary pixel 

values of Red, Green and Blue channels converted to  DNA 

encryption output shown in fig:6. Encrypted data is transmitted to 

the transmitter as three separate channels. 

 

 
 

Fig. 5: Split RGB image into three channels. 

 

Fig. 6: DNA encryption of RGB image. 

  

 

At receiver during decryption process conversion of DNA to 

image flow explained in Fig: 4. At the receiver end, it can detect 

an error occurred in pixels value by using check bits at receiver. 

The conversion of  DNA code to binary pixel values shown in 

Fig:7.   

 

An error has occurred can be checked during transmission by 

using check bits for hamming code, If check bit value is zero then 

received data has no error. If check bit is not zero depending on 

check bit value receiver can predict the position of error and it can 

be corrected. Decryption of image, DNA code converted to pixel 

value shown in fig:7. Recovered pixel values are converted to red, 

green and blue channels and combine channels to get RGB image 

is shown in fig:8. 
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Fig. 7: Decryption of DNA code to pixel values of the image. 

 

 
 

Fig. 8: Decryption of RGB image. 

5. Error Detection and Correction 

A. Error Detection 

Hamming code used for the variable length of data,  In this paper, 

perform hamming code for 4bits of the pixel. During encryption 

process code bits are added for hamming code discussed during 

the encryption process. By using check bits receiver can check 

data received correctly or not, If data received correctly the value 

of check bits are  000  else data received have some error, Depend 

on the value of check bits position of error can be known. 

Check data (3 bit )A:     

 
Received end check bit data generated using received hamming 8-

bit code including parity. If  A=000 no error, if it is having some 

value then there exists an error by changing value  0 to 1 or  1 to 0.  

 

 

error detection for using hamming code check bits shown in 

TABLE 1. 

 
Table 1: Error Detection Using Check bits 

 
Check data 

A3A2A1 

Error bit position Corrected data 

000 0 No change 

001 1 0 to 1 1 to 0 
010 2 0 to 1 1 to 0 

011 3 0 to 1 1 to 0 

100 4 0 to 1 1 to 0 
101 5 0 to 1 1 to 0 

110 6 0 to 1 1 to 0 

111 7 0 to 1 1 to 0 

 

Error Detection for hamming code using check bits for received 

data is shown in fig: 9. 

 

 

 

;23433

;13422

;12411

DDDCA

DDDCA

DDDCA
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Fig. 9: Error detection using check bit position 

 

B. Error Correction 

Error correction for hamming code received data by using check 

bits and parity bits. Error position in MSB  bit  i.e 8th bit can be 

known by using parity for data. Hamming code for 4-bit data 

given as input and error position detected using check bit and 

parity. Single bit error correction can be implemented using both 

check and parity bits, sometimes an error occurs in parity bit 

position also it cannot be detected by check bits but it can be 

detected by using parity, Table :2 describe error correction for one 

bit and more than  one bit by using parity and check bit .If more 

than a one-bit error occurs it can not be corrected. Error correction 

for one bit shown in Fig10. 

 

 
 

Fig. 10: Error correction for one bit using check bit and parity. 

 

Table 2: Error correction of hamming code data using check bits and parity 

 
Parity Check bit No of errors Description 

0 0 0 No error 
1 0 0 Error in parity 

0 1 
1 Correct up to one error 

>1 No error correction 

1 1 
1 Correct up to one error including  parity 

>1 No error correction 

 

 

 

Error correction for 4bit data using the hamming code shown in 

fig:10; For 8-bit pixel data it corrects up to 2bit by performing 

hamming code for every 4 bit in pixel value. It improves error 

correction rate when compare to the hamming code applied to 8-

bit data. 

 

6. Synthesis Results 

Encryption, Decryption and error correction of RGB image 

designed in Verilog and implemented using FPGA. RTL view of 

Encryption, Decryption and error correction are shown in fig: 11. 
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Fig. 11: Synthesis result A) RTL view of Transmitter, B) RTL view of Receiver, C) RTL view of error correction. 

 

After implementation for Encryption, Decryption and Error 

correction in field programmable gate array (FPGA) device 

utilization shown in TABLE:  

 

 

3. 
Table 3: Device utilization 

 
Name Transmitter Receiver Error correction 

No of LUT 42 42 14 
No of slices 114 114 14 

IO’s 282 72 33 

Dleay 6.37ns 5.43ns 2.32ns 

 

7. Conclusions 

A secured system designed for Encryption and decryption system 

for RGB image using DNA cryptography, Hamming code added 

to every 4 bits of the pixel of the image. It improves error 

correction up to 2bits for each pixel value, considers 256*256 

pixel image get error correction up to  2*256*256 bits. Secured 

image transmission using  DNA  cryptography achieved and error 

detection and correction by using hamming code. It is designed in 

Verilog and implemented using FPGA maximum delay for 

implementation of the circuit is 6.37ns.  
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