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Abstract 
 

Today is an era of technology and computing. This technological revolution has created a need for anything and everything to be connected 

to each other in order to achieve a better communication and utilisation of resources. An isolated computer becomes an information island 

and may not be able to achieve the optimum use of power and resources. To connect computer systems, there are two options available: 

one is the installation of LAN (local area networking) cables which may be cumbersome at first but it ensures security and the other one is 

wireless media. Wireless networking, apart from being simple and efficient, poses serious challenges of security breach by rogue nodes 

and compromise in performance due to dynamic nature of mobile nodes. Extensive research has been carried out so far and several algo-

rithms and protocols have been formulated to incorporate the location and energy aware characteristics for routing. The technique proposed 

in this paper considers various factors like energy, distance, vulnerability and battery power while propagating the packet information 

between the nodes in a sensor networks implementing the heterogeneity in terms of nodes. The ultimate aim is to enhance the longevity of 

the sensor network while ensuring the security of the network. This is achieved by considering RSSI (Received Signal Strength Indicator) 

factor in accord with other factors in a multi-hop routing. Extensive simulation results and analysis demonstrate that the proposed technique 

outperforms other security mechanisms and protocols in the literature in terms of energy awareness, security and routing efficiency. 
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1. Introduction 

Recent boom in the field of technology has led to the advancements 

in the field of wireless technology too. Wired media has some lim-

itations which paved the way for the rapid development of wireless 

networks. Wireless networks are the assortment of sensor nodes 

scattered physically in an area and deployed randomly to achieve a 

task [1], [2]. Tremendous developments in the field of micro-elec-

tro-mechanical (MEMS) systems and digital electronics has made 

it possible to manufacture a considerable amount of low cost sen-

sors. The task of these sensors is to sense the data in a sensor field 

aggregate it and transmit to the base station. The wireless networks 

suffer from two major flaws which make it different from other cel-

lular networks: Firstly, to address the large number of sensor nodes, 

IP addressing scheme cannot be applied and due to this, traditional 

IP based protocols are futile for routing in these networks. Sec-

ondly, the performance of wireless networks is often inhibited by 

the amount of battery power of the sensor nodes, which cuts down 

the sensor network lifetime and degrades the quality of the network. 

Several techniques have been devised to reduce the significant con-

sumption of battery power by the sensor nodes in order to minimize 

overall network wide transmission energy expenditure [3], [4], [5]. 

In spite of being efficient and hassle-free in terms of connections 

and wires, the air waves which are the medium of communication 

in these networks are difficult to contain and the breach in security 

is also a major issue. Lately, there has been an urgent need of incor-

porating energy-aware and vulnerability characteristics for routing 

in wireless networks. Various attacks and security threats can be a 

major concern in wireless networks [6]. Numerous countermeas-

ures and defence mechanisms are also implemented to deal with 

these threats [7], [8], and [9]. Routing in wireless sensor networks 

is a tedious task due to the inherent characteristics of these net-

works, like dynamic topology, confined computing capability and 

limited battery power which differ these networks from the other 

networks. Every now and then, researchers have been trying hard 

to develop the techniques to achieve the energy-efficiency in wire-

less sensor networks. In [10], an effective robust routing technique 

is introduced but it lacks the consideration of energy optimization 

and susceptibility of the nodes to attacks. Mobility and ad-holism 

are the key factors that need to be incorporated while designing 

modern networks as the network devices are evolving immensely 

in terms of features from desktop systems to smart phones. This 

evolution has also presented several challenges to sustain such net-

works in terms of robustness, throughput and energy availability. 

Since the devices that are to be connected are portable, conserving 

their battery is a major issue in order to ensure the connectivity of 

the network for the longest period of time. For such mobile ad-hoc 

networks (MANET), an energy efficient multi-path routing has 

been proposed in [11] which aim at conserving the battery of the 

node and enhancing the QoS and QoE metrics especially for multi-

media traffic.  

The major objective is to minimize the consumption of battery 

power and maximize the sensor network life time by introducing an 

efficient and optimum protocol [12], [13]. Apart from energy 

awareness routing, spectrum utilization is also a factor that needs to 

be addressed. These two factors are combined in the routing proto-

col proposed in [14] for cognitive radio networks (CRNs). It in-
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volves the amalgamation of energy aware route selection and spec-

trum allocation in a cognitive radio networks to improve the 

throughput and dynamical traffic assignment. Apparently, the het-

erogeneous clustered wireless networks can act as an ultimate rem-

edy for the limited energy requirements of the sensor networks. It 

comprises of two different levels of heterogeneity in terms of nodes: 

simple sensor nodes which are responsible for collecting the data 

and specialized cluster heads, which receive the data from the 

nodes, perform significant computation and then relay the aggre-

gated data to the sink. The field in which nodes are deployed is di-

vided into various segments called clusters and each cluster has its 

own cluster head. In this paper, a new cluster based routing protocol 

has been proposed which extends the work done in [15], [16]. To 

incorporate the energy-aware and vulnerability characteristics for 

routing, it considers RSSI (Received Signal Strength Indicator), 

among other factors like distance, battery power, energy and vul-

nerability. 

2. Related work 

Researchers have been designing several energy efficient protocols 

that make optimum use of resources and sustain the life of the sen-

sor networks a little longer than usual. 

V. Sowmya Devi et.al [11] proposed an energy-efficient routing 

protocol for mobile ad-hoc networks (MANETs). It aims at opti-

mizing the energy consumption in the multipath routing environ-

ment .Particle swarm optimization (PSO) technique and fuzzy op-

timization are used to find out the next node and clustering is 

formed such that there are no residual nodes in the system. The 

technique is considered best for routing multimedia traffic. Simula-

tion results indicate that QoS and QoE metrics are enhanced in the 

system and data loss is optimized while conserving the energy of 

the network. 

Cognitive Radio networks (CRNs) have offered the solutions to the 

problem of spectrum under-utilization by exploitation of the unused 

spectrum by primary users (PUs). The routing technique proposed 

in [14] assimilates the energy –efficient route selection and spec-

trum allocation for improving the performance and throughput of 

the system. It also facilitates effective dynamical traffic assignment 

in the network. 

Amar Kaswan et.al. [17] has proposed two energy-efficient algo-

rithms-RkM and DBRkM with a goal to enhance the lifetime of 

wireless networks. Wireless networks suffer immensely from the 

problem of energy exhaustion of those sensor nodes that lie in close 

proximity to the sink especially when the sink is immobile. This 

problem is popularly known as hotspot problem [18]. The proposed 

algorithms exploit the significant contribution of mobile sink in im-

proving the network lifetime. The algorithm introduced in this pa-

per is based on deciding the path of the mobile sink in such a way 

that balances the trade-off between the data delay and hop-counts 

in a multi-hop communication. It selects the best possible positions 

called rendezvous points (RPs) where a mobile sink must visit such 

that the data collection is efficient and hop count is minimum, It 

identifies these positions by applying k-means clustering and using 

a weight function, these positions are minimized to save the energy 

of the nodes in best possible way. Simulations results depict con-

siderable energy conservation in the network. But it lacks the con-

sideration of data load variability among the sensor nodes in the 

network. 

Ramnik Singh et.al. Introduced a routing protocol based on the 

adaptive threshold sensitive distributed energy efficient routing 

protocol [19] that intends to implement the energy-aware routing in 

the wireless network to prevent the problem of network partitioning 

that arises due to the energy diminution of nodes. It employs the 

concept of heterogeneity in the network by deploying three levels 

of nodes that has different energy levels. At each round of data 

transmission, cluster heads are chosen in the clusters based on the 

average energy of all the nodes in the network and the remaining 

energy of each sensor node. To further minimize the energy con-

sumption, a threshold value is introduced that is compared with the 

random number generated by each node. This randomization and 

threshold based calculation are proved to exhibit tremendous in-

crease in the lifespan of the network. Single hop communication 

between the cluster member and cluster head also conserves the en-

ergy to an extent. The threshold Ts can be improved through exper-

iments to increase the accuracy of the results. 

Deng et.al [20] devised a protocol (INSENS) that provides intrusion 

tolerance by making use of an authentication technique called 

µTesla [21] which is specifically designed for wireless networks. 

To employ proper security, INSENS uses one-way hash chain 

(OHC). It also uses the multi-path routing such that identical mes-

sages are broken down into several pieces of data and then travel 

different paths to reach the destination. 

In [22], a protocol called SENMA is introduced for the purpose of 

communication of sensor nodes but the sink in this case, is aerial 

sink (airplane) which utilises a considerable amount of energy of 

the sensor nodes. Due to this, the sensor network lifetime may cut 

down drastically as the nodes may die out soon. The only optimal 

solution possible in this case is either the quantity of energy needed 

for the reception of data is enormous or the base station lies in im-

mediacy with the nodes because the receptions happen only at the 

base station. Another approach which is possible in this scenario is 

instead of single hop transmission in which data is directly trans-

mitted to the sink, they can relay the data using intermediate nodes 

so that the nodes may not end up losing their battery power at once. 

This approach is called ‘Minimum-Energy Routing’. But this tech-

nique also exhibit limitations like the energy utilised in this system 

may be greater than the direct transmission. Moreover, the nodes 

that are close to the base station may require more energy and ex-

haust their energy soon. This can radically affect the sensor network 

lifetime [23]. 

Heinzelman et.al. [23] Introduced a protocol LEACH which em-

ploys the concept of clustering in heterogeneous wireless networks 

for routing. A sensor field is partitioned into clusters and a node is 

designated as cluster head in each cluster. The task of the cluster 

head is to aggregate the data from its own cluster propagated by the 

respective cluster nodes and relaying it to the base station. This pro-

tocol performs significantly well in the areas of low activity in 

terms of event generation. For the situations where data has to be 

transmitted to long distances, this protocol fails considerably. In ad-

dition to this, the cluster heads lack special hardware which may 

become bottleneck for the cluster. 

Subramaniam G.et.al. [24] Proposed an improved version of TUS 

(Triple umpiring system) by performing energy efficient and secure 

routing using mine detection. Since the battery life of sensor nodes 

is very low, the malicious nodes further decrease the sensor network 

life time. Attempt has been made using this protocol to detect the 

malicious nodes or erroneous nodes using mine detection algo-

rithm. The CBR (cluster based routing) flow and network size is 

varied and ESRP-M (energy efficient and secure routing protocol 

using mine detection) is compared with MMDP ( multipath secure 

routing protocol for flat networks) based on performance metrics 

like packet delivery ratio and end-to-end delay. The security and the 

performance turned out to be better in ESRP-M than MMDP. But 

the inclusion of vulnerability factor of the node is still a major con-

cern in these networks. 

In [25], a secure multipath routing protocol is introduced based on 

the notion of information-theoretic security (ITS) [26]. In this, the 

multipaths are considered as an optimal rate allocation problem. An 

attempt is made to prevent the ENs (Eavesdropping node) to de-

crypt the message between Source node and destination node based 

on the ITC constraints. In this, we assume that the eavesdropping 

nodes occur between the multipaths. Further, asymptotic analysis is 

done to ensure the security in the multipath routing protocol. 

In [27], a trust based secure routing protocol is proposed which at-

tempt to identify the suspicious transmission and detecting the ma-

licious nodes by updating the direct and indirect trust values be-

tween the nodes. There is an algorithm which is implemented every 

time the data is routed between two nodes and correspondingly, the 

trust values are updated which malicious node may find difficult to 
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resolve. Based on the packet loss which may be incurred due to fail-

ure in the updation of trust and weight values, it will be easy to find 

out the malicious nodes. This protocol employs the concept the vul-

nerability in the cluster based sensor networks. 

The energy-efficient and vulnerability-aware technique which is 

proposed in this paper extends the quasi-centralized clustering ap-

proach discussed in [16]. This technique considers factors like bat-

tery power and vulnerability factor to calculate the cost function for 

every path in the cluster based network. Higher value of cost func-

tion indicates that the path consists of critical nodes and is avoided. 

The striking feature of this approach is it employs single-hop and 

multi-hop transmission modes periodically depending upon the sit-

uation. Simulation results indicate that this technique actually deal 

with the problems of security and energy constraints in a wireless 

networks. 

 
Fig. 1: Plot Showing the Distribution of 25 Nodes in Wireless Network. 

3. Problem solution and system model  

Following are the postulations of the proposed model for simplifi-

cation and better understanding of heterogeneous sensor networks. 

(These assumptions are similar to those in [28]). 

• After performing an initial deployment and setup process in 

the network, all the sensor nodes are capable of communi-

cating with each other and cluster heads are able to track each 

and every node in their respective clusters. 

• We are using a cluster-based approach in this paper, which 

implicitly states that the task of computation lies with the 

cluster heads and the sensor nodes in the clusters only relays 

the data to the corresponding cluster heads. 

• The time required for sending and receiving the data is as-

sumed to be same in order to further simplify the energy 

model and analysis. Also the distance between different 

nodes in a cluster is not considered to focus more on energy 

consumption in the network. 

• Apart from these, all the sensor nodes consume same amount 

of energy in sensing and relaying the data to other nodes and 

cluster heads. In that way, the nodes are considered to be ho-

mogeneous. 

The network model is shown in Figure 1 in which, 25 nodes are 

considered and their distribution in the network is shown clearly. 

Data sensing is done in the network at the instant of triggering of an 

event and the sensed information is transmitted to control centre 

through a sink which can be fixed or mobile like an aircraft or a 

helicopter. 

In the network, there are following two types of nodes: 

1) Simple sensor nodes which do not have any computation ca-

pabilities, they just perform data gathering and relaying tasks. 

2) Specialized cluster heads (CHs) which are solely responsible 

for computation of the data and transmitting to the sink. 

An initial set up process is done in the networks in which an ordi-

nary sensor node attaches itself to a particular cluster head after 

considering the received signal strength (RSSI) factor in addition to 

other factors. As soon as the sensor node chooses its cluster head 

and declared itself as a part of a particular cluster, it sends an at-

tachment request to the cluster head and the cluster heads then 

broadcast the list of the nodes in their respective clusters. After this 

initial deployment, the sensor nodes sense the data as soon as an 

event is triggered in the network and then send this data to the cor-

responding cluster heads and in this way, CHs gather the raw data 

from the sensor nodes in their cluster process it and then transmit it 

to the sink. 

Since the network is heterogeneous, all nodes are not the same and 

so is their energy consumption. Some nodes which are closer to the 

sink tend to utilise more energy than the other nodes due to recur-

ring data transmissions to the sink. These nodes will vulnerably die 

out of their battery and entire network will collapse. Keeping this 

in mind, our goal is to enhance the lifetime of the network by min-

imizing the energy consumption of the critical nodes. 

In this paper, our goal is to reduce the energy utilization of the 

nodes, the critical ones, in particular by taking into consideration 

various factors like RSSI, vulnerability etc. The secure path is cho-

sen based on these factors as shown in Figure 2 below. The com-

parison is made between the proposed technique and the previously 

discussed quasi centralized technique (QCCA) discussed in [16]. 

 

 
Fig. 1: Plot of Secure Path Based on Battery/RSSI/Vulnerability. 

3.1. Proposed work 

Various parameters are considered while performing energy and 

vulnerability-aware routing in the heterogeneous clustered wireless 

networks. These parameters that are discussed in detail in [15] are 

briefly discussed below: 

3.1.1. Energy factor 

The ultimate goal of the wireless networks is maximizing the net-

work lifetime which can be achieved by reducing the energy utili-

zation of each node. Each sensor node maintains the following at-

tribute: 

 

Ei =
Bi

Bi
o                                                                                          (1) 

 

Where Bi is the residual battery power and Bo
i is the initial battery 

[14]. As the packets are forwarded in the network, the energy of 

each node is calculated based on the above formula and those paths 

are avoided in the networks which consist of low energy nodes. 

3.1.2 Vulnerability factor 

To prolong the longevity of the network, there is a need of vulner-

ability-aware routing. Vulnerable nodes are those nodes the re-

moval of which has an adverse effect on the overall connectivity of 

the network. Vulnerability factor is determined to identify secure 

path. The secure path is the path that contains non-vulnerable nodes. 

The procedure used to calculate the vulnerability factor of each 
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node in the network is discussed in [27]. The following formula is 

used: 

 

 Vi =
Nbefore

i

Nafter
i ∗

Lbefore
i + 1

Lafter
i + 1

                                                                 (2) 

 

High value of vulnerability means that the path comprises crucial 

nodes whose removal may lead to the disconnection of the network. 

So, we should follow only those paths that have low value of vul-

nerability. 

3.1.3. Received signal strength indicator (RSSI) 

RSSI indicates the power level of the signal received in the network. 

Higher the RSSI value, stronger is the signal. During the initial de-

ployment, this factor is used to deploy the nodes in a cluster. During 

packet forwarding, this factor is considered among other factors to 

decide a secure path for routing while sustaining the lifetime of the 

network. The formula below is used: 

 

RSSI=-10n log10 (d) + A                                                             (3) 

 

Where n is propagation exponent, d is the distance from the sender 

and A is the received signal strength at one meter of distance. 

3.1.4. Local cost function 

It can be calculated using energy factor and vulnerability. The fol-

lowing formula is used: 

 

𝐶𝑖 =
𝑉𝑖

𝐸𝑖
                                                                                           (4) 

 

Higher value of Ci indicates that the path contains critical nodes. 

So, those paths are avoided which has higher value of Ci. 

3.1.5. Global cost function 

Global cost function of a path is calculated based on the local cost 

function of the individual nodes in that path. It is done to design the 

routing policy in a manner to select the best possible path from 

source to destination. Global cost function IP is determined using 

the following formula: 

 

𝐼𝑃 = 𝑚𝑖𝑛 ∑ 𝐶𝑖
2                                                                              (5) 

 

Where Ci is the local cost function of the path. Ci
2 is used instead 

of Ci to minimise the effect of low energy nodes as discussed in 

[13], [14]. The efficient routing policy in the network will involve 

choosing the path with low value of IP. Higher the value of IP, more 

the number of critical nodes in that path. In figures 4, 5 and 6, the 

algorithm used for calculating the global cost function for finding 

the secure path. It can be seen that several factors along with RSSI 

is used for finding the secure path in the network.The notations used 

to develop the proposed algorithm are shown in figure.4. 

 

 
Fig. 3: Notations Used in the Algorithm. 

 

Algorithm: 

INPUT: Prop., Rec.sig,, n, B, Node_x, Node_y, nd, Lbefore, Lafter 

OUTPUT: Updated global cost function (IP) to find the secure path 

1) Initialize the values of Prop., Rec.sig,, n, B,Node_x,Node_y, 

nd, Lbefore, Lafter 

2) IP=0 /*Initialization*/ 

3) For n=1 to 400 do 

4) Initial battery=50*array of 1’s of size n*n 

5) Battery=Initial battery 

6) RSSI= array of 0’s of size n*n 

7) dist= array of 0’s of size 1*1 

8) distfar=0 /*Initialization*/ 

9) Nfar=0 /*Initialization*/ 

10) For i=1 to n do 

11) dist(i) = sqrt (node_x(i)^2) + (node_y(i)^2) 

12) if distfar<dist(i) then 

13) Set distfar= dist(i) 

14) Nfar=i 

15) end if 

16) end for 

17) Set distavg= sum of the distance between two nodes divided 

by no. of nodes 

18) distconnect= array of zeros of size n*n 

19) Nconnect= array of zeros of size n*n 

20) Set Nconnect(1) = Nfar/*initialization*/ 

21) Set distconnect(1) = distavg /*initialization*/ 

22) For i=2 to n d 

23) Initialize Ntemp, temp_min_dist, temp_max_RSSI. 

24) For j=1 to n do 

25) Set b=0 

26) For k=1 to i-1 do27:  

27) if j=Nconnect(k) 

28) Set b=1 

29) break 

30) end if 

31) end for 

32) if b=0 then 

33) dist= sqrt(node_x(Nconnect(i-1))-

node_x(j)^2)+(node_y(Nconnect(i-1))-node_y(j)^2) 

34) RSSI(i) = -(10*prop*log(dis)+Recsig) 

35) if RSSI(i) >temp_max_RSSI then 

36) temp_max_RSSI = RSSI(i) 

37) temp_min_distance=distance 

38) Ntemp=j 

39) end if 

40) end for 



International Journal of Engineering & Technology 441 

 
41) end for 

42) distconnect(i) =temp_min_dist 

43) Nconnect(i)=Ntemp; 

44) battery(Nconnect(i-1))=battery(Nconnect(i-1)) -distcon-

nect(i)^2*B*n*100*0.000000001- B*n*50*0.000001 

45) battery(Nconnect(i))=battery(Nconnect(i))-

B*n*50*0.000001; 

46) if battery(Nconnect(i-1))<=0 then 

47) Nd(1,n) = Nd(1,n) + 1 

48) battery(Nconnect(i-1))=0 

49) end if 

50) Energy_factor = battery/initial_battery 

51) Vulnerability_factor = (n/(n - 1))*((Lbefore+1)/(Lafter+1)) 

52) Cost_function = Vulnerability_factor/Energy_factor 

53) Cost_function2 = Cost_function*Cost_function 

54) Global_cost_function = Global_cost_function + Cost_func-

tion2 

55) end for 

56) end for 

57) Ip(packets)=global_cost_function 

The above pseudo code shown in fig 4, 5 and 6 is implemented in 

matlab and results are represented graphically as shown in figure 

10. 

3.2. Packet forwarding 

The forwarding of packets in the network is performed exactly as 

discussed in [16]. The entire procedure is comprised of two steps of 

operation: set up phase and steady-state phase. 

In the set-up phase, in every cluster all the nodes broadcast their Ip 

values to the nodes which are in close proximity to each other. This 

process is initiated from a cluster head in the cluster. Every node 

receives the IP from their predecessor or up tree nodes and store 

these IP values with the corresponding node id in their routing ta-

bles. Then the node chooses the lowest IP value from their tables, 

insert their own IP values and transmit it to their neighbours. In this 

way, the routing tables of all the nodes in the network is flooded 

with the IP values of their immediate neighbour nodes which is an 

important control information required for relaying the data in the 

network while focussing on energy-aware routing. Initially, the en-

ergy and RSSI values of each node is calculated based on their ac-

tual distance and average distance between the two nodes and a plot 

is generated in order to have a clear idea of the network nodes so 

that the number of dead nodes can be easily calculated as the pack-

ets are forwarded in the network. The plot of energy and RSSI ver-

sus node number is shown in Figure 5 and 6. 

In steady-state phase, the originating node who desires to transmit 

the data chooses the neighbour node with the lowest IP value. It 

sends the data and receives an acknowledgement from the receiving 

node with their updated IP value. In this way, the routing tables of 

each node are updated with the new IP as the packet forwarding is 

done and energy of the nodes starts draining out. This increases the 

IP value which means the path contains the critical nodes and those 

paths can be avoided easily. While determining the secure and en-

ergy efficient path for routing of each packet as the time progresses, 

number of dead nodes are found out based on their battery power 

and RSSI values and those paths can be ignored. Based on this, en-

ergy and vulnerability is calculated which updates the global cost 

function after the transmission of each packet. 

 
Fig. 4: Plot of Energy vs. Node Number. 

 

 
Fig. 5: Plot of RSSI vs. Node Number. 

4. Simulation and results 

To examine the efficiency of the proposed technique, a network 

consisting of 100 sensor nodes is generated. The dimension of the 

sensor field is 0.01km square. In figure 5, energy is plotted against 

number of nodes. As the sensor nodes start relaying the data in the 

wireless network, they start dying out of their battery. Initially, 

there are fewer nodes but as we can see there is a sudden dip in the 

graph which clearly depicts that most of the nodes in the network 

die out at the same time. It means that our proposed system manages 

to keep a considerable amount of nodes alive for quite a long time 

so that the network is not rendered disconnected. The proposed en-

ergy and vulnerability aware routing technique is implemented in 

this network and the results are critically scrutinised on the basis of 

global cost value which increases abruptly as the energy of the 

nodes decreases in the network. In figure 6, RSSI factor is plotted 

against number of nodes. As the time progresses, there are fewer 

number of nodes which has low value of RSSI. After a while, there 

is a clear plunge in the RSSI values of large number of nodes which 

indicate that substantial no. of nodes die out at once.There are var-

ious factors that decide the value of global cost like distance, battery 

power and vulnerability. We are performing set of experiments in 

which our proposed technique is compared with the QCCA tech-

nique discussed in [14], shown in Figure 7. 
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Fig. 6: Node Failures in QCCA and Proposed System. 

 

In the Figure 7, the comparison of quasi centralised cluster based 

routing technique (QCCA) [14] and our proposed technique is 

clearly shown. QCCA technique considers two performance met-

rics Ei and Vi, which play a vital function in deciding the longevity 

of the network. In the proposed technique, another metric is consid-

ered i.e. RSSI in accord with the other factors to calculate the global 

cost value in the system which is pivotal factor that determines the 

sustainability of the wireless network. From the Figure 7, it is 

clearly evident that the rate of node failures is higher in QCCA sys-

tem than in proposed system. As the time progresses and packets 

being forwarded in the system, the nodes in the QCCA system start 

draining out of their battery very quickly. On the other hand, pro-

posed system is able to sustain their nodes alive for a much longer 

time such that all nodes die out at the exact instant of time. 

 

 
Fig. 7: Choice of Routing Paths Based on Minimum Global Cost Value. 

 

The above Figure exhibits the plot between the global cost function 

Ip [14] and the number of packets in the proposed system. Based on 

the vulnerability factor, a secure path is chosen in the network that 

is less vulnerable to attack. If a secure path is under attack, an alter-

nate secure path is chosen which is much closer to the actual secure 

path. As evident from the above Figure, in the secure path under 

attack, the global cost function increases abruptly when no of pack-

ets are around 225 or so. It means the nodes die out quickly and the 

secure path under attack consists of critical nodes, as the value of 

global cost function increases only when energy of the nodes de-

creases. The objective is to keep the Ip value minimum to prolong 

the network lifetime which is achieved successfully in the alternate 

secure path. On the other hand, QCCA system exhibits abysmal per-

formance in terms of global cost function. 

5. Conclusion 

This paper presents energy and vulnerability-aware routing tech-

nique proposed for heterogeneous cluster based sensor network, 

which employs two different variety of nodes: cluster heads and or-

dinary sensory nodes. The proposed technique is energy efficient as 

it takes various factors into consideration like energy, vulnerability 

and RSSI. The performance of the technique is evaluated in terms 

of global cost function and compared it with QCCA technique. It is 

clearly evident from the rigorous simulation output that the pro-

posed technique outperforms the QCCA technique in fulfilling the 

objective of enhancing the overall network lifespan. The technique 

also provides the automatic adaptation of routes when a certain 

route is under attack. The proposed technique is robust in the sense 

that it keeps the nodes alive as longer as possible as compared to 

QCCA technique. Our future work may involve further increasing 

the network lifetime and implementing security mechanisms in the 

wireless network. 
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