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Abstract 
 

Designing protection systems involves developing a protection model and transferring it to a specific software structure. The security 

model is a description, formalized or not, of the rules for the interaction of resources in the software-hardware environment of automated 

systems. Protection models allow you to focus on the most important aspects of the problem of protecting information, discarding the 

technical details of the system from consideration. The article presents research of information security tools against unauthorized access 

of automated radionuclide spectrometry systems based on a scintillation gamma spectrometer. As a result of the conducted research, the 

indicators of the system security were obtained, which allow to calculate and optimize the probability of damage from unauthorized ac-

cess, taking into account the time of operation and the information security tools used. The developed analytical assessments make it 

possible at the design stages of automated systems to calculate the upper and lower bounds of the probability of unauthorized access to 

confidential information. 

 
Keywords: Civil Engineering; Information Security; Unauthorized Access; Design of Automated Systems; Natural Radionuclides; Radionuclide Spec-
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1. Introduction 

When processing any meaningful information using a separate 

computer, and even more so in the network, the question arises of 

how to protect it from unauthorized access and use. The most 

common method of protection in computer systems is the use of 

passwords – it is more suitable for protecting access to computing 

resources than for protecting information. This is a kind of screen 

that shields legitimate users of the system from outsiders, passing 

through that, a qualified user gets access to almost all information. 

At the moment, issues related to the protection of confidential 

information from unauthorized access in the design of automated 

systems have become extremely important [1]. In recent years, the 

construction of buildings used a variety of building materials, both 

domestic and foreign production. Since the dose loads of indoor 

exposure depend on the content of activity of natural radionu-

clide’s (NRN) in building materials, the choice of building sites 

and building designs, it is possible to limit the exposure of the 

population from natural sources of radiation by interfering with 

existing construction practices [2], [3].  

The existing practice of producing building materials was taking 

into account their cost. Therefore, consideration of the additional 

criterion – the degree of radiation impact on the population will 

lead to a certain increase in the cost of production of building 

materials [4]. 

1.1. Relevance of research 

For the high accuracy of the estimation of the radiation back-

ground in residential premises, an Automated Systems Radionu-

clide Spectrometry (ASRS) system is required that allows measur-

ing the specific activity of NRN in objects of the external envi-

ronment, as well as extremely low dose rates of gamma radiation 

with separation of the contribution to instrument readings due to 

cosmic and gamma radiation from building materials [5]. 

1.2. Purpose of work and research tasks 

The main goal of this study is to reduce the radon hazard of the 

building complex and facilities. To do this, you need to solve the 

following tasks: 

1) Identify the patterns and factors of the formation of radia-

tion background caused by radon in the objects of the build-

ing complex and premises. 

2) To develop methods and means for reducing the activity of 

radon and daughter products of decomposition (DPD) in the 

building complex and premises of the Volgograd Region. 

2. Automated systems radionuclide spectrom-

etry 

To determine the specific activities of NRN in building materials, 

materials, soil, wood and other, it is advisable to use Automated 

Systems Radionuclide Spectrometry (ASRS) with an integrated 

universal spectrometric complex (USC “Gamma Plus R”) based 
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on a scintillation gamma spectrometer, with the software “Pro-

gress – 5.1”, providing the establishment of a class of material [6]. 

ASRS “Gamma Plus R” can be used to solve a wide range of radi-

ation monitoring tasks from measurements in the field of certifica-

tion of the compliance of food products, drinking water, building 

materials, forestry products, etc. to monitoring and radiation moni-

toring tasks at nuclear cycle enterprises, and for solving a number 

of research problems related to the measurement of radioactivity. 

The unit can be supplied in various configurations in accordance 

with the customer's requirement. ASRS “Gamma Plus R” consists 

of detection units, protection from external gamma radiation, an 

electronic device and an external power supply [7]. But this spec-

trometer complex does not come with the protection of the soft-

ware package from malicious code and unauthorized access, 

which can lead to malfunctions in the PC and loss of information 

with unauthorized access. Processing spectra, calculation of activi-

ty and error is performed using software. 

The detection of gamma radiation is based on the recording of 

effects arising from its interaction with matter. Gamma quanta 

emitted by atomic nuclei in radioactive transformations have cer-

tain physical characteristics that can be used to record them. 

Measuring the energy and intensity of emitted gamma quanta, and 

also estimating the half-life of their individual monoenergetic 

groups, it is possible to identify radionuclides in the measured 

countable samples and to determine their absolute activity fairly 

accurately. In order to convert the analog spectrometric signal 

coming from the detector output, an amplitude-digital converter 

(ADC) is used in the digital. Managing the work of ADC is car-

ried out using special programs that are part of the software pack-

age [8].  

Processing of spectra, calculation of activity and errors are per-

formed using the software package “Progress – 5.1”. At the pre-

sent time, the problems of ASRS protection and the critical infor-

mation infrastructure of the Russian Federation from cyber weap-

ons have sharply escalated, which has made it possible to formu-

late the relevance of the research that takes place in accordance 

with the main documents of the RF on security – the National 

Security Strategy and the Information Security Doctrine of the 

Russian Federation [9]. According to the Security Council of the 

Russian Federation, in 2016 more than 50 million cyber attacks on 

Russian information resources were committed, with 60% of at-

tacks being carried out from abroad [10]. 

When designing ASRS in the context of the introduction of the 

digital economy and the development of the global information 

space, a number of contradictions have arisen, causing the lack of 

a scientific and methodological apparatus and a uniform method-

ology for assessing the security of information in the design of 

ASRS [11], [12]. This is due to: 

• Significant uncertainty due to the lack of statistical data on 

the functioning of a variety of means of information protec-

tion (MIP) in the face of growing threats to information se-

curity and information and technology attacks; 

• The complexity of accounting and formalization of many 

factors essential for the quantitative evaluation of the securi-

ty of ASRS (for example, by the variety of information 

technologies, software, hardware). 

At the same time, the need for quantitative assessments of security 

in connection with the growing number of security threats, as well 

as the complexity of the objects of analysis, is becoming very 

relevant.  

2.1. Implementation of measures to protect information 

in the design and operation of ASRS 

To ensure the required level of protection of information from 

unauthorized access in the analysis of radiation characteristics of 

premises by spectrometric method, as well as the design and oper-

ation of automated radionuclide spectrometry systems, organiza-

tional, technical and organizational and technical measures for 

protecting information are implemented [13], [14].  

Organizational measures are intended for managers, information 

protection bodies, other users and are the organization, streamlin-

ing, monitoring of activities to protect information in the organiza-

tion. Technical and organizational and technical measures to pro-

tect information include the use of technical means, which are 

combined into information protection systems (IPS) and are an 

integral part of ASRS [15].  

The degree of implementation of measures to protect information 

is assessed in the design and operation of ASRS and depends on 

the optimal acquisition of the IPS by means of information protec-

tion (MIP) and the performance of the IPS as a whole [16]. 

It is known that the intruder will always spend the time TUAA nec-

essary to create a channel for the implementation of the infor-

mation security threat to the implementation of unauthorized ac-

cess (UAA) to information resulting in the disruption of the nor-

mal functioning of automated radionuclide spectrometry systems, 

confidentiality, integrity and accessibility of information, time 

characterizes the time interval: 

 
4

1
UAA i

i

T T
=

=                                                                                        (1) 

 

Where T1 - identify the vulnerabilities of software (hardware); T2 - 

assessment of the possibility of exploiting the vulnerability, taking 

into account the existing information protection system of the 

proposed impact object (information carrier); T3 - the choice of 

how to implement the UAA; T4 - implementation of the UAA. 

On this basis, by increasing Ti, it would always be possible to 

control the security of information in ASRS. That is, Ti could be 

adopted as a criterion for evaluating the security of information in 

ASRS. Then, by setting the threshold value Tadd. UAA in the design 

of ASRS and ensuring the condition TUAA ≤ Tadd. UAA, it is possible 

to implement the permissible protection of restricted access infor-

mation in ASRS [17], [18]. 

However, such an approach will not reflect the real picture, since 

the time Ti is a random variable whose distribution law is difficult 

to compute, since it will vary depending on the capabilities of the 

offender. In addition, it does not take into account the main factors 

of exploitation, such as: various threats to information security in 

ASRS, ASRS operational time, characteristics of the means of 

information protection (MIP) used, on which also unauthorized 

access to information [19]. 

Therefore, to improve the objectivity of monitoring the timeliness, 

reliability, completeness and continuity of information security 

designed by ASRS, it is advisable to develop a mathematical 

model of the probability of unauthorized access to circulating 

information, taking into account the operating conditions and the 

composition of the information protection system (IPS). Based on 

the found model, to formulate qualitative and quantitative criteria 

for increasing the security of information in the design of ASRS 

[20]. 

It is known that the classical formulation of the task of developing 

a set of information security tools to ensure maximum perfor-

mance of ASRS in the conditions of UAA will look like: 

 

U → min, 

 

C = Copt                                                                                          (2) 

 

Where U is the total damage caused; C – the costs of designing a 

complex of information security tools; or 

 

E3 → max, 3 → max, 

 

C = Copt C = Copt                                                                            (3) 

 

Where E3 is the performance of the ASRS; 3 – relative efficiency 

of ASRS functioning. 

Despite the apparent simplicity of the classical formulation of the 

problem, in practice it is rarely possible to use the results given. 

This is explained by the complexity of the mathematical descrip-
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tion of the reduction of possible UAA from the costs of designing 

the IPS. If the dependence of security on the cost of protection can 

be obtained by having the technical and cost characteristics of the 

available remedies on the market, it is extremely difficult to esti-

mate the actual damage from the UAA, since this damage also 

depends on a variety of factors affecting the probability of damage. 

For example, the damage will depend on: the number of units 

included in the ASRS, the characteristics of the MIP, the number 

of possible security threats in ASRS, the qualification of the of-

fender and the number of attempts to implement security threats, 

the consequences of unauthorized access, etc. 

At the same time, the design of the IPS for ASRS critical infor-

mation infrastructure, for example, related to the management of 

nuclear power plants for which the UAA to information resources 

can lead to disastrous consequences, the selection of the MIP is 

carried out with the best indicators, and therefore, the effect of the 

cost of protection on efficiency can be neglected, that is, 

 

If  

C << U, then: 

 

( )

U
U

f C

=                                                                                      (4) 

 

In this case, (2) and (3) take the form: 

 

U → min, 

 

C ≤ Cadd                                                                                         (5) 

 

Or 

 

E3 → max, 3 → max, 

 

C ≤ Cadd C ≤ Cadd                                                                          (6) 

 

Where Cadd – the allowable costs of protection. 

Thus, the UAA to information in ASRS will depend on the ap-

plied MIP, on the number of threats to information security, the 

degree of security and the time of operation of the ASRS. In ac-

cordance with GOST R 50922-2006 “Information security. Basic 

terms and definitions” the purpose of information protection is to 

prevent damage to the owner of information in connection with 

possible misinformation to information, violation of the normal 

functioning of ASRS, theft, modification or destruction of infor-

mation [21]. 

Obviously, the maximum damage can be inflicted when the in-

formation in the ASRS is compromised completely. Such a situa-

tion may arise under the following conditions: either when the 

ASRS is captured by the enemy, or in the situation when the total 

information and technical attacks of the enemy allow him to pro-

vide the UAA to the protected information circulating through all 

the protected ASRS channels [22]. If one security threat is realized, 

then in modeling we will assume that this leads to minimal dam-

age. Let us formulate the problem and find an expression for the 

probability of the UAA to the information circulating in the ASRS. 

Let ASRS be projected, containing k units, in each of which it is 

possible to implement Ni, i = 1, 2 ... k threats to information secu-

rity. In total, ASRS contains S possible to implement security 

threats, and 

 

1 2
1

...
k

k i
i

S N N N N
=

= + + + =                                                            (7) 

 

Parrying security threats is carried out by MIP, included in the IPS. 

MIP have different functionality to provide protection, depending 

on the characteristics, protection mechanisms being implemented, 

technical requirements, compatibility with other protection 

measures, economic and ergonomic characteristics. To distinguish 

the complex of information protection systems (IPS), it is advisa-

ble to introduce the weight coefficients Mi, i = 1, 2 … k. The 

higher the degree of secrecy of the information being processed, 

the stricter the protection requirements and the higher the tech-

nical requirements, the higher the value should be assigned to the 

coefficient Mi and vice versa. Suppose that possible unauthorized 

access to information when implementing at least one security risk 

occurs with probability Px, and the probability of unauthorized 

access to information in the implementation of all security threats 

Py. 

Recall that the Automated Systems Radionuclide Spectrometry 

under consideration contains S possible security threats. Suppose 

that all threats are random with an equiprobable distribution law. 

Then, the probability of UAA to information when implementing 

one specific security threat without a relative place of its imple-

mentation and IPS protection from the UAA is defined as: 

 

1
s

P
S

=                                                                                           (8) 

 

In order to take into account, the vulnerabilities of the ASRS unit, 

the availability of which is a prerequisite for the formation of a 

security risk channel, it is necessary to introduce in the formula (8) 

a weighting coefficient Mi taking into account the characteristics 

of the used information protection tools for this i-th unit. If Mi is 

introduced into the denominator of expression (8), the resulting 

expression will reflect the physics of the UAA process to infor-

mation in the implementation of one threat to the security of the i-

th unit, i.e. we obtain: 

 

1
iS

i

P
M S

=
+

                                                                                  (9) 

 

Indeed, if Mi = 0, which corresponds to the lack of protection, then 

(9) turns into (8). And if Mi increases, then the probability of an 

unauthorized access to information will decrease, which correctly 

reflects the physics of the phenomenon. There are various methods 

for determining the exact quantitative estimate of Mi, for example, 

with the help of expert assessments described and implemented in 

the works of T. Saati, M. Eddous, R. Stansfield, O.I. Laricheva, 

V.B. Korobov. The common property of all methods is the ability 

to vary the values in the required limits for the problem, for exam-

ple, within the range of 1 to 10 or within the limits of large values. 

This “weighing” of the MIP with the help of the Mi coefficient 

allows us to correctly reflect the qualitative picture of the UAA 

process to the information and, consequently, will allow (9) to 

work out the quality recommendations. 

Recall that ASRS of an arbitrary i-th unit contains possible securi-

ty threats for implementation. Therefore, for the UAA probability 

to information Ui, if at least one security threat from Ni possible 

threats of the i-th subdivision is realized, the following will be true: 

 

1 (1 ) iN

i iS
U P= − −                                                                            (10) 

 

Similar types of security threats exist in k units, where they can 

also form channels for the implementation of threats. Therefore, 

for the probability UAA to information when implementing at 

least one security threat, taking into account all k units, the ex-

pression determined by the formula for calculating the total prob-

ability of events will be valid: 

 

1 1

1 (1 ) i

k k
Ni

x i i iS
i i

N
P U P

S


= =

= = − −                                                        (11) 

 

Where the value of i is determined by the relation: 

 

S

N i
i =                                                                                      (12) 

 

The value of Px indicates the probability of UAA to information in 

at least one department when implementing at least one security 
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threat, that is, the probability of UAA to information when im-

plementing at least one of the S threats. In the event that the units 

have the same number of possible security threats, i.e. 

 

1 2
...

k
N N N= = = , 

1 2
...

k i
S N N N k N= + + + =                             (13) 

 

Consequently 

 

1
i i

i

i

N N

S k N k
 = = =


,                                                                    (14) 

 

Then formula (11) takes the following form: 

 

1 1

1
1 (1 ) i

k k
N

x i i iS
i i

P U P
k


= =

= = − −                                                        (15) 

 

Note that formula (11 and 15) determines the UAA probability of 

information when implementing at least one of the possible securi-

ty threats for all units in ASRS. It is fair to assume that in this case 

the total damage caused will be minimally possible. On the other 

hand, the probability of UAA to information when implementing 

at least one security threat as a security feature will take the max-

imum possible value, i.e. the upper bound on the probability of 

UAA for information in ASRS. 

Next, we introduce the following assessment of the security of 

information, defined as the probability of UAA to information 

when all possible security threats are realized simultaneously. The 

maximum damage occurs when, as mentioned above, when im-

plementing all possible security threats, that is: 

 

1

i

k
N

y iS
i

P P
=

=                                                                                    (16) 

 

Thus, two estimates of ASRS Px and Py security are given and 

give the upper and lower bounds of the UAA probability to infor-

mation, which corresponds to the best and worst case of damage to 

ASRS as a whole. Nevertheless, it is obvious that expressions (11) 

and (16) are valid only for one attempt to implement a security 

threat. Theoretically, during the lifetime of the ASRS, such at-

tempts can be innumerable. It is almost impossible to quantify the 

number of attempts to implement security threats. However, it is 

possible to set a step a priori of these attempts in time. At the same 

time, during which one attempt to implement a security threat (Tp) 

can be set taking into account the actual conditions of exploitation 

and the socio-political, military situation. 

For example, the step of realizing the security threat in peacetime 

can be equated to one month, a week, and during the fighting sev-

eral days, 24 hours, etc. For a given value of the Tp interval, it is 

possible to determine the number of possible attempts to imple-

ment security threats R during the ASRS operation of the object T: 

 

p

T
R

T
= ,                                                                                        (17) 

 

Where T is the operating time, and Tp is the step of implementing 

the security threat. 

Knowing the number of attempts, it is possible to estimate the 

probability of UAA to protected information when implementing 

all or at least one security risk during the operation T: 

 

( ) 1 (1 )
R

P t Pk= − − ,                                                                   (18) 

 

Where the value of Pk is some estimate that characterizes the 

probability of one successful attempt to implement a security 

threat, and t = T. We note that previously we gave two methods 

for calculating the estimates of Pk: Px and Py for the best and worst 

cases, respectively. Therefore, if it is necessary to calculate the 

probability that the UAA will be implemented to the information 

for a period of time T when implementing at least one security 

threats (ST), the value Pk = Px must be substituted into expression 

(13). On the other hand, it is necessary to calculate the probability 

of the worst case for the system, that is, the UAA in the imple-

mentation of all possible ST ASRS simultaneously. Then, in the 

expression (18), the value Py must be substituted for Pk. 

It should be emphasized that expression (18) can be used both for 

the entire ST list for a particular ASRS, and selectively for threats 

that make up a certain direction. In particular, we can distinguish 

ST, in the implementation of which the confidentiality of infor-

mation, its integrity or accessibility is violated. For different 

ASRS, the damage from the implementation of ST of different 

directions may be significantly different. This is due to the variety 

of ASRS for the functions performed. For example, threats to 

confidentiality of information for ASRS are of an informational 

nature more urgent than threats aimed at breaching the availability 

of information. On the other hand, for ASRS management of a 

critical object, threats of breach of availability and integrity of 

information play a major role, due to possible consequences due to 

a malfunction of the system. Such polymorphism of expression 

(18) is its important advantage, since there is no need to correct 

methods of calculating the information security rating depending 

on the composition of ST in ASRS. 

3. The obtained quantitative results of simula-

tion modeling 

The obtained quantitative results of simulation can be presented in 

tabular or graphical form. It should be emphasized that expression 

(18) gives an upper bound for the UAA probability to information 

in ASRS, that is, for the worst case, which is a particularly im-

portant indicator in the design of ASRS. 

In Table 1 shows how the security estimates Px and Py for ASRS 

with different initial parameters are numerically different. In Table 

2 shows the UAA probability of information for the implementa-

tion of at least one ST and for the implementation of all STs sim-

ultaneously, taking into account the number of ST implementation 

attempts for ASRS 4 and ASRS 7 from Table 1. 

Let's analyze the dependence of the quantitative estimation of the 

UAA probability on information when at least one ST Px is real-

ized from the operation parameters of ASRS. So in the table 1 the 

largest value Px = 0.265 takes in ASRS No. 5 when the number of 

ST S = 40. At smaller values of S, the value of Px will decrease:  

Px = 0.232 when the number of S = 20 in ASRS No. 3, Px = 0.251 

when the number of S = 30 in ASRS No. 4, Px = 0.251 with the 

number S = 12 in ASRS No. 1, Px = 0.248 with the number  

S = 15 in ASRS No. 2. 

 
Table 1: Evaluation of Information Security for Automated Systems of 

Radionuclide Spectrometry 

 
ASRS 
1 

ASRS 
2 

ASRS 
3 

ASRS 
4 

ASRS 
5 

ASRS 
6 

ASRS 
7 

S 12 15 20 30 40 50 50 

K 3 3 3 3 3 4 4 

N1 3 5 5 4 10 10 10 

N2 4 5 6 6 10 10 10 

N3 5 5 7 10 10 10 10 

M1 3 3 9 5 3 6 4 
M2 4 3 3 2 3 6 5 

M3 2 3 6 9 3 6 9 

P1 0.066 0.055 0.037 0.040 0.030 0.021 0.022 
P2 0.063 0.055 0.047 0.045 0.030 0.021 0.023 

P3 0.071 0.055 0.042 0.034 0.030 0.021 0.020 

U1 0.187 0.248 0.172 0.151 0.265 0.197 0.205 
U2 0.227 0.248 0.254 0.243 0.265 0.197 0.209 

U3 0.309 0.248 0.257 0.296 0.265 0.197 0.186 

Px 0.251 0.248 0.232 0.251 0.265 0.197 0.198 

Py 
8.41Е-

15 

1.48Е-

19 

1.77Е-

25 

5.37Е-

29 

2.78Е-

46 

3.09Е-

67 

3.28Е-

67 

 

It is established that the smallest value Px = 0.232 takes in ASRS 

No. 3, where the IPS weighting by subdivision has the largest 
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values (9, 3, 6). In other ASRS, with smaller weighting coeffi-

cients IPS, the value of Px is smaller.  

 
Table 2: Assessment of the Security of Information in ASRS, Depending 

on the Number of Possible Attempts to Implement Security Threats 

Number of 

attempts R 

ASRS 4 ASRS 7 

Px Py Px Py 

0.20 0.056 3.29E-34 0.048 6.36E-73 
0.25 0.069 8.25E-32 0.059 4.74E-70 

0.33 0.092 1.26E-32 0.079 7.58E-69 

0.5 0.134 5.48E-30 0.116 4.67E-67 
1 0.251 5.37E-29 0.218 3.08E-65 

2 0.439 7.29E-27 0.389 2.45E-62 

3 0.580 2.64E-25 0.523 6.37E-60 
4 0.685 1.25E-24 0.627 4.25E-57 

5 0.764 9.83E-21 0.709 7.67E-53 

6 0.823 5.37E-20 0.772 2.92E-51 

It should be noted that in the case when the weights of the IPS are 

uniform in all divisions of one ASRS, the probability of imple-

menting at least one ST is lower than in another ASRS with divi-

sions having different weights of IPS. And the total weighting 

coefficient of IPS of all divisions of both ASRS is the same. So in 

ASRS No. 6 and ASRS No. 7, an equal number of S = 50, the 

same number of divisions K = 4 and the same distribution of ST 

between divisions - 10 ST in each K. However, the weights of IPS 

by division are different: ASRS No. 6 (6, 6, 6), ASRS No. 7 (4, 5, 

9). The total weighting factor in both ASRS is 18. At the same 

time, Px = 0.197 for automated system of radionuclide spectrome-

try No. 6 is less than, Px = 0.198 for automated system of radionu-

clide spectrometry No. 7. 

4. Practical value and work conclusion 

After analyzing the table 2, we can conclude that Px significantly 

increases with the growth of attempts to implement security 

threats. So for ASRS No. 4 Px at one attempt is equal to 0.251. 

When the offender makes five attempts, this probability will reach 

a value of 0.764. Thus, the developed analytical estimations allow 

at the ASRS design stages to calculate the upper and lower bounds 

of the UAA probability for information, which is extremely im-

portant for the ASRS design. As it enables to optimize the proba-

bility of damage in relation to the operation time, the number of 

security threats, the applied information security tools, the given 

information security class, and the number of attempts to imple-

ment security threats. 
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