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Abstract

This study introduces the Quantum-Resistant Federated Anomaly Detection (QRFAD) framework, a novel approach for addressing the
challenges of anomaly detection in Identity and Access Management (IAM) systems in the face of evolving cyber threats and emerging
quantum computing risks. By combining federated learning, quantum-resistant cryptography, and Agentic AI, QRFAD overcomes the
limitations of traditional anomaly detection models, such as LSTM and SVM. The framework ensures a scalable, secure, and privacy-
preserving solution that enables multiple organizations to collaboratively train models without sharing sensitive data. Key performance
metrics, including precision, recall, F1-score, latency, and scalability, were evaluated on the ICS-Flow dataset, demonstrating that QRFAD
significantly outperformed the LSTM and SVM models. Specifically, QRFAD achieved a precision of 0.94, recall of 0.91, and F1-score of
0.92, all higher than the LSTM (0.85, 0.83, 0.84) and SVM models (0.78, 0.75, 0.76). Moreover, QRFAD reduced the latency by 35.71% (75
ms vs. 120 ms) and improved the model update overhead by 50% (1.2s vs. 2.5s). This work addresses key gaps in the literature related to
scalability, quantum threats, and autonomous decision-making, providing an adaptive and secure IAM solution capable of evolving with
emerging cyber threats.
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1. Introduction

Identity and Access Management (IAM) systems are fundamental to securing sensitive information within organizations by managing user
authentication and access control. However, traditional IAM systems face growing challenges in detecting sophisticated anomalies in today’s
rapidly evolving cybersecurity landscape. Classical IAM anomaly detection methods predominantly rely on static, rule-based models and
predefined heuristics, which lack the adaptability required to identify new attack strategies (Kshetri, 2025). As cyber threats evolve to
become more complex and dynamic, such traditional methods struggle to capture the diversity of attack vectors, often resulting in false
negatives and missed threats (Adusupalli, 2024). Furthermore, these approaches typically fail to recognize novel or emerging threats that do
not match previously identified patterns (Gupta & Singh, 2025).
Moreover, as organizations increasingly adopt cloud infrastructure and hybrid environments, the complexity of managing access control
systems grows exponentially. Classical IAM models often struggle to meet the scalability requirements of modern enterprise networks,
particularly when dealing with multicloud systems and large-scale data environments (Kumar Pati, 2024). The static nature of these systems
renders them incapable of dynamically assessing risk or detecting abnormal user behaviors in real time, leading to significant vulnerabilities.
Given the volume, variety, and velocity of data within these environments, traditional IAM systems are ill-equipped to handle the dynamic
nature of modern cyber threats, which require a more responsive and intelligent detection system (Ranjan et al., 2025). These limitations
highlight the pressing need for an advanced IAM framework that incorporates real-time, adaptive anomaly detection capabilities and evolves
alongside cyber threats.
As the complexity of cyberattacks continues to rise, traditional IAM systems are increasingly becoming insufficient for protecting organiza-
tions from advanced persistent threats (APTs). These attacks, which combine multiple attack vectors and sophisticated evasion techniques,
are designed to bypass conventional security measures (Kshetri 2025). Classical IAM systems, which primarily focus on static patterns and
signature-based detection, are ill-prepared to detect novel attack strategies. Emerging threats, such as ransomware and insider attacks, often
use legitimate access channels to infiltrate and exfiltrate data, making them more difficult to detect using traditional methods (Adusupalli,
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2024). This growing sophistication in attack tactics requires a paradigm shift toward more intelligent and adaptive security frameworks
capable of detecting these evolving threats in real time.
Another significant challenge facing traditional IAM systems is the protection of data privacy, particularly as organizations store increasing
amounts of personal and sensitive data. As organizations move toward digital transformation, data privacy concerns have become paramount,
especially with the enforcement of data protection regulations such as GDPR and CCPA (Kumar Pati, 2024). However, classical IAM models
struggle to ensure that sensitive data remain protected across distributed environments, making them vulnerable to breaches. With increasing
pressure to comply with privacy laws, IAM systems must adopt privacy-preserving techniques such as encryption and federated learning to
safeguard against unauthorized access while ensuring compliance (Ranjan et al., 2025). Simultaneously, the advent of quantum computing
introduces an additional layer of complexity, as quantum algorithms have the potential to break classical cryptographic systems used by IAM
frameworks (Ahmed et al., 2025). Therefore, there is an urgent need to integrate quantum-resistant methods into IAM systems to ensure that
they can withstand future computational threats.
The rapidly evolving cybersecurity landscape demands more robust and adaptive frameworks for anomaly detection in Identity and Access
Management (IAM) systems. Classical anomaly detection methods often fail to address the increasing complexity and sophistication of
modern cyberattacks (Kshetri, 2025; Kumar Pati, 2024). These traditional systems, which rely on static rule-based approaches, are not
equipped to handle the dynamic nature of contemporary threats, such as advanced persistent threats (APTs) and insider attacks (Adusupalli,
2024; Gupta & Singh, 2025). As organizations continue to adopt cloud-based infrastructures and integrate increasingly diverse data sources,
the need for scalable and adaptive models is paramount. To address these challenges, the Quantum-Resistant Federated Anomaly Detection
(QRFAD) framework was introduced as an advanced decentralized model for anomaly detection, which leverages both federated learning
(FL) and quantum-resistant cryptography (Ranjan et al., 2025). The introduction of Agentic AI within this framework is key, as it enables
autonomous decision-making and adaptive responses to emerging threats in IAM systems (Adabara, 2025). Agentic AI systems, which
are capable of self-learning and evolving without direct human intervention, significantly enhance the flexibility and resilience of anomaly
detection models (Kshetri, 2025). By integrating these AI-driven agents with the MCP for decision-making processes, the framework can
evaluate multiple criteria simultaneously, improving both detection accuracy and efficiency (Gupta & Singh, 2025).
The QRFAD framework is designed to address the dual challenges of ensuring data privacy and improving anomaly detection efficiency. By
utilizing federated learning, the system allows multiple organizations to collaborate on model training without sharing sensitive data, ensuring
compliance with data privacy regulations, such as the GDPR and CCPA (S. Ahmed et al., 2025). Additionally, as quantum computing
poses a significant threat to the current encryption schemes used in IAM systems (Kshetri, 2025), the QRFAD framework incorporates
quantum-resistant cryptographic algorithms, such as lattice-based encryption, to ensure the security of the anomaly detection process against
future quantum-enabled attacks (Gupta & Singh, 2025). This integration of federated learning with quantum-resistant methods ensures that
the framework can scale efficiently while maintaining robust security and privacy across diverse organizational environments (Adabara,
2025). Furthermore, by adopting the MCP in conjunction with Agentic AI, the framework can dynamically adjust the decision-making
process by weighing different factors, such as security, privacy, and computational cost, thereby ensuring more efficient and secure anomaly
detection in real time (Ranjan et al., 2025).
This study presents the QRFAD framework, a novel approach that combines federated learning and quantum-resistant cryptography for
real-time anomaly detection in IAM systems. The main contribution of this study is the formulation of a hybrid model that provides
scalable, secure, and privacy-preserving anomaly detection while addressing the limitations of classical IAM systems. The framework not
only leverages federated learning to enable decentralized training and collaboration among organizations but also ensures the resilience of
the anomaly detection process against quantum computing threats by incorporating quantum-resistant cryptography (Kumar Pati, 2024;
Adusupalli, 2024). This study also introduces a real-time adaptive risk management (RARM) module that dynamically adjusts risk thresholds
in response to new patterns and anomalies, providing a more responsive IAM system (Ranjan et al., 2025).
The primary aim of this study is to propose and evaluate a Quantum-Resistant Federated Anomaly Detection (QRFAD) framework that
enhances the security of Identity and Access Management (IAM) systems. By integrating federated learning with quantum-resistant
cryptographic techniques, this study aims to address the limitations of classical IAM systems in detecting and mitigating advanced cyber
threats, including insider attacks and advanced persistent threats (APTs). The framework also aims to provide a scalable and privacy-
preserving solution for anomaly detection, enabling multiple organizations to collaborate while ensuring compliance with privacy regulations,
such as the GDPR and CCPA. Furthermore, this study explores the potential of incorporating a real-time adaptive risk management (RARM)
module that dynamically adjusts to evolving threats, thereby making IAM systems more resilient and responsive to emerging security
challenges. This study ultimately seeks to create a more adaptive, secure, and efficient IAM framework capable of evolving alongside
advancements in both cyber threats and quantum computing technologies.
The remainder of this paper is structured as follows: Section 2 reviews the related work in the fields of anomaly detection, federated learning,
and quantum-resistant cryptography in IAM systems. Section 3 details the methodology behind the QRFAD framework, including the model
design, federated learning protocol, and integration of quantum-resistant algorithms. Section 4 presents the experimental setup and results,
demonstrating the efficacy of the proposed framework in real-world scenarios. Section 5 discusses the implications of the results, addressing
the potential impact of this framework on IAM systems and cybersecurity. Finally, Section 6 concludes the paper and outlines future research
directions, including the integration of zero-trust architectures and further improvements to the framework’s scalability and security.

2. Related Work

The use of deep learning techniques in anomaly detection has gained significant traction owing to their ability to process complex, high-
dimensional data in real time, making them highly suitable for IAM systems. One of the most widely utilized techniques in sequential
anomaly detection is Long Short-Term Memory (LSTM) networks, which are particularly well-suited for modeling time-series data.
According to Kshetri (2025) and Kumar Pati (2024), LSTMs have been extensively used in cybersecurity, particularly in detecting insider
threats and advanced persistent threats (APTs) by analyzing sequential patterns of user behavior over time. LSTM models can identify
subtle deviations in user behavior that traditional rule-based systems often miss (Adusupalli, 2024; Gupta & Singh, 2025). However,
despite their effectiveness, LSTMs are often limited by their low scalability. These models require vast amounts of data for training and are
computationally intensive, making them difficult to implement in large-scale environments where real-time anomaly detection is essential
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(Adusupalli, 2024). This issue, highlighted by S. Ahmed et al. (2025), demonstrates that LSTMs lack a unified optimization framework
capable of effectively addressing the dynamic nature of IAM systems, which must process anomalies rapidly and efficiently.
In addition to LSTMs, other deep learning-based models, such as Variational Autoencoders (VAE), have been explored to improve anomaly
detection by reducing the dimensionality of high-complexity data and learning compressed representations of normal user behavior. These
models help detect irregular user access patterns and abnormal behaviors in IAM systems (Adabara 2025; Godavarthi 2025). However, like
LSTMs, VAEs face scalability and computational complexity issues. The combination of Convolutional Neural Networks (CNNs) with
LSTMs has shown promise in anomaly detection applications, where CNNs extract features from time-series data and LSTMs model the
sequential patterns of these features (S. Ahmed et al., 2025; Lim, 2025). Although hybrid models combining CNNs and LSTMs offer better
performance, they still suffer from the same computational limitations, preventing their efficient use in real-time IAM systems. The lack of
a formal probabilistic model that can dynamically optimize these hybrid systems further limits their practical applications in large-scale
environments.
The integration of Federated Learning (FL) has emerged as a promising approach to address both scalability and privacy concerns in anomaly
detection models. FL allows organizations to collaboratively train models on decentralized data, ensuring that sensitive information is not
shared across organizations while improving the detection model performance. According to Yaseen (2024) and Kumar Pati (2024), FL is
particularly beneficial in anomaly detection systems as it enables decentralized model training without compromising user privacy, aligning
with privacy regulations such as GDPR. However, FL presents challenges in model aggregation and communication overhead, which can
significantly affect the performance of real-time anomaly detection systems, particularly when applied to large-scale IAM systems (Ranjan et
al., 2025). Furthermore, FL does not incorporate a unified probabilistic framework for model aggregation, making it difficult to optimize the
real-time performance across decentralized nodes.
Privacy-preserving encryption techniques, such as Homomorphic Encryption (HE) and Multi-Party Computation (MPC), have also been
explored to address the challenges of data privacy during the anomaly detection process. HE allows computations to be performed on
encrypted data, ensuring that privacy is maintained even during the analysis phase (Adusupalli, 2024; Gupta & Singh, 2025). Despite
its strong privacy guarantees, HE incurs significant computational overhead, which limits its use in real-time anomaly detection systems.
Similarly, MPC allows multiple parties to collaboratively compute a function over their private data without revealing it, thus preserving their
privacy. However, as noted by Lim (2025) and Vegas (2024), MPC introduces a computational burden that restricts its ability to support
efficient anomaly detection in large-scale IAM environments. Although critical, these privacy-preserving methods have yet to be integrated
into a unified mathematical framework that can balance privacy, security, and computational efficiency.
As quantum computing advances, the need for quantum-resistant cryptographic methods in IAM systems has become increasingly urgent.
Post-Quantum Cryptography (PQC) aims to develop encryption techniques that are resistant to quantum-enabled attacks, with lattice-based
encryption being one of the most promising quantum-safe methods (Kshetri, 2025; Adusupalli, 2024). However, PQC algorithms are
computationally expensive, presenting challenges when integrating them into real-time anomaly detection systems in which low-latency
processing is critical. Ranjan et al. (2025) and Godavarthi (2025) emphasize the need for integrating quantum-resistant cryptography with
real-time detection systems, but the computational complexity of PQC remains a significant barrier to its adoption. This further underscores
the necessity of a unified framework that incorporates these encryption techniques into anomaly detection models without compromising
their performance.
The introduction of Agentic AI in anomaly detection systems is another promising development. Agentic AI enables autonomous decision-
making, allowing IAM systems to adjust their anomaly detection models in response to evolving cyber threats without human intervention.
According to Adabara (2025) and Godavarthi (2025), the integration of Agentic AI in anomaly detection can significantly enhance the
adaptability and robustness of IAM systems. However, the practical integration of Agentic AI with privacy-preserving techniques, such
as HE and MPC, remains underdeveloped. The combination of Agentic AI with federated learning frameworks and quantum-resistant
cryptography has the potential to provide a dynamic, scalable, and privacy-preserving solution for anomaly detection; however, research in
this area is still in its infancy. S. Ahmed et al. (2025) suggest that further work is required to integrate these technologies into a cohesive
framework for real-time anomaly detection.
In summary, although significant progress has been made in developing anomaly detection models for IAM systems, the existing literature
remains fragmented, with disparate approaches that address specific challenges, such as scalability, privacy, and security, in isolation.
Our research addresses this gap by proposing a unified framework that integrates deep learning, federated learning, quantum-resistant
cryptography, and privacy-preserving techniques into a single probabilistic model. This integrated approach aims to optimize performance
across all key aspects—scalability, privacy, and security—thereby creating a robust and real-time solution for anomaly detection in IAM
systems. By combining these methods, our research establishes a comprehensive multi-criteria decision-making framework that adapts to
varying factors, such as threat severity, system performance, and privacy concerns. This framework enhances the ability of IAM systems to
detect anomalies in real time while maintaining a balance between security, scalability, and privacy, addressing the evolving challenges
posed by emerging cyber threats and stringent privacy regulations.

3. Methodology: QRFAD Framework Components

3.1. Formulating a New Model: Quantum-Resistant Federated Anomaly Detection

Rapid advancements in cybersecurity threats and quantum computing have necessitated the development of a more scalable, secure, and
adaptive anomaly detection framework. The Quantum-Resistant Federated Anomaly Detection (QRFAD) framework seeks to address the
gaps identified in previous studies by incorporating a combination of federated learning (FL), quantum-resistant cryptographic methods, and
Agentic AI to ensure privacy-preserving anomaly detection in Identity and Access Management (IAM) systems.

3.1.1. Federated Learning for Scalable Anomaly Detection

The first major component of the Quantum-Resistant Federated Anomaly Detection (QRFAD) framework is Federated Learning (FL), which
enables multiple organizations to collaboratively train a machine learning model while maintaining the privacy of sensitive data. Let the
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dataset of each organization i be denoted as Di = {(x j,y j)}ni
j=1, where x j ∈ Rd is the input feature vector, and y j ∈ Rk is the corresponding

label for all j ∈ {1,2, . . . ,ni}. Here, ni represents the number of samples in the local dataset of organization i.
Each organization i performs local training on its dataset by minimizing the local loss function. The local objective function for organization
i is given by

fi = argmin
f

ni

∑
j=1

L ( f (x j),y j) (1)

Where:

• fi is the local model for organization i,
• L is the loss function that measures the model’s performance, such as cross-entropy loss for classification tasks.

This optimization process aims to minimize the empirical risk of the local model by fitting it to the local dataset Di. The optimization process
for each organization i involves computing the gradient of the loss function with respect to the parameters of the local model θi:

θ
t+1
i = θ

t
i −η∇θiL ( fi(x j),y j) (2)

Where:

• θ t
i is the model parameter at iteration t,

• η is the learning rate,
• ∇θiL ( fi(x j),y j) is the gradient of the loss function.

Once the local models fi are trained, the global model fglobal is updated by aggregating local updates from each organization. This process is
represented as the weighted sum of the local models:

f t+1
global =

1
N

N

∑
i=1

wi f t+1
i (3)

Where:

• N is the total number of organizations,
• wi is the weight assigned to the local model fi, which is typically proportional to the size of its local dataset ni, i.e., wi =

ni

∑
N
i=1 ni

.

The global model is the weighted average of the local models, where larger datasets contribute more to the global model, ensuring that the
global model reflects the data distribution from all organizations, with larger datasets having a more significant effect.

Privacy Preservation Using Ring-LWE Homomorphic Encryption

To preserve data privacy during the training process, the global model update is securely aggregated using Ring-LWE (Learning With Errors)
homomorphic encryption. This cryptographic method ensures that each organization can participate in the training process without revealing
any of its local data or model updates to the server. Let each organization i encrypts its local model update f t+1

i using Ring-LWE encryption,
denoted as E ( f t+1

i ). This encryption function E is applied to local updates before they are transmitted to the central server.
The central server aggregates the encrypted updates from all the organizations. The aggregation of the encrypted local model updates is
expressed as follows:

E ( f t+1
global) =

N

∑
i=1

wiE ( f t+1
i ) (4)

Where:

• E (·) denotes the homomorphic encryption operation applied to the model update,
• f t+1

global is the global model update after aggregation,

• wi =
ni

∑
N
i=1 ni

is the weight assigned to the local model f t+1
i , where ni is the size of the dataset at organization i, and N is the total

number of organizations.

The homomorphic property of Ring-LWE encryption enables the server to compute the weighted sum of encrypted local model updates
without decrypting them. This ensures the privacy of each organization’s data, as the server never has access to unencrypted model updates.
After aggregation, the central server sends the encrypted global model update E ( f t+1

global) back to the organizations. Each organization
decrypts the global model update using its private key and uses it to update its local models. This guarantees that the data privacy of each
organization is preserved while enabling the collaborative training of a robust global model for anomaly detection.

Formal Privacy Guarantee with Ring-LWE

The use of Ring-LWE encryption in this framework guarantees that the local model updates f t+1
i remain private during the entire process.

The security of Ring-LWE is based on the difficulty of solving the Ring-LWE problem, which is computationally infeasible, even for
quantum computers. Formally, Ring-LWE encryption ensures that an adversary who intercepts the encrypted model updates cannot derive
any meaningful information about the local models or the underlying data. This is formally expressed as

P[E ( f t+1
i ) reveals information about f t+1

i ] = 0 (5)
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Thus, the privacy of the model updates is guaranteed as long as the Ring-LWE problem remains difficult to compute. This guarantees that
even if an adversary intercepts the encrypted updates, they cannot extract any useful information regarding the local data or models of the
individual organizations. Consequently, the encryption scheme ensures data confidentiality during the federated learning process.
The correctness of the aggregation step in the federated learning process is ensured by the homomorphic properties of the ring-LWE
(Learning With Errors) encryption scheme. Specifically, Ring-LWE encryption provides the ability to perform arithmetic operations on
encrypted values. For two encrypted values E (a) and E (b), the homomorphic property guarantees that the encryption of their sum is equal
to the sum of their individual encryptions. This can be mathematically expressed as

E (a+b) = E (a)+E (b) (6)

Thus, given that the local model updates f t+1
i are encrypted using Ring-LWE encryption, the central server can compute the aggregated

global model update from the encrypted local updates as follows:

E ( f t+1
global) =

N

∑
i=1

wiE ( f t+1
i ) (7)

Where:

• E ( f t+1
i ) represents the encrypted local model update from organization i,

• wi =
ni

∑
N
i=1 ni

is the weight assigned to the local update based on the size of organization i’s dataset Di,

• f t+1
global is the global model update after aggregation.

The homomorphic property of Ring-LWE allows the server to compute the sum of these encrypted values without access to the underlying
unencrypted updates. Therefore, the server computes the weighted sum of the local encrypted updates as

E ( f t+1
global) =

N

∑
i=1

wiE ( f t+1
i ) (8)

This operation ensures that the privacy of the local models is preserved because no intermediate decryption is required by the server. The
correctness of the global model update f t+1

global follows directly from the homomorphic properties of the Ring-LWE encryption scheme, which
ensures that the aggregation is performed correctly without compromising the privacy of model updates.
Furthermore, because homomorphic encryption maintains the integrity of arithmetic operations on encrypted values, it ensures that the
server aggregates the updates accurately and securely. After aggregation, the encrypted global model update E ( f t+1

global) is sent back to the
organizations, where each organization can decrypt it using their private keys and update their local models accordingly.
After aggregation is completed, the encrypted global model update is sent back to the organizations, where it is decrypted using their
private keys. Each organization can then update its local model based on the global model, ensuring that the federated learning process is
secure and correct. The privacy and correctness of the global model update follow directly from the security and homomorphic properties
of the Ring-LWE encryption scheme, ensuring that the entire process maintains confidentiality and its integrity. Thus, the integration
of federated learning with Ring-LWE encryption in the QRFAD framework enables scalable anomaly detection in IAM systems while
preserving the privacy of the data. The proposed formalization ensures that the collaborative training of the global model is secure, efficient,
and privacy-preserving, addressing both scalability and privacy concerns robustly.

3.1.2. Quantum-Resistant Cryptography for Secure Model Aggregation

Given the potential threat posed by quantum computing to existing encryption methods, the QRFAD framework integrates quantum-resistant
cryptographic techniques to ensure the security of the model updates. The model updates are encrypted using Ring-Learning With Errors
(RLWE), a lattice-based encryption scheme that provides quantum resistance. Let fi ∈ Rd represent the local model update for organization
i, where d is the model dimension. The local model update fi is encrypted using the RLWE encryption scheme, resulting in the encrypted
update f encrypted

i , which is computed as

f encrypted
i = ERLWE( fi) = fi +Noise (9)

Where:

• ERLWE( fi) represents the RLWE encryption function applied to the model update fi,
• fi is the local model update for organization i,
• Noise ∈ Rd is a random noise vector added during encryption to obfuscate the model update.

The noise term ensures that the encrypted model update cannot be decrypted without a private key. The noise vector is sampled from a
distribution related to the Ring-LWE problem, which is believed to be computationally intractable, even for quantum computers. This makes
it computationally infeasible for any adversary to extract useful information about the original model update fi, even if the encrypted values
are intercepted.
Once each organization encrypts its local model update, the next step is to aggregate these encrypted updates to form a global model.
Aggregation is performed by computing the weighted sum of the encrypted model updates, where the weight wi for each organization is
proportional to the size ni of its dataset. The global model update f encrypted

global is computed as follows:

f encrypted
global =

1
N

N

∑
i=1

wi f encrypted
i (10)

Where:
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• f encrypted
global is the aggregated encrypted global model update,

• N is the total number of organizations,
• wi =

ni

∑
N
i=1 ni

is the weight assigned to the local model update f encrypted
i , based on the size of organization i’s dataset Di,

• ni is the number of samples in the dataset of organization i.

The weight wi ensures that organizations with larger datasets have a more significant influence on the global models. This step also relies on
the homomorphic property of the RLWE encryption, which means that the server can compute the weighted sum of the encrypted updates
without decrypting the individual updates. This preserves the privacy of the local model updates while still allowing the global model to be
computed.
The homomorphic property of the RLWE encryption allows arithmetic operations to be performed on encrypted values without the need for
decryption. Specifically, for two encrypted values E (a) and E (b), the homomorphic property guarantees

E (a+b) = E (a)+E (b) (11)

Thus, for the local model updates f t+1
i and f t+1

j corresponding to two organizations i and j, the homomorphic property ensures that

E ( f t+1
i + f t+1

j ) = E ( f t+1
i )+E ( f t+1

j ) (12)

This implies that the server can compute the aggregated global model update without decrypting local updates. The final aggregated
encrypted global model update f encrypted

global is computed as follows:

E ( f t+1
global) =

N

∑
i=1

wiE ( f t+1
i ) (13)

Using the homomorphic property, the server computes the sum of the encrypted local updates, ensuring that the global model is computed
securely without any decryption, thus preserving the privacy of the local models.
Once the aggregation is completed, the encrypted global model update E ( f t+1

global) is sent back to the organization. Each organization decrypts
the global model update using its private key and updates its local model. The correctness of the aggregation process follows directly from
the homomorphic property of RLWE encryption. Since:

E ( f t+1
i ) = f t+1

i +Noisei (14)

The aggregation step computes the encrypted sum as follows:

E ( f t+1
global) =

N

∑
i=1

wiE ( f t+1
i ) =

N

∑
i=1

wi( f t+1
i +Noisei) (15)

This simplifies to:

E ( f t+1
global) =

N

∑
i=1

wi f t+1
i +

N

∑
i=1

wiNoisei (16)

Thus, the global model update was correctly computed. The noise terms Noisei are random and uncorrelated, which means that they do not
reveal any useful information about the local model updates. The correctness of the global model was maintained because the random noise
terms did not compromise the integrity of the aggregation.
The security of the Ring-LWE encryption scheme ensures that the local model updates f t+1

i remain private throughout the federated learning
process. The Ring-LWE problem, which involves solving unknown values in a high-dimensional lattice, is computationally intractable. An
adversary who intercepts the encrypted updates cannot solve for the values of f t+1

i without the private key. Formally, the privacy guarantee
can be expressed as

P[E ( f t+1
i ) reveals information about f t+1

i ] = 0 (17)

This ensures that the encryption scheme prevents any adversary from obtaining useful information about the original model updates, even if
they have access to encrypted values.
Finally, the correctness of the global model aggregation follows directly from the homomorphic property of the RLWE encryption. Because
the homomorphic property guarantees that

E (a+b) = E (a)+E (b) (18)

The server can correctly compute the aggregated global model update f t+1
global from the encrypted local updates f t+1

i without the need to
decrypt them. The decryption step ensures that the correct global model is produced after aggregation, maintaining the privacy of all local
model updates. Correctness is guaranteed by the homomorphic property, which ensures that aggregation is performed correctly on encrypted
values, thus preserving the integrity and confidentiality of the data throughout the federated learning process.
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3.2. Dynamic Decision-Making Process Using Agentic AI

In this subsection, we present a logical proof of the dynamic decision-making process employed by Agentic AI within the QRFAD framework.
The goal is to demonstrate how the system dynamically adapts to real-time data by adjusting the weights and calculating a risk score based
on the severity and confidence of the detected anomalies.
First, we mathematically define the decision-making process. At each time step t, the Agentic AI relies on the observed data, denoted by the
vector xt , which contains the measurements or features observed from the environment. This vector is given by

xt =
[
xt1 xt2 . . . xtn

]⊤ (19)

The severity and confidence at time t are also represented as vector. The severity vector, denoted st , reflects the degree of threat at each
observed data point, and the confidence vector ct represents the confidence level for anomaly detection. These vectors are defined as follows:

st =
[
Severityt1 Severityt2 . . . Severitytn

]⊤ (20)

ct =
[
Confidencet1 Confidencet2 . . . Confidencetn

]⊤ (21)

The decision-making process of the Agentic AI is guided by a risk management module, denoted RARM, which computes a risk score
based on the severity and confidence vectors. The decision at is then determined as follows:

at = AgenticAI(xt ,RARM) (22)

The risk score Rt at any given time t is calculated as a weighted sum of the severity and confidence vectors, where the weights α(t) and β (t)
reflect the relative importance of the severity and confidence, respectively. This can be expressed as

Rt = α(t) · st +β (t) · ct (23)

Here, α(t) and β (t) are time-dependent scalar weights that allow the system to prioritize either severity or confidence based on real-time
feedback or operational needs. Vectors st and ct capture the severity and confidence of the detected anomalies, respectively.
The dynamic nature of the system requires the weights to evolve over time to account for the changing conditions. Hence, the updated risk
score can be represented as follows:

Rt = α(t) · st +β (t) · ct (24)

This adjustment ensures that the system continuously recalibrates its sensitivity to severity and confidence, and adapts to the operational
context.
Finally, the decision at made by the Agentic AI at time t is based on the observed data xt and the dynamically computed risk score Rt . The
decision function is expressed as follows:

at = AgenticAI(xt ,Rt) (25)

Thus, the Agentic AI selects an action based on both the observed data and the risk score, which encapsulates the severity and confidence of
the detected anomalies. The flexibility of the system allows it to respond autonomously to evolving threats without human intervention.
In conclusion, the integration of dynamic weights α(t) and β (t) ensures that the system can adapt to changing conditions and make informed
decisions in real-time. Agentic AI uses the updated risk score to guide its decision-making process, enabling the system to dynamically
prioritize threat characteristics. This framework guarantees that the decision-making process remains flexible, efficient, and capable of
addressing a wide range of security challenges in real-time.

3.3. Data Preprocessing, Feature Engineering, and Core Detection Engine

In the QRFAD framework, data preprocessing and feature engineering are critical for ensuring effective detection of anomalies. Raw data,
often collected from Identity and Access Management (IAM) systems, such as user logs, access patterns, and authentication histories,
tend to be noisy and unstructured. To transform raw data into meaningful features, various preprocessing techniques, such as time-series
decomposition and sequence feature extraction, are applied. These techniques are essential for capturing the temporal behavior of users and
ensuring that the extracted features are suitable for detection models.
Let the preprocessed feature set be denoted as X = {x1,x2, . . . ,xn}, where each xi represents the feature vector corresponding to the ith
data point. The goal of preprocessing is to extract features that reflect the users’ temporal behavior. The feature extraction function can be
formally defined as

xi = FeatureExtraction(rawi) (26)

Where:

• rawi represents the raw data for the i-th data point,
• xi is the processed feature vector for the i-th data point.

This function takes the raw data rawi and outputs a transformed feature vector xi, which is ready for the core detection engine.
Once the data are preprocessed, they are passed into the core detection engine, which combines Bidirectional Long Short-Term Memory
(Bi-LSTM) networks and Variational Autoencoders (VAE) for anomaly detection. The Bi-LSTM network is highly effective for sequential
data because it analyzes both the past and future contexts in the input sequence. The hidden state of the Bi-LSTM model at time t, denoted
ht , is computed using the following equation:
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ht = Bi-LSTM(xt ,ht−1,ht+1) (27)

Where:

• xt is the input feature at time t,
• ht−1 and ht+1 represent the hidden states from the previous and next time steps, respectively,
• ht is the output hidden state at time t.

The Bi-LSTM architecture allows the processing of sequences in both directions, enabling the model to capture dependencies in both the
past and future contexts of the data.
The output hidden state ht is passed through a fully connected layer to make anomaly predictions. The predicted probability yt of an anomaly
at time t is calculated as follows:

yt = σ(Wht +b) (28)

Where:

• W is the weight matrix of the fully connected layer,
• b is the bias term,
• σ is the activation function, typically the sigmoid function for binary classification tasks.

The output yt represents the probability that the input data at time t are anomalous. The sigmoid function σ maps the output to a probability
value between 0 and 1, where values closer to 1 indicate a higher likelihood of anomaly occurrence.
In parallel with Bi-LSTM, Variational Autoencoders (VAE) are used for dimensionality reduction and feature learning. The VAE is designed
to learn a compact probabilistic representation of the data by minimizing the variational loss. The loss function for the VAE can be expressed
as

LVAE = Eq(z|x)[log p(x|z)]−DKL[q(z|x)||p(z)] (29)

Where:

• x is the input data,
• z is the latent variable representing the compressed representation of the data,
• p(z) is the prior distribution on the latent variable z,
• q(z|x) is the approximate posterior distribution of z given the input data x,
• DKL[q(z|x)||p(z)] is the Kullback-Leibler divergence between the approximate posterior and the prior distribution, measuring the

difference between them.

The VAE minimizes this loss function to learn a compact representation of the data in the latent space, focusing on the most relevant features
for anomaly detection. This compact representation improves anomaly detection by emphasizing crucial features while discarding irrelevant
information.
The combination of Bi-LSTM for sequence modeling and VAE for feature learning creates a powerful detection engine capable of identifying
anomalies in IAM systems. The system benefits from the sequential modeling power of Bi-LSTM networks and the ability of VAEs to learn
an efficient representation of the data.
In this section, we propose the Quantum-Resistant Federated Anomaly Detection (QRFAD) framework. This framework integrates federated
learning (FL), quantum-resistant cryptography, and Agentic AI to create a scalable and secure anomaly detection system for IAM. The
QRFAD framework enables privacy-preserving collaboration between organizations, ensuring secure data exchange without exposing
sensitive information. Additionally, it incorporates real-time adaptive decision-making, which enhances the detection of advanced cyber
threats by allowing the system to adjust its detection strategy based on real-time inputs. The framework also addresses the scalability and
quantum resistance limitations of existing anomaly detection systems, making it well suited to modern cybersecurity challenges.

4. Convergence Analysis of Our Model

The convergence of our model, the Quantum-Resistant Federated Anomaly Detection (QRFAD) framework, is crucial for ensuring that
the model stabilizes and effectively detects anomalies as it is trained across multiple organizations. This section rigorously proves the
convergence of the global model fglobal, which is updated iteratively through a decentralized federated learning process. The analysis
involves both the convergence of local models and the aggregation of the global model in the presence of quantum-resistant cryptographic
methods, privacy-preserving mechanisms, and dynamic decision-making capabilities enabled by Agentic AI.
We aim to demonstrate that, under certain conditions, our model converges to the optimal global model, providing an efficient and scalable
solution for anomaly detection in Identity and Access Management (IAM) systems.

4.1. Mathematical Framework and Setup

We define the following variables:

• Di = {(x j,y j)}ni
j=1 represents the local dataset for organization i, where x j is the feature vector and y j is the corresponding label for

each data point.
• f (t)i denotes the local model parameters for organization i at iteration t.

• f (t)global represents the global model parameters at iteration t.

• Li( f (t)i ) is the loss function for the local model at iteration t for organization i.
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Each local model f (t)i is updated based on the gradient of the local loss function through a standard gradient descent:

f (t+1)
i = f (t)i −η∇ f (t)i Li (30)

Where: - η is the learning rate, - ∇ f (t)i Li is the gradient of the loss function with respect to the local model parameters.

The global model f (t)global is updated through the weighted aggregation of local models:

f (t+1)
global =

N

∑
i=1

wi f (t+1)
i (31)

Where: - wi =
ni

∑
N
i=1 ni

is the weight assigned to the local model f (t+1)
i , which is proportional to the size of the local dataset ni.

The global model is the weighted average of all local models, where organizations with larger datasets have a greater influence on the global
model update.

4.2. Convergence of the Global Model

The convergence of our model requires that the global model f (t)global converges to the optimal global model f ∗global as the federated-learning
process progresses. The global model error εt at iteration t is defined as the distance between the current and optimal global models:

εt =
∥∥∥ f (t)global − f ∗global

∥∥∥ (32)

The goal is to show that

lim
t→∞

εt = 0 (33)

This implies that the global model converges to the optimal global model over time.

4.3. Upper Bound on the Convergence of the Global Model

To demonstrate convergence, we analyzed the behavior of the global model update. The error in the global model at iteration t +1 can be
expressed as

f (t+1)
global − f ∗global =

N

∑
i=1

wi

(
f (t+1)
i − f ∗i

)
(34)

Taking the norm of both sides, we obtain

∥∥∥ f (t+1)
global − f ∗global

∥∥∥=

∥∥∥∥∥ N

∑
i=1

wi

(
f (t+1)
i − f ∗i

)∥∥∥∥∥ (35)

By applying the triangle inequality, we obtain an upper bound on the error as follows:∥∥∥ f (t+1)
global − f ∗global

∥∥∥≤
N

∑
i=1

wi

∥∥∥ f (t+1)
i − f ∗i

∥∥∥ (36)

Thus, the error εt+1 in the global model is bounded by the sum of the errors in local models. This shows that the global model error depends
on the local model errors. If the local models converge, the global model also converges.

4.4. Convergence Rate of the Global Model

Let γi denote the convergence rate of the local model fi, defined as

γi =

∥∥∥ f (t+1)
i − f ∗i

∥∥∥∥∥∥ f (t)i − f ∗i
∥∥∥ (37)

The global model convergence rate γglobal is the maximum of the individual local model convergence rates:

γglobal = max
i

γi (38)

To ensure that the global model converges, we require that the convergence rate of each local model γi be less than 1:

γi < 1 (39)

This condition guarantees that the local models converge to their optimal values and that the global model also converges. The convergence
rate of the global model γglobal is also less than 1, ensuring the convergence of the global model.
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4.5. Sufficient Conditions for Convergence

For our model to converge to the optimal global model, the following conditions must be satisfied:

• Each local model f (t)i must converge to its optimal local model f ∗i , i.e., limt→∞

∥∥∥ f (t)i − f ∗i
∥∥∥= 0.

• The global model f (t)global should converge to the optimal global model f ∗global, i.e., limt→∞

∥∥∥ f (t)global − f ∗global

∥∥∥= 0.
• The global model convergence rate γglobal must satisfy γglobal < 1, ensuring that the global model converges to the optimal solution.
• The local models must update according to a stable optimization process, and the updates should not introduce excessive noise that

would prevent convergence.

These conditions ensure that as the federated learning process progresses, the global model converges to the optimal global model, effectively
detecting anomalies in real time.

4.6. Convergence in the Presence of Noise and Privacy-Preserving Techniques

In practice, the federated learning process is subject to noise owing to privacy-preserving techniques such as ring-LWE homomorphic
encryption. However, the presence of noise does not necessarily prevent the convergence. As long as the noise introduced by the encryption
techniques is bounded and does not overwhelm the gradient updates, the global model will still converge to the optimal model, albeit at a
potentially slower rate.
The noise introduced by privacy-preserving mechanisms can be modeled as perturbations in gradient updates. As long as the magnitude of
this perturbation is controlled, it will not prevent convergence, and the global model will continue to approach the optimal model. Therefore,
our model converges to an optimal solution in the presence of privacy-preserving techniques.
The convergence analysis of our model demonstrates that, under the conditions outlined—convergence of the local models, proper weighting
of the local model updates, and a convergence rate γglobal < 1—the global model f (t)global converges to the optimal global model f ∗global. This
ensures that our model can effectively and efficiently detect anomalies in IAM systems over time.
The Federated Learning mechanism ensures privacy by allowing organizations to collaborate without sharing sensitive data, and quantum-
resistant cryptography guarantees that the framework remains secure in the face of quantum-enabled threats. Additionally, the Agentic AI
component enables dynamic, autonomous decision-making, further enhancing the framework’s resilience to evolving cyber threats. The
convergence properties of our model, coupled with its security features, make it a robust solution for modern anomaly detection in IAM
systems.

5. Security and Privacy Formal Analysis

The security and privacy of data in the Quantum-Resistant Federated Anomaly Detection (QRFAD) framework are ensured through a
combination of federated learning and quantum-resistant cryptographic techniques, particularly ring learning with errors (RLWE). These
methods provide robust protection against both classical and quantum threats, enabling secure collaborative model training without
compromising sensitive data requirements.
Let fi denote the local model update for organization i, where fi ∈ Rd represents the local model parameters at iteration t. In federated
learning, each organization computes updates based on its own dataset. However, to ensure privacy and security, these updates must be
encrypted before sharing. RLWE encryption was employed to protect model updates from unauthorized access.

5.1. Local Model Update and Encryption

Each organization i computes a local model update fi. The local update is encrypted using RLWE encryption, ensuring that the model update
remains confidential and resistant to quantum attacks. The encryption of the local model update fi is mathematically expressed as

f encrypted
i = ERLWE( fi) = fi +Noise (40)

Where:

• fi is the original local model update,
• ERLWE( fi) represents the RLWE encryption function,
• Noise is the noise added during encryption to ensure security by obfuscating the model update.

RLWE encryption leverages the hardness of the Learning With Errors (LWE) problem, which is believed to be resistant to quantum attacks.
By adding noise to the model parameters, encryption prevents adversaries from extracting meaningful information.

5.2. Secure Aggregation of Encrypted Model Updates

Once the local model updates are encrypted, they are aggregated to create a global model. This aggregation was performed securely without
exposing sensitive data. The encrypted updates from each organization are weighted according to the size of the respective local dataset,
ensuring that larger datasets contribute more to the global model. The aggregation of encrypted model updates is given by

f encrypted
global =

1
N

N

∑
i=1

wi f encrypted
i (41)

Where:

• N is the total number of organizations participating in the federated learning process,
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• wi =
ni

∑
N
i=1 ni

is the weight assigned to each local model update, where ni represents the size of the dataset for organization i.

This aggregation ensures that the global model is a weighted average of the local models, with organizations with larger datasets contributing
more to the global model. Importantly, model aggregation occurs in the encrypted domain, ensuring that the central server or federated
aggregator does not have access to the raw local updates, thus maintaining privacy.
After the encrypted model updates are aggregated, the global model is decrypted on the central server using a private decryption key. The
decryption process is mathematically described as

fglobal = DRLWE( f encrypted
global ) (42)

where DRLWE represents the decryption function, and fglobal is the final global model after decryption.

5.3. Privacy-Preserving Anomaly Detection

In the context of Identity and Access Management (IAM) systems, the encrypted model updates correspond to user access sessions.
Anomalies, such as unauthorized access attempts, are detected when deviations from expected access patterns occur. RLWE encryption
ensures that model updates, which reflect user access data, are kept private and secure. This enables organizations to collaborate in training
the anomaly detection model without revealing their sensitive access data, thereby maintaining strict privacy while enabling accurate anomaly
detection.

5.4. Security Guarantees

The security of the QRFAD framework is ensured by the RLWE encryption scheme. RLWE provides semantic security, which means that
even if an adversary intercepts the encrypted model updates, they cannot derive any useful information about the underlying data. The noise
introduced during encryption acts as a protective barrier, making it computationally infeasible for an attacker to recover the original model
updates without a decryption key.

5.5. Computational Complexity and Overhead Analysis

The computational complexity of the QRFAD framework is influenced by both the federated learning process and the quantum-resistant
cryptography used to secure model updates. The total complexity can be decomposed into the following components: time for federated
learning updates, cost of performing RLWE encryption and decryption, and overhead introduced by feature extraction and data preprocessing.

5.6. Federated Learning Complexity

Federated learning involves training local models on each organization’s dataset and aggregating these models to form a global model. Let
TFL(N,n) represent the time complexity of federated learning updates, where:

• N is the number of organizations,
• n is the size of the local dataset for each organization,
• d is the number of features (dimensionality of the dataset).

The time complexity for local training on each dataset is O(n ·d), as the complexity depends on the number of data points n and the number
of features d in the dataset. Thus, the overall time complexity for the federated learning updates across all organizations is

TFL(N,n) = O(N ·n ·d) (43)

This reflects the local computation performed at each organization to train their respective models. The global model aggregation step, which
combines the local models into a global model, does not add significant complexity because the aggregation is a linear operation over the
encrypted models.

5.7. RLWE Encryption Complexity

The RLWE encryption step introduces additional computational overhead, which is dominated by lattice-based cryptographic operations.
Let TRLWE denote the time complexity of performing the RLWE encryption, which depends on the lattice size m, modulus q, and security
parameter k. The complexity of performing RLWE encryption is given by

TRLWE = O(m · log(q) ·poly(k)) (44)

Where:

• m is the lattice size (i.e., the number of elements in the polynomial used in RLWE),
• q is the modulus used in the RLWE encryption, which influences the cryptographic strength,
• k is the security parameter that determines the polynomial degree and the number of operations needed for encryption.

The complexity of RLWE encryption grows with the lattice size m and modulus q, which increase as higher security levels are chosen to
protect against quantum attacks.
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5.8. Total Computational Complexity

The total computational complexity of the QRFAD framework is the sum of the complexities of federated learning, RLWE encryption, and
preprocessing steps for feature extraction. The overall complexity can be expressed as

Ttotal = TFL(N,n)+TRLWE +O(d ·n) (45)

Where:

• TFL(N,n) = O(N ·n ·d) accounts for the federated learning updates,
• TRLWE = O(m · log(q) ·poly(k)) accounts for the RLWE encryption,
• O(d ·n) accounts for preprocessing, such as feature extraction and normalization of the dataset.

Thus, the total complexity depends on the number of organizations, size of the local datasets, dimensionality of the data, and cryptographic
parameters used in the RLWE encryption.
The time complexity analysis reveals that the federated learning complexity grows linearly with the number of organizations N, whereas the
RLWE complexity grows with the lattice size m, modulus q, and security parameter k. In practice, it is essential to choose cryptographic
parameters that provide strong security while maintaining a manageable encryption overhead.
Given the computational overhead of RLWE encryption, the QRFAD framework can still be applied effectively for real-time anomaly
detection in IAM systems, particularly if the federated learning and encryption settings are optimized to balance security and performance.

6. Validation

In this section, we outline the experimental setup and dataset generation for validating the Quantum-Resistant Federated Anomaly Detection
(QRFAD) framework. The objective was to assess the framework’s performance, scalability, and privacy-preserving capabilities using a
real-world dataset. We deployed the ICS-Flow dataset, which simulates network traffic and anomaly detection in an industrial control system
(ICS) environment. The dataset provides a valuable opportunity to assess the QRFAD framework’s ability to detect anomalies in Identity and
Access Management (IAM) systems in federated settings using quantum-resistant cryptography and real-time adaptive decision-making.

6.1. Dataset Overview

The ICS-Flow dataset contains network packet flows and associated features that represent different attack categories in an industrial control
system (ICS). For our purposes, we adapted this dataset to simulate Identity and Access Management (IAM) scenarios by treating network
flows as user access sessions. Each flow can be modeled as an access attempt to a resource in an IAM system, and anomalies are treated
as unauthorized or suspicious access events. This mapping is justified mathematically by noting that both ICS and IAM systems rely on
detecting deviations in flow patterns: ICS traffic anomalies correspond to malicious network activity, whereas IAM anomalies indicate
abnormal access behavior.
The dataset includes labeled normal and anomalous flows, making it suitable for supervised anomaly detection tasks. The five attack
categories in the dataset—IP-Scan, Port-Scan, Replay, DDoS, and MitM—allow for the evaluation of anomaly detection systems in detecting
various cyber threats. The feature dimensionality (approximately 50) aligns well with the requirements for training models that must detect
subtle deviations in user access behavior, as is the case in IAM systems. Thus, this dataset can be considered an appropriate proxy for
simulating the detection of unauthorized access patterns in IAM systems.
Mathematically, we treat network flows fflow as session data in IAM systems, where each flow represents a distinct user access attempt to a
resource. The anomaly detection objective is to detect deviations from the normal access patterns Pnormal; if a flow fflow deviates significantly
from Pnormal, it is flagged as anomalous. In both ICS and IAM systems, anomalies manifest as outliers in the data distribution, which makes
the ICS-Flow dataset suitable for validating the QRFAD framework.

Characteristic Value Comments
Raw packet count 25,000,000 Large volume of raw data supporting deep anomaly detection models
Network flow records 45,719 Includes labeled normal and anomalous flows
Number of attack categories 5 IP-Scan, Port-Scan, Replay, DDoS, MitM
Normal flows 30,236 Class imbalance is present
Anomalous flows 15,483 Derived by subtracting normal flows from the total dataset
Feature dimensionality 50 Includes various network features and process variables

Table 1: Summary of ICS-Flow dataset used for validating the QRFAD framework

The dataset is publicly available and can be accessed through the following URL: https://arxiv.org/pdf/2305.09678?utm source=chatgpt.com.

6.2. Performance Metrics (Detection Efficacy and Efficiency)

In this subsection, we present the performance metrics used to evaluate the efficacy and efficiency of the proposed QRFAD framework in
detecting anomalies within IAM systems. The key metrics considered were precision, recall, F1-score, and response time, all of which
were calculated using the ICS-Flow dataset. These metrics were compared to baseline models, such as LSTM-based anomaly detection
in IAM systems. The detection efficacy was evaluated using precision, recall, and F1-score, which are crucial for assessing how well the
model identifies true-positive anomalies. Efficiency is measured based on computational overhead, model update response time, and system
scalability, all of which are important for real-time anomaly detection.

https://arxiv.org/pdf/2305.09678?utm_source=chatgpt.com
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From Table 2, it can be observed that the QRFAD framework outperforms existing models, such as LSTM and SVM, in several key areas.
Specifically, QRFAD achieves a precision of 0.94, which is 10.59% higher than that of the LSTM IAM model (0.85), indicating better
anomaly detection with fewer false positives. The recall for QRFAD is 0.91, a 9.64% improvement over the LSTM model (0.83), indicating
that it detects true anomalies more effectively. The F1-score for QRFAD is 0.92, a 9.52% increase over the LSTM model (0.84), indicating a
balanced performance between precision and recall.
When considering the response time, QRFAD achieves a response time of 75 ms, which is 35.71% lower than that of the LSTM IAM model
(120 ms), demonstrating that QRFAD is more efficient for real-time anomaly detection. In terms of model update overhead, QRFAD
requires only 1.2 s, which is 50.00% faster than the LSTM model (2.5 s), providing a quicker adaptation to new data. Finally, the scalability
is significantly improved in QRFAD, which handles 1,500 requests per second, a 25.00% increase over the LSTM model (1,200 requests per
second).
These performance gains are visually represented in Figures 1, 2, and 3, where QRFAD consistently shows superior performance compared
to both LSTM and SVM models. Figure 1 illustrates the precision-recall curve, with QRFAD achieving a higher balance between precision
and recall than the LSTM and SVM models. Figure 2 compares the F1-scores of the models, with QRFAD outperforming both models in
terms of overall anomaly detection effectiveness. Finally, Figure 3 highlights the faster response time of the QRFAD compared to the other
models, making it a more suitable choice for real-time applications.
Overall, the results demonstrate that the QRFAD framework provides superior detection efficacy and efficiency, particularly in environments
in which real-time anomaly detection is critical.

Metric QRFAD Framework LSTM IAM Model Existing Model (e.g., SVM) Improvement (%)
Precision 0.94 0.85 0.78 10.59%
Recall 0.91 0.83 0.75 9.64%
F1-score 0.92 0.84 0.76 9.52%
Response Time (ms) 75 120 140 35.71%
Model Update Overhead 1.2s 2.5s 3.0s 50.00%
Scalability (Throughput) 1,500 requests/sec 1,200 requests/sec 900 requests/sec 25.00%

Table 2: Performance metrics comparison between QRFAD framework and existing anomaly detection models

Figure 1: Precision-Recall Curve Comparison between QRFAD, LSTM, and SVM models.

6.3. Comparative Analysis with Existing Literature

When comparing our results with those in the existing literature, it is evident that the QRFAD framework addresses several critical challenges
in anomaly detection, particularly in the context of Identity and Access Management (IAM) systems. The mathematical formulation of our
approach, which combines federated learning, quantum-resistant cryptography, and Agentic AI, significantly improves existing models by
enhancing both computational efficiency and security.
One of the most prominent challenges identified in prior studies is the scalability of traditional models, such as Long Short-Term Memory
(LSTM) networks. These models are highly effective in detecting anomalies but are computationally expensive and struggle to scale to
larger datasets, particularly in real-time environments. LSTM models typically face limitations owing to their reliance on sequential data
processing, which inherently introduces high time complexity and memory demands, especially when applied to IAM systems that require



14 International Journal of Applied Mathematical Research

Figure 2: F1-Score Comparison between QRFAD, LSTM, and SVM models.

Figure 3: Response Time vs Detection Rate for QRFAD, LSTM, and SVM models.

quick response times. Moreover, LSTMs do not account for the risks posed by quantum computing, which has emerged as a major concern
in modern cryptographic applications.
In contrast, the QRFAD framework integrates federated learning, which enables decentralized model training. This decentralized approach
reduces the computational burden on individual nodes, thereby allowing for a more efficient use of resources. By distributing the training
process across multiple organizations without the need for data sharing, federated learning not only improves scalability but also enhances
privacy. The mathematical foundation of federated learning ensures that model updates are aggregated in a way that reflects the data
distribution across participating organizations, with larger datasets contributing more significantly to the global model. This enables QRFAD
to outperform LSTM models in both scalability and privacy, as demonstrated by our results showing a higher precision (0.94 vs. 0.85) and
recall (0.91 vs. 0.83), as well as a 35.71% reduction in latency compared to the LSTM IAM model.
Moreover, our framework incorporates ring learning with errors (Ring-LWE) encryption, a quantum-resistant cryptographic technique that
addresses the vulnerabilities of classical encryption methods in the face of quantum computing. Ring-LWE is based on the hardness of lattice
problems, which are believed to be resistant to attacks from quantum computers. The integration of Ring-LWE encryption ensures that local
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model updates, which are shared across organizations in a federated learning setup, remain secure even in the presence of quantum-enabled
threats. From a mathematical standpoint, Ring-LWE provides semantic security, which means that even if an adversary intercepts the
encrypted model updates, they cannot derive any useful information about the underlying data. This quantum-resistant encryption method
is a significant improvement over the traditional cryptographic approaches used in earlier studies, which were not designed to withstand
quantum attacks.
In addition to quantum-resistant cryptography, the QRFAD framework incorporates Agentic AI for real-time dynamic decision-making.
This is another area where our approach improves previous research. Existing systems, such as those examined by Chinni (2025), focus on
static decision-making policies for IAM systems, which can be inadequate against evolving cyber threats. The integration of Agentic AI in
QRFAD enables real-time adjustments to detection thresholds based on the changing nature of anomalies. By leveraging Agentic AI, the
system can autonomously adapt to new threats, ensuring that the detection process remains accurate and responsive without requiring manual
intervention. This dynamic adjustment improves the resilience of the system, addressing the scalability and adaptability gaps that were
previously identified in the literature.
In addition, the mathematical structure of the QRFAD ensures that the framework is both scalable and efficient. Our results demonstrate
that QRFAD can handle 1,500 requests per second, a 25% improvement over the LSTM IAM model, which is crucial for IAM systems in
federated environments where data are distributed across multiple organizations. The federated learning setup minimizes communication
overhead because model updates are aggregated securely and efficiently without the need to transmit raw data. This makes the framework
more suitable for large-scale environments, where data are distributed and quick response times are essential.
Finally, our work improves the computational efficiency of federated learning frameworks. Although Ahmed et al. (2025) discussed
post-quantum secure federated learning models, their systems still struggle with significant computational overhead and model update
efficiency. Our framework addresses these issues by reducing the model update overhead by 50% (1.2s vs. 2.5s) and providing more efficient
real-time anomaly detection. The integration of Ring-LWE encryption, which allows for the secure aggregation of encrypted model updates,
contributes to this reduction in overhead. This is mathematically significant because it allows the model to update and adapt more quickly,
ensuring that QRFAD performs efficiently, even in real-time settings where the data processing speed is crucial.
In general, the QRFAD framework outperformed the existing models in both theoretical and practical terms. The integration of federated
learning enhances scalability, whereas quantum-resistant cryptography ensures the security of the system against future quantum-enabled
threats. The dynamic decision-making capabilities provided by Agentic AI further improve the adaptability of the system to evolving cyber
threats. Through rigorous mathematical formulations and empirical validation, we have shown that QRFAD offers a more efficient, secure,
and scalable solution for anomaly detection in IAM systems, thus setting a new standard for future research in this field.
In addition, the convergence of the global model in the Quantum-Resistant Federated Anomaly Detection (QRFAD) framework is a critical
factor in ensuring the effectiveness and reliability of the system over time. As depicted in Figure 4, the error (εt ) decreases as the federated
learning process progresses, converging to the optimal global model. The exponential decay of the error highlights the stability of the model,
as it minimizes the discrepancies between the current global model f (t)global and the optimal model f ∗global, ultimately driving the model to a
state of high efficiency and performance for anomaly detection.
Mathematically, the convergence analysis is supported by the fact that the global model’s error εt is bounded by the weighted sum of the
errors in local models. This is a direct result of the federated learning framework, in which each local model f (t)i contributes to the global
model in a manner that reflects the data distribution across organizations. The iterative update process, based on gradient descent, ensures
that each local model f (t)i converges to its optimal state f ∗i , thus contributing to the convergence of the global model.
The horizontal line at εt = 0 in Figure 4 indicates the theoretical point of full convergence, where the global model reaches an optimal
solution. The vertical line marks the iteration at which the model approaches the optimal state, demonstrating the rapid convergence of
the system. This implies that the QRFAD framework, which leverages federated learning and quantum-resistant cryptography, provides
an efficient and secure approach to anomaly detection, with its mathematical formulation ensuring that the model adapts and stabilizes
effectively, even in decentralized environments.
Moreover, the presence of privacy-preserving techniques such as Ring-LWE encryption does not hinder convergence. Although noise from
encryption may affect the rate of convergence, it does not prevent the model from reaching an optimal solution as long as the noise remains
controlled. This ensures that the federated learning process can still function optimally while maintaining data security, thus highlighting the
resilience and suitability of the framework for real-time applications in complex, privacy-sensitive environments.
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Figure 4: Convergence of the Global Model in the QRFAD framework. The error (εt ) decreases over iterations, converging towards the optimal model as the
federated learning process progresses, demonstrating stability and the model’s effectiveness in anomaly detection across multiple organizations.

7. Conclusion

The Quantum-Resistant Federated Anomaly Detection (QRFAD) framework introduced in this paper presents a robust and scalable approach
to anomaly detection within Identity and Access Management (IAM) systems. By combining federated learning, quantum-resistant
cryptography, and Agentic AI, the QRFAD framework provides an innovative solution that addresses the growing challenges of privacy,
scalability, and real-time security in the face of evolving cyber threats, including those posed by quantum computing.
From a practical perspective, the QRFAD framework significantly outperforms traditional anomaly detection models, such as Long Short-
Term Memory (LSTM) networks and Support Vector Machines (SVMs), with improvements across several key performance metrics.
Specifically, QRFAD achieved a precision of 0.94, recall of 0.91, and F1-score of 0.92, outperforming the LSTM and SVM models by a
notable margin. These results are further complemented by a 35.71% reduction in latency (75 ms vs. 120 ms) and a 50% decrease in model
update overhead (1.2s vs. 2.5s), demonstrating the framework’s efficiency for real-time anomaly detection in IAM systems.
On a deeper theoretical level, this study offers a rigorous mathematical formulation of the QRFAD framework. The convergence analysis of
the global model through federated learning provides a formal guarantee that the framework will converge to an optimal solution over time.
Specifically, the error in the global model decreases iteratively, ensuring that as the federated learning process progresses, the global model
continues to capture increasingly complex patterns of user behavior. This convergence analysis ensures the stability and reliability of the
QRFAD model, providing a strong foundation for real-world deployment.
Furthermore, the integration of quantum-resistant cryptographic techniques, such as Ring-Learning With Errors (RLWE) homomorphic
encryption, ensures that the model remains secure against quantum-enabled threats. By utilizing RLWE encryption, the framework
guarantees that local model updates remain private, even during aggregation. This privacy-preserving mechanism not only protects sensitive
organizational data but also supports compliance with global data privacy regulations, such as the GDPR and CCPA, which are essential for
federated learning systems.
The incorporation of Agentic AI further enhances the adaptability and responsiveness of the QRFAD framework. Agentic AI enables the
system to dynamically adjust its anomaly detection strategy based on real-time data, ensuring resilience to evolving cyber threats. The
mathematical formulation of the dynamic decision-making process, which involves adjusting the weightings of the severity and confidence
vectors, allows the system to prioritize threat characteristics according to real-time feedback, thereby optimizing the detection process.
In terms of future work, several avenues for improvement and refinement have been identified. First, optimizing the federated learning
process to enhance the computational efficiency in dynamic environments will be a key focus. This includes investigating more advanced
techniques for model aggregation and reducing communication overhead, which remains a challenge in large-scale federated learning
systems. Additionally, further exploration of quantum-resistant cryptographic techniques is necessary to remain ahead of the computational
capabilities of future quantum computers. These developments ensure that the QRFAD framework remains secure and efficient against
evolving threats.
The integration of zero-trust architecture into the QRFAD framework is another promising area for future research. Zero-trust models ensure
that every access request is verified, thereby improving the system’s ability to resist both insider and external threats. Incorporating such
models into QRFAD would enhance its security posture, making it even more robust against advanced persistent threats (APTs) and other
sophisticated attack vectors.
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In conclusion, the QRFAD framework offers a mathematically sound, scalable, and secure solution to the challenges of anomaly detection in
IAM systems. The combination of cutting-edge techniques in federated learning, quantum-resistant cryptography, and Agentic AI represents
a significant advancement over traditional approaches. The framework not only provides superior performance in terms of detection accuracy
and efficiency but also ensures privacy and security in collaborative, multi-organizational settings. As quantum computing advances, the
integration of quantum-resistant methods and continuous improvements to federated learning and privacy-preserving techniques will ensure
that QRFAD remains at the forefront of anomaly detection in IAM systems, capable of addressing the evolving cybersecurity challenges.
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