
 
Copyright © 2018 A. Vijaya Kumar et al. This is an open access article distributed under the Creative Commons Attribution License, which per-

mits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 
 

 

International Journal of Engineering & Technology, 7 (1.1) (2018) 339-341 
 

International Journal of Engineering & Technology 
 

Website: www.sciencepubco.com/index.php/IJET 
 

Research paper 
 

 

 

 

Enhancement of security in cloud computing with  

 secure multi-party computation 
 

A. Vijaya Kumar 1 *, N. J. V. Vineetha 2, P. Sai Chakradar 2, K. Kalyan Sai 2 

 
1 Asst Professor Department of Computer Science & Engineering, Koneru Lakshmaiah Education Foundation,  

Vaddeswaram, Guntur, Andhra Pradesh, India-522502 
2 Student, Department of Computer Science & Engineering, Koneru Lakshmaiah Education Foundation,  

Vaddeswaram, Guntur, Andhra Pradesh, India-522502 

*Corresponding author E-mail: vineethanelakurthi@gmail.com 

 

 

Abstract 
 

The N sets of parties which are allowed by unconditionally the secure multiparty computation (MPC) for computing securely with a reg-

istered function f with the help of unbounded adversary computational at some specified field. Here one can corrupt t among n parties 

maliciously corrupt. The Protocols of MPC which are known and efficient are developed for online or offline framework. Coming to the 

offline process, the private & random multiplication-triples which is sharable can be generated by the parties in this framework. Later on, 

these are useful for online to evaluate the multiplication of gates securely in a circuit which describes as f. In this, Protocols of the MPC 

efficiency depends on the how the offline implementation efficiently. Here, we proposed a simple method, for shared & private multipli-

cation-triples which are random in nature generation without any conditions securely & safely. The typical protocols face this issue, 

when the random values of shared pairs produced initially. And also, in computing the product values which is shared for every pair. 

After that, protocols of multiplication and values which are considered as communication intensive. In proposed scheme, the multiplica-

tion protocols are completely used in different manner. Later on, we observe that the share multiplication-triples verification by parties or 

they are extracted securely or not. With the use of setting of the hybrid network and asynchronous, linear communication MPC protocols 

used which are multiplication gate overhead & indicates as f. The above are the improvements on the typical MPC protocols with the 

help of hybrid networking setting, asynchronous and complexity of the communication, if we give to result of synchronous setting in our 

system. It results efficient MPC protocols which are rounded. 
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1. Introduction 

In the year 1982, the YAO proposed Secure Multiparty Computa-

tion concept initially. This scheme can be determined in a situa-

tion where the n parties having the inputs privately as X1, X2, 

X3 ...Xn who shows interest in function of public f(X1, X2, X3, 

…. Xn) computation where no one can be revealed at any end of 

other party’s private inputs. The theoretical representation of all 

this process as described - A Third party who existed trusty and 

every other party transmits their own private data to third party for 

computing regular interest function values from given various 

inputs of various parties. 

1.1. Trusted third party process 

For an illustration; According to J. A. Garay [3], when we know 

the sun of group earnings who gives the individual inputs then 

maintain the inputs secretly. Therefore, inputs transmitted from 

the various members of a group to third party who is most trusted. 

Here the summation can be done and then the outputs can be dis-

played. Trusted Third Party applications are described as - Sys-

tems of Auction & Bidding, Data Mining Privacy preserving & 

etc..., 

 

1.2. Limitation 

Communication of trusted 3rd party Primary limitation is security 

lacking when the trusted third party go wrong with showing the 

various users inputs publicly.  

Abraham [1] states that there are 2 methods for computation of 

secure Multiparty. Those are methods of Distributed & centralized. 

Coming to the centralized way; failure of single point risk means 

that go wrong of the central party, then the privacy of client can-

not be achieved. The cost of communication & computing is also 

becoming expensive. Whereas the secret sharing can be done in 

distributed way. According to J. A. Garay [3], he described as 

follows - Sharing of data among various collections, Secret shar-

ing means share data safely among various collections, & get well 

with the help of authorized gathering arrangements.  

2. Multi-party computation security with 

cloud computing motivation 

The Computation of Secure multiparty algorithms are useful for 

data of the user privacy & security at the time of computation also. 

Though, typical algorithm of secure multiparty computation faces 

many of the limitations. Therefore, many of researchers proposed 

a new one in earlier days, about the outsourcing of the computa-
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tion possibility to the service provider of the cloud where cost & 

overhead of the operation can be reduced with the help of n turn 

where the efficiency is also increased. The private data of the user 

cannot transmit like raw data simply as at external entity, the data 

may not be in safe condition. Here, an interesting question arises 

that, with encrypted data, how the computations of data can be 

done. The user can able to transmit the data which in encrypted to 

the cloud as well as decrypt the data by using the public keys / 

private where we can generate perfect output, if we found the 

answer for the above question. The service provider of the cloud 

and sender only knows the code of the decrypted data. V. Dani [2] 

states that without the third party which is most trusted, the com-

putation of secure multiparty may also get. It can be got with a 

group, if group complete earnings without gone out of the every-

one data then the income of the first person added to the r which is 

a random number after that the complete value can be given to the 

next person of the group after that it passes to the all group mem-

bers. This cycle can be done, after that the random number can 

subtracted which is the initial step for getting the original value at 

the end of this process. 

2.1. Limitation 

This model primary drawback is if the random value r can be 

known by second person then we cannot obtain the security. 

2.2. Requirements of security 

Voting plans security ought to be classified comparable with the 

MPC meaning security; in a specific usage of the virtual trusted 

party. Every voter transmits their vote to a particular party. All the 

votes are counted finally, and result is announced. The voting 

process is completely secured. No one cannot have known that 

who voted whom. The definition of the security sort - uneven 

voting group relook. Giving fulfilled rundown properties is the 

best way to manage the security. V. Dani [2] prefers this way for 

the conformation of the fair majority; we offer basic security run-

down pre-requisites to give plans of voting securely. 

• Secrecy: that’s very difficult to know who voted for whom. 

Either votes may not observe clearly or may access easily, 

hence its very confusing that a voter voted for which party. 

It become a Mystery. 

• Anonymity: Observing that weather a voter voted or not is 

very difficult. With the help of voting plans electronically, 

the prerequisite may be carried out. Otherwise some other 

suppositions of physical and hierarchical can be taken. 

• Eligibility: For presenting a vote, just eligible voters are ca-

pable. Un capable voters are not eligible.  

• Double Voting avoided: only one vote can be given by a 

voter  

• Validity: votes which are legitimate tallied, for an e.g., 

"yes" & "no" votes. Here no represents as 0 and yes repre-

sents as 1.  

• Correctness: flies upward count vote finished can be adjust-

able for each vote that is legitimated. 

• Local Verifiability: You can able to verify that your vote is 

in to the count of distribute or not.  

• Global Verifiability: each one can verify every appropriate 

vote can be checked & it is counted or not. 

Different SMC models are proposed. That are listed below: 

• Semi honest model. 

• Active model with broadcast 

• Active model. 

• Communication model. 

• Malicious model. 

• Passive model. 

• Adversary model 

 

 

2.3. Semi honest model 

Semi-honest party is described as one who can follow proper pro-

tocol by using guessing which have the records of computations 

that are done intermittently. A fair coin tossed by semi honest 

party, that transmit message based on particular program, the semi 

honest party consider as honest verifier which have 0 knowledge. 

The in exposition of the honest parties presented which can create 

independent interest. Going out from the program which is speci-

fied can be requested inside software application which is com-

plex can be tough compared to communication registers contents 

which are merely recorded. With the help of various basic OS, the 

registers records can be gotten. Therefore, it is difficult to get 

complete honest behavior, but it can be assumed with the help of 

some settings.  

Communication Model: With the help of channels, the communi-

cation of the players can be done. Assume that pair of channels 

existed & all protocols also. Also assume the channel for the 

broadcasting. M. Hirt and P. Raykov [4] states that it is helpful for 

broadcasting the same data to the all the players. Channels net-

work topology may be incomplete or complete. It means the lim-

ited connectivity can be got. Assume that the channels may be 

secure or insecure and authentic and they may be synchronous / 

asynchronous. Here the channel message delay can be a constant 

which can be known. It having the synchronous pair channels 

securely so it called as secure-channels. 

Malicious Model: From the second party protocol, we must devi-

ate to arbitrary feasible parties. In a place, here preliminary com-

ments are there in small in number. Here is no other way for forc-

ing the parties towards in protocol participation. May not start the 

execution or suspension of execution at any specified point may 

done in the behavior of possible malicious. At a initial moment the 

party can able to abort if it get desired results using computations. 

Implemented system should not allowed the receiving of message 

from another party while the simultaneously sending the message 

to properly with the party. Therefore, no prevention can be done in 

both parties, one party can terminate if they get proper result and 

other one can also. Here, we cannot allow the correction of input 

at any cost. We can avoid three types of issues here.  

1) Refusion of parties to participate in protocol (If first invoke 

of protocol done). 

2) own input can be Parties substituted by parties  

3) protocol prematurely can be stopping by Parties (example: 

earlier of sending their message which one is last) 

Active Model: From the specified instructions, the person who is 

corrupted can be deviated in this active model. Protocols of the 50 

MPC can be allowed to corrupt by the adversary where the securi-

ty of the threshold t<n=3 processors. According to the protocol the 

construction can be done. 

Theorem: n processors set P=fP1; Png can be computed in active 

model securely for each specification. When the corrupts of the 

adversary done at t<n=3 of the processors. The computation hav-

ing the n polynomial & size of the circuit will be linear. Active 

model protocols are somewhat same as passive protocols having 

some other ingredients which do the honest processor verification 

& computations. It can be achieved like the following section. 

Passive model every value present in every processor. The receipt 

commitment will be open when the processor transmits a value to 

the other processor. Based on function of the computation, on the 

presented values, some computations can be done in processor, 

when the must take the inputs as specified. The processor devia-

tion from protocol can be known with this. Therefore, relevant 

cheat can be avoided by stopping the cooperation. The toleration 

of this cheating is very easy. Broadcast primitive cab be used as 

sub-protocols. t<n=3 of the processors can be corrupted easily in 

this & simulation of the broadcast done with the help of sub-

protocol of the broadcast [BGP89, CW89]. With the help of Sha-

mir’s secret-sharing scheme, sharing can be done [sha79], and 

sharing can also extend as 2 dimensional. Pica unique non-zero 

element i=2(F n f0g) for every processor assigned. In opposite to 

no other structure of the mathematical on i values necessary. With 
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the help of t, which is the degree polynomial, over all processors 

the value is shared. With the commitment the processor can be 

opened with broadcasting of Active model. 

Fail-Stop Model: The crash of the process can be done by adver-

sary in the model of fail-stop, Here no problem for Privacy. Any 

processor can be corrupted by adversary that describes in the be-

low theorem. 

Theorem: n processors set P = f1;::::; Png computed perfectly for 

each specification with safe in fail-stop model, when any adver-

sary corrupts any t<n processors corrupted by adversity. This can 

be in a circuit which is linear / n size. According to Z. Beerliova-

Trubniova [5], the replication, this model protocol designed. If a 

protocol turned by A specification then the process is described as 

below: If pi which is a processor transmit the value, then value 

broadcasted to processors in P except he. The protocol which is 

broadcasted gives every no P which is a processor taken the value, 

or if they fail of Pi occur in sub-protocol. Every processor p eval-

uates the all computations. 

Adversary Model: With the help of central adversary, the players 

which are dishonest can be modeled. According to V. Dani [2], 

here we have three modes of the corruption: passively corrupted 

player: with the execution of protocol, all data which in internal 

can be given to adversary. Actively corrupted player: adversary 

can completely control this player. It may take arbitrary misbehav-

ior. Fail-corrupted player: the protocol instructions can be fol-

lowed by Fail-corrupted player until the instructions given by the 

adversary for crushing the players. Without transmit a message to 

the players of others. Here, the adversary cannot get the internal 

data by file corrupted player. Otherwise at single time, passive 

corruption done by him. The definition of the adversary model - 

on which mode which player corrupted. Based on this, we can say 

passive t - adversary or active t - adversary, maximum no of cor-

ruptions can be represented by t. If the players corrupted by adver-

sary then everyone should describe time point. All the corruptions 

can be performed by an adversary which is static before the execu-

tion of the protocol, i.e., at the entire computation, the players set 

whose corrupted may fixed. Usually, the corruption of players can 

be allowed by the adversary based on the data collected in the time 

of protocol executed. So, we can say the adversary as dynamic or 

adaptive. In present days, the adversaries of mobiles are consider-

able. At any time, duration, the adversary of mobile can be cor-

rupted the players. the players who are corrupted can be relieved 

for getting the remaining corrupted players. Static adversary con-

cept models some players may dishonest & adaptive. Finally, the 

model of the adversary describes the computing power of the ad-

versary’s. The regular assumptions - either unlimited or bounded 

computationally adversity in the polynomial as the parameter of 

the security. Adversaries of storage bounded are considered as 

specific protocols. 

3. Conclusion 

The proposed scheme is a simple framework to provide uncondi-

tional secure MPC using the phase of offline, with the help of 

share-& extract paradigm which is much intuitive, straight & easy 

compared to typical protocols which depends on paradigm of the 

share-extract-multiply. Implemented one entirely done the proto-

col multiplication for sharing the values. All the values obtained 

from offline phase protocols which is the typical system of proto-

cols of the multiplication. We can get the improvements in results 

in terms of MPC protocols and communication.  
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