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Abstract 
 

Traditional communication networks can be leveraged by separating controlling functions from forwarding functions using emerging 

technology known as Software Defined Networking (SDN). Though SDN has been around for some years, it was mostly limited to wired 

networks. Of late, it is being adapted to wireless networks. The programmable interface with decoupled controller can be used with MA-

NET to integrate with other networks besides controlling it well. Both control and security are inevitable for the successful implementa-

tion of SDN in wireless networks. Towards this end, in this paper we implemented SDN based MANET for secure routing. Open Flow is 

used for implementing SDN controller while IDC is used for securing communications. Our framework is evaluated with NS3 simula-

tions that reveal significant performance improvement when compared with traditional ad hoc networks that do not use SDN. This is 

achieved as SDN controller can quickly adapt to changed topologies due to node mobility. 
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1. Introduction 

Software Defined Networking (SDN) is an emerging architecture 

which decouples forwarding functions and network control thus it 

enables network control to be a programmable for network ser-

vices and applications. It is cost-effective, adaptable, manageable, 

and dynamic in nature besides its suitability for today’s high-

bandwidth applications. The traditional architecture of networks is 

static and new computing trends like changing traffic patterns, 

consumerization of IT, rise of cloud services and big data demand 

a new paradigm to handle them. This is the rationale behind the 

need for SDN, which is the paradigm shift in controlling networks 

and underlying services and applications. The limitations of the 

traditional networks include vender dependence, inability to scale, 

and complexity [1]. Sukaridhoto [10] opined that SDN is one of 

the approaches used to improve performance in real time applica-

tions.  

Mobile Ad Hoc Network (MANET) is a collection of nodes which 

is widely used for communications in case emergencies. It is used 

in both civilian and military applications [2], [13], [14]. The inte-

gration of SDN with MANET has very useful utility in communi-

cation networks. Towards this end, in [15] software defined net-

working was explored as an upcoming possibility that can help in 

having the flexible, reliable and programmable controller. Most of 

the decision making can be separated from the actual forwarding 

functions of network by the decoupling controller from the rest of 

the network. This is the motivation behind this research work, 

which is aimed at building a protocol based on SDN in MANET 

for military usage.  

2. Literature review 

This section provides the review of literature pertaining to SDN 

and its application to MANET. Mendonca et al. [1] focused on 

adapting SDN for heterogeneous networks. They considered two 

MANET networks connected through the Internet. One MANET 

is based on the traditional scenario while the other one is based on 

SDN scenario is described here. In the traditional scenario, Bob’s 

device can act as the gateway. However, the service provider of 

mobile network is not aware about the existence of Alice. Internet 

Service Provider (ISP) can’t apply quality of Service (QoS) rules 

and cannot control the bandwidth of devices in MANET [1]. Only 

Bob is made responsible for the traffic of Alice as Bob's acts as 

the gateway. In SDN scenario, there is a controller who can take 

care of runtime requirements of the MANET devices. For in-

stance, it is aware of Alice as well. The separation of network 

controlling from forwarding hardware makes it flexible to take 

care of QoS requirements and improve performance as the con-

troller is programmable. Heterogeneous environment is used, 

which comprises of traditional scenario and SDN scenario. As 

there is the Internet connecting two MANETs, it makes it a net-

working environment that appears in the real world and fully con-

nected world. From this network, it can be understood how the 

SDN helps to separate network controlling activities to leverage 

the performance [1]. Similar kind of research was done by Men-

donca et al. [9].  

Santos, Nunes and Obraczka [3] proposed a novel approach for 

capacity sharing based on software defined networking. The re-

search was done in hybrid networks. Their approach has underly-

ing security mechanisms for having secure communications in 

http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/
http://www.sciencepubco.com/index.php/IJET


230 International Journal of Engineering & Technology 

 
hybrid networks besides being able to have capacity sharing. Hu et 

al. [4] proposed an SDN based architecture for Vehicular Ad Hoc 

Network (VANET). They used OpenFlow [5], [6] standard for 

implementing SDN concept. Open Flow could provide the secure 

communication channel besides providing a programmable inter-

face. Qin et al. [7] proposed SDN based framework for the Inter-

net of Things (IoT). Their controller architecture has many ser-

vices, tasks, devices and networks besides flow scheduling, solu-

tion specification, task-resource matching, and administration. 

Kaplan et al. [8] proposed a communication layer in Wireless 

Sensor Network (WSN) with software – defined networking con-

cept. This led to efficient, evolvable network with high capabili-

ties. Acceleration in networks can be achieved by using SDN [11], 

[12].  

SDN is considered as an upcoming Internet architecture that can 

provide the plethora of advantages to communication networks 

[16]. Jacobsson et al. [17] adapted software defined networking 

concept to WSN. They proposed an architecture that is based on 

SDN for WSN. The SDN layers include application layer, control 

layer and infrastructure layer. The local controllers are coordinat-

ed by the SDN central controller for efficient communications. 

Salsano et al. [18] proposed a framework for Wireless Mesh Net-

work (WMN) based on SDN with scenarios such as merging and 

partitioning. In their proposed network, controller, wireless mesh 

router (WMR), Gateway (GW) and client hosts are involved. 

There is a master selection process that for improving efficiency 

of the network. Li [19] proposed a framework based on SDN for 

efficient ambulance transportation. This framework could reduce 

time in transport and decision making. And the solution proves to 

be feasible for real world implementation.  

Albanese et al. [20] explored moving target defense mechanism in 

MANET. They employed the concept of SDN for flexible and 

reliable outcomes as intended by such application in the real 

world. Their solution was robust against Sybil and other attacks. 

Foster et al. [21] provided a good overview of the languages that 

can be used to define the functionality for SDN, which controls 

networks. OpenFlow is one such API that could be used to do so. 

A good survey of SDN is found in [22] where insights on the con-

cept are. Afaq et al. [23] found that SDN can be used to form a 

standard to flow detection, their marking and mitigation. 

Mitchiner et al. [24] provide a plethora of use cases that can be 

used to leverage networks based on SDN. Detti et al. [25] focused 

on SDN for WMN based on OpenFlow standards. 

3. Proposed architecture 

This section provides the scenario in which SDN is used. MANET 

is associated with a controller. The MANET itself can be inter-

linked with other networks in the real world. This scenario shows 

the fully connected world through the Internet. Thus the scenario 

shown in Figure 1 caters to both infrastructure less and infrastruc-

ture networks. The MANET devices denoted as Alice and Bob are 

considered to describe the proposed secure routing, and the need 

for SDN based scenario. 

 

 

 
Fig. 1: SDN Enabled MANET. 

 

The node denoted as Bob is considered a gateway node and other 

nodes such as Alice is considered user node. Here the forwarding 

activities and controlling activities are clearly separated where the 

controller is aware of the presence of user nodes as well. The con-

troller is programmable and can be used to have many features, 

including sharing of resources. Opn Flow [26] is the standard 

protocol used to achieve this kind of architecture with a controller. 

Having provided the scenario the aim of the paper is to demon-

strate the ID-based cryptography for secure communications in 

MANET with SDN controller. Then the results are compared with 

MANET without SDN controller. In our framework, we used the 

same notations as found in [3].  

3.1. ID-based cryptography 

To identify based cryptography (IBC) [27] originally proposed by 

Shamir can simplify the public key cryptography. It allows users 

to compute the public key from his/her publicly known identity 

such as email id. This will avoid expensive online certification 

verification. Moreover, a user requires only the publicly known 

identity of the recipient. Thus cryptographic primitives are made 

simple with IBC. The public key of any user is associated with an 

identity. Then it is essential to have the corresponding secret key. 

Here private key generator (PKG) comes from the picture. Figure 

2 illustrates ID-based secure communication. 
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Fig. 2: Shows ID-Based Secure Communication. 

 

All secret keys can be computed by the private key generator. The 

PKG contains its secret key named master secret key. Besides, it 

also has public key of the user to whom it needs to communicate. 

Here there are some advantages in having controller and PKG. We 

assume that controller is trusted which can provide programmable 

interface for management tasks. Thus it is possible to incorporate 

IBC into controller with respect to generation of keys.  

3.2. Framework for secure communication with SDN 

The end to end security is achieved in the proposed SDN based 

MANET using IDC. The entities involved in the secure communi-

cation are Alice, Bob, OpenFlow Access Point, and controller as 

shown in Figure 3. The message exchange among them is de-

scribed here prior to describing the complete framework. Alice 

sends request to Bob. There is formal handshaking procedure be-

tween Alice and Bob. Bob sends packet-in message to controller 

to enable it to update its flow table to all parties concerned. Once 

authentication is done, Alice can agree shared keys with controller 

and AP using symmetric cryptography.  

 

 

 
Fig. 3: Shows Entities among which End-to-End Security Is Provided. 

 

In order to achieve secure communication different phases are 

required such as setup, handshaking, and authenticated key-

agreement.  

3.3. Setup 

Since the PKG functionalities are equipped with controller, it 

plays a role in setup phase. Once public keys are computed from 

identities and map them in such a way that any node can obtain 

any other node’s public key. The controller has master secret key 

and it can generate a private key for each node. Controller pro-

vides the private key for all the nodes in the MANET.  

3.4. Handshaking 

When Alice makes a request to Bob, Alice needs to respond to a 

challenge so that Bob can confirm the identity of Alice. It is im-

portant to keep in mind that both Alice and Bob should know each 

other’s identity in order for authentication and exchanging mes-

sages. Thus then can generate a common shared key and both can 

perform encryption and decryption operations. A counter is used 

by Bob in order to protect the communication from replay attacks. 

The detailed procedure for handshaking is illustrated in Figure 4 

which we have taken from [3]. 

 

 

 
Fig. 4: Shows Handshaking Details. 

 

As can be seen in Figure 4, there is authentication process between 

the two parties and the handshaking is part of it which also in-

cludes encryption and decryption procedures. There is a series of 

communication between the parties until the handshaking process 
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is completed. Once it is done, these two parties can participate in 

authenticated key agreement shown in Figure 5. We used the au-

thenticated key-agreement procedure followed in [3]. Here Alice, 

after authentication, establishes pair wise keys with OpenFlow AP 

and controller. 

 

 

 
Fig. 5: Authenticated Key-Agreement. 

 

After completion of handshaking, Alice establishes pair wise keys 

with OpenFlow AP and controller. This enables Alice to send 

secure messages to controller that cannot be decrypted by Bob. 

With a shared key with controller, Alice can prove her identity. 

This can also prevent malicious Bob (assumption) from pretending 

to be gateway for MANET devices that do not actually exist. As 

the SDN is based on OpenFlow controller and the controller is 

equipped with PKG capabilities, secure end to end communication 

is made possible.  

4. Experimental results 

Experiments are made with NS3 simulations in order to demon-

strate the proposed framework. The ability to provide SDN based 

MANET that can show secure communications besides separating 

controlling functionalities is the important contribution in this 

paper. The results are analyzed in terms of secure communica-

tions, packet delivery ratio (PDR), and controller control traffic. 

Besides we compared our results with other MANET scenarios 

where SDN is not used. The scenarios for comparison are taken 

from [28]. The controller traffic is mostly generated by SDN con-

troller only. 

As shown in Figure 6, the PDR is presented in vertical axis while 

the horizontal axis shown the node mobility. There are two im-

portant observations revealed in the graph. First, the PDR is 

dropped when node speed increases. Second, the PDR is dropped 

when number of nodes is decreased. The reason behind this is that 

when no path is found between sender and receiver the routing 

fails. Both the factors contribute to the situation where a valid path 

is not found.  

As shown in Figure 7, the control traffic is generated by SDN 

controller. The results reveal that more control traffic is required 

when number of nodes increases and node mobility is increased. 

Path finding issues can have impact on such traffic as expected.  

 

 

 
Fig. 6: PDR under Different Node Mobility. 
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Fig. 7: Controller Control Traffic. 

 

 
Fig. 8: PDR Comparison of SDN with Traditional Ad Hoc Routing. 

 

As shown in Figure 8, it is evident that the SDN performance with 

respect to PDR is more when compared with traditional ad hoc 

routing protocols. The reason behind this is that SDN based MA-

NET can respond quickly with topology changes. As the nodes are 

with mobility, the capacity to quickly adapt to new topology is the 

key contributor to the superior performance of SDN based MA-

NET. Due to the fast response to the controller, the control mes-

sages are increased as shown in Figure 7. Since SDN knows user 

nodes and it can be programmed to have full control over the net-

work, it paves way for high performance in MANET besides be-

ing able to realize the full vision of real-world connectivity with 

other networks through the Internet.  

5. Conclusions and future work 

In this paper we studied, the emerging technology named Software 

Defined Networking. The SDN can help to control networks like 

MANET from outside by decoupling controlling actions delegated 

to the controller. We are motivated by the fact that SDN is mostly 

limited to wired networks and adapting it to MANET can provide 

the flexible and efficient interface with the vision of fully the con-

nected-world through the Internet. In order to realize this, we pro-

posed a framework and implemented SDN controller using Open-

Flow standard. The MANET scenario with SDN is demonstrated 

with NS3 simulations. The mobility feature of MANET and the 

controlling functions are studied. The results revealed that the 

MANET with SDN outperformed many other traditional ad hoc 

networks in terms of the packet delivery ratio. The rationale be-

hind this is that, the SDN controller could adapt to topology 

changes quickly and ensure efficient routing in MANET. The 

results also revealed the reason behind reduced PDR due to path 

finding dynamics. In future, we intend to continue our research on 

SDN based MANET with different real-world applications. An-

other future direction is to incorporate an enhanced IDC scheme 

with the SDN controller and test its robustness against various 

attacks in MANET.  
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