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Abstract 
 

One of the major factor effecting India’s economy is because of power consumer dishonesty. Strategies used for carrying out such activi-

ty are like illegal connections, meter tampering, billing irregularities and unpaid bills. Many countries get affected with such problem. 

Developed model main focus is on fraud detection at Non-Technical Losses (NTL) level. Model has been carried out with the limitations 

on the type of datasets available. We considered a specific spatial location in Hyderabad (Telangana State).  Analysis on such data ob-

tained has been carried out through statistical and k-means clustering approaches. Preprocessing is carried out. The proposed model uses 

customer consumption data on monthly basis in terms of watts. Onsite inspection rate is reduced from the outcome derived from the 

model. Analysis figures out abnormal consumption behavior of a consumer.  Over years a genuine customer watt usage pattern remains 

the same for almost all years, with this assumption model was built. Fraudulent consumer were detected if abrupt deviations were found 

on the consumption pattern over years when compared on the monthly basis. The result of the fraud detection model shortlists potential 

fraud suspects on whom onsite inspection can be carried out and this information facilitates in reducing the Non-Technical Losses in-

curred by the electricity board. Electricity theft can be reduced by carrying out onsite inspection or by monitoring such consumers (on 

the list identified through this model). Or otherwise a clear cut strategy can be followed up by restructuring existing power system distri-

bution or by installing tamper-proof meters that paves way for clear accountability. 
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1. Introduction 

 
The difference between amount of electricity generated and the 

amount of electricity distributed or sold calculated in the form of 

watts is treated as Power Loss [1].  

Two Types of  powerlosses are: 

•   Technical  : Power Losses incurred through transformers and 

cables during power distribution . 

•   Non-Technical  : Losses incurred by  tampering  watt- meter  

and illegal connections to derive electricity  by consumers[2].  

Power generation sector in our state is strugglinghard  to meet the 

rise in demand and at the same time the distribution sector is in-

curring huge amount of losses due to fraudulent consumers[2]. 

A genuine power consumer is burdened due to losses incurred in 

this form by government, because government revises power tar-

iff. Based on the survey,  conducted it was observed that the city 

hyderabad has undertaken more number of suspicious  electricity 

robberies in the state. In each and every year the survey represents 

that more than 250 crores of  Electricity is being used illegally by 

the people.[3] elaborates on various problems in handling these 

sort of consumers. During the financial 2014-15 power theft (Non-

Technical Losses) is said to be around 1.7 per cent[4].   

In the recent past it was observed that  nearly$6 billion of electric-

ity is used illegally in the county U.S ,which represents this as one 

of the most  fraudulent activities like the fraudulent activities of 

credit .carddata , automobiles and other fraudulent activities  [6]. 

Electricity robbery may cause a huge damage to a country 

like India [6]. Around 80% of total electricity robberyidentified all 

over the world is from dwelling places and around 20% from 

commercial and industrial properties[5].  This paper aims at pre-

senting a model in tackling damages which occurred  duringsys-

tematic application of data preprocessing techniques-collection, 

reduction, filtering, k-means clustering and also statistical meth-

ods. The keyfactor to progress this research is tosupport the state 

electricity boards in decreasing the damage in the area of  power 

distribution sector. 

 

2. Literature survey 

 
The main work carried out in ‘Electricity Theft’ is in Malaysia to 

assist Tenaga National Berhad (TNB)[7]. They used data mining 

approach known as Support Vector Machines(SVMs).There are 

various  machine learning approaches which are utilized for the 

purpose of identifying the electricity losses. One of the classifica-

tion algorithm SVM is utilized for  classify the customers as fraud 

and non-fraudulent based on the load profile[14,15]. Whenever 

there is abrupt changes in the load profile, such sort of consumers 

are identified as fraud. Load profiles of the customers is taken into 

account are for every 15 minutes of the day. So 2,880 readings are 

available for single customer[7]. This feature can be implemented 

if load profiles can be registered perfectly between distribution 

and utilizing points. But for the data collected for creating this 

model such load profile perfect maintenance is missing , thereby 

lot of missing values are sustained. 

The frame work projected  for the sake of  NTL analysis  uses the 

classification algorithm SVM  in identifying the customer usage 

data of consumption[19]. From the projected approach we  can 

identify the illegal usage of power consumption by the people.  
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This frame work projected[5] in recognition of losses occurred in 

the county malyasia.In identifying the losses they have used 

Remote meters which they can identify data of power 

consumption data using remote meter events wirelessly to TNB 

Metering Services. The Remote Meter Reading (RMR) it record 

data of daily consumption data .This approach finds the losses 

bySVM and Fuzzy Inference System. 

3. Existing system 

The current approach followed by Electricity board to reduce non-

technical losses is they perform onsite inspection of consumers.  

 Problems with existing system: 

• It is a challenging task to identify untrue consumers. 

• On-site inspection of fraudulent activities involves 

enormous operational costs. 

• Lack of grid discipline(load profile calculation) 

So, need for an automated system for fraudulent con-

sumers detection is immense. 

4. Proposed System 

The proposed model provides an automated intelligent system in 

identifying the losses occurred in power consumption and distin-

guishing the untrue consumers depending on design of watt con-

sumption [15] of customers which exists in the consumer data-

base. This proposed method is useful in identifying the untrue 

transactionsThis unique method is proposed in recognizingthe  

fraudulent  customers and the illegal  patterns of power consump-

tion behavior. 

 

In recognizing the data of usage of customers we are using various 

Statistical Methods. The usage of consumers interesting designs 

are mined through various data mining methods, which character-

izes the  consumer load summaries information. Depending on the 

hypothesis load summaries informationirregularities can be identi-

fied when a fraud event taken place. The irregular consumption 

scenario of the customer is identified by the applied methodology.  

There are numeroustypes of fraudulent activities can be taken 

place but we focusses only on situations where sudden changes 

seem to be occurred  in the consumers behaviour.Proposed system 

assumes that the pattern of Watt usage w.r.t to each customer is 

same for every year. To identify the relative difference of year’s 

watt usage of every customer, dissimilarity measure [11,20] is 

calculated for every customer with the relation of “More the 

measured Dissimilarity more probable to become Fraud”. 

5. Modules related to the model 

Belowgivensteps are automatedbyusing a server and a back-

groundexecution of allthe modules, therebygettingtheresults at 

theeaseon a single click. 

The module automationisimplementedusingTomcat as a test serv-

er and Java Programming to implementallthe modules. 

• Database Module: as shown in Fig 1 

 
Fig 1: Database Module 

• Data Acquisition: as shown in Fig 2 

 

Fig 2: Data Acquisition 

• Customer Filtering and Selection as shown in Fig 3 

• Feature Extractionas shown in Fig 3 

 

Fig 3 

 

• Data collection from website as shown in fig 4 

Data collection from website is implemented by using 

cookies. 

Adding theft informationwebsite as shown in fig 4 

 

Fig 4 
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After adding theft information, the statistical methods are applied 

on the data using MATLAB. 

The Matlab execution is also automated using Java Matlab Con-

trol API. 

 

Statistical Methods 

•  Year DisSimilarity 

•   Normal Probability Plot 

• Social Choice Theory 

 

Grubb’s Test for Outlier 

 Clustering Methods 

• k-Means 

Dissimilarity procedures are one of the potential methods for iden-

tifying the features which can be used to calculate the distance 

between the objects and we can define the method based on the 

quality of the feature performance[20]. 

 

Year Dissimilarity Metric: 

It is expected using the pattern of Watt usuage w.r.t to 

each customer is same for every year. To identify the relative 

difference of year’s watt usage of every customer, dissimilarity 

measure is calculated for every customer with the relation of 

“More the measured Dissimilarity more probable to become 

Fraud”. 

Formula: 

Total Dissimiliarity =Dissimilarity( Y1,Y2 + Y1,Y3 + Y1,Y4 + 

Y2,Y3 + Y2,Y4 + Y3,Y4) 

Experimental Results: 

Top 99 includes identified Frauds. ( 47% records Eliminated to 

check) 

 

NPP (Normal Probability Plot)Process 

The NPPprocess is generally is a graphical method 

which is used to recognize a data set whether it is normally dis-

tributed or not [21].Here, sorted data vs. Expected values are 

plotted which shows that the image appearances like a straight 

line as shown in Fig 5. 

 

Fig 5 

 

If the information aregenerallyscattered. Deviations from a 

straight line recommends that itwithdrawals from normality 

[21,22].[For Experiment E[X]= mean value.] 

 

Experiment: 

1. Project points on line y=x  

2. Calculate the Dispersion of points that satisfies (Ac-

tual-Expected<0 i.e., customers who uses less value 

than expected).  

3. Sort according to Dispersion values.  

 

Social Choice Theory (Voting) Application for data approximated 

as Normal Distribution:  

 

Assumption: Every Month watts Consumption by customer fol-

lows normal Distribution.  

A Normal distribution in a variate X with  

is a static distribution with probability density function. 

Experiment:  

1. Plot Normal Distribution Curve for every month and calculate 

p(x) for every customer w.r.t every month using above formula.  

 

Now representing the matrix data:  

 

C1 p1-1(y) p1-2(x) p1-3(x) . . . . p1-60(y) classID 

C2 p2-1(y) p2-2(x) p2-3(x) . . . . p2-60(y) classID 

.  

.  

Cn pn-1(y) pn-2(y) pn-3(y) . . . . pn-60(y) classID 

Here probability Density function (pdf) value is calculated using 

formula:  

From above formula less the y from mean, more the diff “y-mu” 

and less p(y) => more fraud assumption.  

2. Rank the Customer for every month with less p(y) as less rank.( 

Now we have Different Customer Rankings for different months.)  

 

3. Use Concept of Social Choice Theory Voting Methods from 

“Game Theory” to decide the total Ranking of Customer [22].  

 

SCT (Social Choice Theory) Method: 

It is a method which reads decision problems in which a group has 

to make a choice .It generally not representing theory but consist-

ing of group of methods and outcomes regarding the combination 

of the individual inputs and their preferences. 

 

Eg: m>n>o=p is read as “m is favored to n which is favored to o 

which is equivalent to p”  

Decision Taking methods in this scenario includes:  

✓ Condorcet Principle  

✓ Baroda Count  

 

Baroda Total:  

▪ Individually ballot is a list of well-orderedalternatives.  

▪ separately calculate the rank of each alternative.  

▪ Rank order replacements bases on declining sum of their ranks.  

 

In the current Experiment:  

Each month is: Voter  

Ranks of pdfs of every month: Rank order of alternatives by voter.  

Result: Top 104 includes identified Frauds. ( 44% records Elimi-

nated to check)  

 

 Grubb’s Test for Outlier  

It is a graphical or statistical method which is utilized in identifi-

cation of outliers. The method generally calculates and finds out 

outliers in a normal population. Using the Grubbs' test we can 

identify one outlier at a time. After identifying the outlier it is 

removed from the dataset and the procedure is iterated until no 

outliers are perceived.  

Experiment:  

1. Give the order of Outliers while iterating w.r.t to every month.  

2. Identify the total rank of customer becoming outlier w.r.t all 

months and order accordingly.  

Clustering (k-means): An algorithm that organises data into 

groups which are quiet similar , the remaining objects which fall 

outside the cluster are called as outliers . The algorithm is as fol-

lows[23]. 
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Algorithm :k-means. The k-means algorithm for partitioning,  

where each cluster’s center is represented by the mean value of the 

objects in the cluster. 

Input : 

k: the number of clusters, 

D: a data set containing n objects. 

Output : A set of k clusters. 

Method: 

1. Arbitrarily choose k objects from D as the initial cluster 

centers; 

2. Repeat 

3. (re)assign each object to the cluster to which the object 

is the most similar, based on the mean value of the ob-

jects in the cluster; 

4. Update the cluster means, i.e., calculate the mean value 

of the objects for each cluster; 

5. Until no change; 

Experiment: 

1. Cluster all points for k=2 using k-means  

2. In every cluster identify the distance of sample w.r.t 

mean and sort points according to increased distance 

w.r.t mean.  

 

The approach is mainly based on the customer load profile on 

monthly basis. Data is collected from Telangana State Southern 

Power Distribution Company Limited (TSSPDCL). For each cus-

tomer five year data has been taken for experiment. So total 60 

records for each customer is available. 

 

Experimental Results : - 

1) Year Dissimilarity Method :  53% of records has to be 

checked for identification of genuine customer. 

2) Normal Probability Plot : This method is discouraging 

because 80% records have to checked for fraud. In 

practicality it is not  possible to verify . So this method 

fails to identify the fraud. 

3) Social Choice Theory :  56%  of total available records 

has to be checked. 

4) Outlier Detection method : 50% of available records 

are identified as fraud. 

5) K-Means Clustering : 60% of records has to be 

checked. 

 

 
Fig 6 

 

Based on the above result (Fig 6) we conclude that any way 50% 

of the customers have to be inspected. What technique is imple-

mented in the model is elided. The total data and the details of the 

suspected fraudulent consumers data has been shared with rele-

vant authorities and hence it has not been included in this paper. 

6. Conclusion 

This paper projected  a method that automates statistical and data 

mining techniques in identifying the losses which are occurred 

through electricity usage. This projected method for NTL analysis  

is used to recognize the irregular performances which will be quite 

helpful for State Electricity Boards.  Different statistical measures, 

Outlier Detection methods, Clustering approaches are used in 

identifying the fraudulentactivities.Suspected fraudulent identified 

consumers can be inspected onsite for verification. Tamper-proof 

meters can be installed both at consumer point and at the distribu-

tion point, this gives accountable information leaving apart the 

minimum percentage of transmission losses. 

7. Future Scope 
 

1.  By knowing the load profiles as in Malaysia  fraud detection 

can become much more accurate.  

2.  This model can be extended to various commercial and indus-

trial areas. 

 3.  The model can be extended to other departments such as wa-

ter, sanitation, telecom etc.  

4.  The same model can be implemented using multiple class 

SVM to achieve higher accuracy if the datasets are properly main-

tained. 

5. Through modelling can bring down a good plan for deploying 

power system which enables in reducing electricity theft.  
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