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Abstract 
 
Internet of Things is a collection of devices like home appliances and automobiles considering anything that is fixed with electronics, 
software applications and sensors which can be used to bridge the gap between physical world and a computerised system allowing direct 
connections between the two thereby reducing the human efforts and provides future enhancements and other economic benefits. With 

the recent development in IOT and the increase in the usage of wireless technologies gives us a chance for growth in various applications 
like Education, Agricultural benefits and other Medical sectors. With the increase in the use of IOT with the incorporation of wireless 
technologies there is an increase in security threats against secrecy and privacy and are often prone to breaches that cause access points to 
those data vulnerable to attacks. Therefore we need an authentication scheme that is both energy efficient and not resource clogging 
which also provides methods to transfer data with no issues to confidentiality which is a major concern to the users. We need a light-
weight cryptographic algorithm that offers protection against various attacks including Man in the Middle attack and Masquerading at-
tacks. 
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1. Introduction 

 
Internet of Things is a collection of devices like home appliances 
and automobiles and other items that is fixed with electronics, 
software applications and sensors which can be used to bridge the 
gap between physical world and a computerized system allowing 

direct connections between the two thereby reducing the human 
efforts and provides future enhancements and other economic 
benefits. With the recent development in IOT and the increase in 
the usage of wireless technologies gives us a chance for growth in 
various applications like Education, Agricultural benefits and 
other Medical sectors. With the increase in the use of IOT with the 
incorporation of wireless technologies, there is an increase in se-
curity threats against secrecy and privacy and are often prone to 

breaches that cause access points to those data, vulnerable to at-
tacks. Traditional cryptographic algorithms cannot be directly 
used on IOT devices because the size of the key, the no. of rounds 
and the no. of keys being used has much larger resource intake 
and high power consumption which cannot be used on low re-
source and less memory intake devices. So it is not possible to use 
any of the traditional existing cryptographic algorithm in devices 
that has limited resource, small memory size and only supports 
very low power consumption. Therefore we need an authentica-

tion scheme that is both energy efficient and not resource clogging 
which also provides methods to transfer data with no issues to 
confidentiality which is a major concern to the users. The is a need 
for a lightweight cryptographic scheme which is nothing but a 
protocol that can be used for implementation in IOT devices like 
medical care devices and RFID sensors and other smart cards that 

offers protection against various attacks like impersonation attacks 
and man in the middle attacks. And another thing to be considered 
is that people are often made to choose between the two: cost, 
productivity and safety. Theoretically, it is easy to choose two of 
the three design goals of the algorithm but it is practically impos-
sible to choose all the three simultaneously. 

 

2. Requirement Analysis 

 
In IOT applications, the sensors present in it can collect delicate 
data from the environment and the processed information is given 
to the users who are eligible to access that data. The raw infor-
mation that is collected is analyzed and certain decisions are taken. 
These decisions are very important and should not be tampered 
with. It is important that the system must satisfy all the properties 

like confidentiality, authentication of the IOT device and integrity 
of the data that is being transferred. An attacker can take over a 
sensor at any point of time and add false data or even the attacker 
can take over the server and transmit false data to the cloud. Both 
the sensor and the server has to be authenticated before the data 
transmission. In addition to it, the authentication protocol has to 
be lightweight because of the resource constraints of the IOT de-
vice. Therefore, there is a need for a design that ensures that the 
information should be accessible only to users that are authorized 

to access the data and also must protect users privacy while the 
services has to be provided as such. In order to face these chal-
lenges there is a need for lightweight and a scalable cryptographic 
scheme that protects sensitive data generated from various IOT 
devices in a heterogeneous environment. 
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3. IOT Device Challenges 

 
3.1 Energy Consumption 

Most of the IOT devices is built with very low resources and con-
strained energy. Applying cryptographic algorithms depends on 
the sensor and how the communication actually takes place. An-
other thing that has to be considered, is the calculation of how the 
energy consumption affects the available power. The energy spent 
by the sensor and the microprocessor used for the computation and 
also the communication between the array of sensors is very much 
more expensive than the actual computation that takes place inside 
the sensor. The quantity of the energy actually needed for the 

cryptographic algorithm should not be calculated separately, it 
must be calculated as a proportional value to the clock cycles 
needed for the cryptographic operations or the maximum number 
of rounds that the encryption uses. 

 
3.2 Memory Occupation 

 
The IOT sensors has very limited memory like the energy re-
sources. For example, considering a project with an IOT sensor 
fitted with a tiny OS occupies 2400 bytes of memory. It will have 
only 3600 bytes of memory for the cryptographic application 

which is not sufficient. This is also another important metric that 
has to be considered while writing the cryptographic algorithm. 

 
3.3 Execution Time 

 
For example, the medical field always ignores about the security 

and emphases on the lifesaving and the emergency services part. 
This may cause information leakage and data breaches which will 
cause a lot of problems. Therefore the security part of the architec-
ture must also be considered as well as the emergencies. There 
must be a balance between them. The times it takes to execute an 
algorithm must also consider the key setup time. That is, the num-
ber of round keys required and also the time it takes to generate 
those keys. The lifetime of the battery and the energy consumption 
can be minimized by the fast operation of the cryptographic algo-

rithm. We also have to consider all the three parameters like the 
memory, energy consumption and also the executing time of the 
algorithm as they affect each other. 

 

4. IOT Security Challenges 

 
4.1 Security and Data Protection 

 
The IOT devices are wireless in nature and they share delicate 
information which are now publically accessible and they are now 

vulnerable to attacks like man in the middle attack and other mali-
cious attacks. We need some cryptographic algorithms that en-
sures that the data is not being tampered with while being trans-
ferred wirelessly. Those IOT devices does not have enough power 
to have traditional algorithms installed. So we need some light-
weight cryptographic algorithms that has less energy consumption 
and should not pose any problems to the efficiency of the system. 

 

4.2 Authentication and Identity management 

 
This is a very important part of any security model. Every node in 
the network must be able to authenticate other nodes in the net-
work after identifying them. It guarantees the identity of the IOT 
nodes before any communication happens between them. We need 

a method to authenticate each node before the actual transfer of 
data takes place. 

 

4.3 Privacy 

 
Securing the data is very important as the data is very delicate and 

must not reach the hands of the wrong person. We need to make 
sure that the users feel comfortable before they transfer any data. 
Ownership of every node must be established. We must ensure 
that the data will not be used without the knowledge of the user 
when transferred over the internet. Each smart node must have 
supporting policies that must be established before they come in 
contact with each other and the data transfer happens between 
them. They must be compatible with each other before transferring 

any information. 

 

5. Mathematical Methodology 

 
Considering all possible implementations of a given cipher can be 
ordered according to their algorithm size, RAM size and the time 
it takes for the execution. 

Scenario 1: This consists of both the encryption and decryption 
and also the key expansion. Consider for a given implementation 
for a given device d , we can calculate the performance parameter 
pi,d which is the aggregation of all metrics like the RAM size, the 
execution time and also the size of the code, vi,di,m is the 
value of metric for a given implementation on a device d 

 
and mini(vi,d,m)  is the smallest value of the metric for all the 

possible implementations of a given device d. We consider the 
value of wm as 1 for both the scenarios. Consider i1, i2, i3 as the 
implementations of three different devices. We can now calculate 
the FOM (Figure of Merit) which is the average value of perfor-
mance of all the three devices. 

 
Scenario 2: We are selecting the best cipher with the best possible 
implementation. Using the balanced implementation of the above 
equation we have wm = 1  

 
maxi(vi,d,m) is the maximum amount of RAM present on the 
device d. 

 

6. Security against Generic Cryptographic At-

tacks 

 
Information-theoretic framework is a model used to analyze the 
security against the attacks like generic cryptographic attacks. It 

uses the statistical conditions and not the deterministic conditions. 
Like how an outcome of a dice can be known only after it’s actu-
ally been rolled, the output of the ideal state cannot be found until 
its actually being queried. Hence only the amount of information 
collected is the only required thing than how actually the data is 
processed. The occurrences of cryptographic attacks are often high 
and have to be dealt with quickly, considering an hypothesis 
where two type of errors can take place , either choosing the null 

hypothesis when its actually the alternative which is correct or 
choosing the alternate hypothesis instead of choosing the null 
hypothesis.  
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Figure 1: Hypothesis Diagram with respect to ideal world and real world 

scenario 

 
The information-theoretic framework not only significantly ra-
tionalizes the security analysis; it can be used even if the algo-
rithm is changed in the future like if any future enchantments are 
made. For example the collision resistance is calculated by analyz-

ing on how many messages does it actually need for the collision 
to happen with adequately high probability and not by using the 
latest updated algorithm to find the collision effectively. For in-
stance, we know that it is not a compulsion to save all the data and 
its hash values in the table. Collisions for messages which are 
significant are found to be with lower memory requirements even 
when parallel implementation is done. We can find the difference 
between the real and ideal world conditions by something called 

as total variation distance which is written as follows, 
 
Total Variation Distance:  Consider two random variables X and 
Y on a given finite set Ω. The total variation distance between the 
two variables is given below, 

 
The total variation distance is the relation between the ideal world 
and real world basically a distance between two probability distri-
butions and the total variation distance is value of whether the 
hypothesis will actually choose the right decision that also that 
depends on whether the probability of the error occurring is low. 
We have another term called as maximum adversarial advantage 
that is equivalent to total variation distance used to calculate the 

distance between two probability distributions which is given 
below, 
 
Maximum Adversarial Advantage: Consider two random variables 
X and Y on a given finite set Ω. It does not matter whether the 
algorithm is probabilistic or deterministic. The input is x ∈ Ω and 

output is either 1 or 0 which is denoted by a variable A, and let A 
∈ A. The Maximum Adversarial Advantage is given as follows, 

 
There are a lot of pre-existent methods to calculate the total varia-
tion distance, including Patarin’s H-coefficient and coupling. 
We need to consider two types of queries for encryption and au-
thentication: 

 D-queries: This refers to the key which is not known to the 

attacker. For instance, a symmetric block encryption that has 
a secret key for encryption/decryption. 

 T-queries: This does not possess a secret key. For instance, 

considering the same symmetric block encryption but there is 
no secret key still given to the adversary as an extra input. 

The number of D-queries is kept as D which is referred as the data 
complexity and the number of available T-queries is kept as T 
which is known as the time complexity.  The time complexity 
during the actual process is often higher. 

 

7. Lightweight Mutual Authentication 

 
Authentication plays an important role in providing the first line of 
security between the user and the server. It also protects all the 
devices in the network. Before starting the session in an uncertain 
environment, authentication has to take place between the two 
sides to verify the identity of the devices. Using a smart card also 
solves drawbacks of using only the password as the authenticating 
factor. Authentication using smart cards provide great application 
and slowly becomes a research source. A lightweight mutual au-

thentication is a method of providing a way to authenticate each 
other device identity without using a lot of resources of the IOT 
device. The method must be a short communication with very low 
computational power required and also provides good security. 
But, if there is any presence of a backdoor or a vulnerability in the 
defective authentication method can cause an adversary to attack. 
It is very tough to find these vulnerabilities unless a thorough 
cryptanalysis process is done. Therefore, we need a new light-

weight independent authentication scheme that must have these 
functionalities included 
Secrecy - Even when one of the messages gets compromised, it 
should not affect the other messages. A single particular value 
must not compromise the entire message stream 
Anonymous user - The user's identity is kept very secure that 
means no passwords or verification tables must be stored and dur-
ing the transmission there must be no plaintext transfer of data 
during the authentication procedure.  

Mutual verification - The methodology must provide methods for 
both sides of the communication to verify. That is the server must 
be able to verify the user and vice versa 
Session key - The methodology should deliver session key for 
messages during the exchange.  

 

8. Proposed Methodology 

 

 
Figure 2: Architecture Diagram 

8.1 Data collection  

We know that an IOT device has three main components, Hard-

ware layer, Middleware layer and Presentation Layer. Hardware 
layer has the collection of sensors, the middleware layer has tools 
required for computation and storage and the presentation layer 
includes the tools accessible by different platforms. It is very dif-

ficult to collect all the data that is collected from billions of sen-
sors so the middleware layer is used by the sensor to choose the 
most important data which is need for the processing. Consequent-
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ly the IOT architecture does not provide the abundant storage to 
accomplish the required actions in the process of authentication 
and integrity of data. For instance, taking an RFID tag we cannot 
achieve the process of constant communication between the de-
vice and the server and also the communication between the 
nodes,. Confidentially has to be provided where the data is not 
tampered with and the originality of the data has to be preserved. 
No alteration must go unseen. An RFID tag mostly remains un-

used for a long amount of time so it is easier for adversary to ac-
cess the data stored in the memory and tamper it so the entire op-
eration gets ruined. 

8.2 Lightweight Cryptographic Scheme 
 
A.  Key Expansion - The most important part in the process of 
encryption/decryption is the key because the entire data security 
depends on the key. If the adversary gets to know about the key 
the secrecy/privacy of the data is lost. Hence necessary action has 
be taken in making the intensity of the key as difficult as possible 
to crack. For instance, the encryption of a fiestal cipher since it 

consists of several rounds and each rounds requires a different 
key. The encryption/decryption of the lightweight algorithm re-
quires 10 rounds so we need 10 different keys for each round. We 
need a key expansion block that is used to create 10 unique keys 
from the given primary key. The key expansion operations will 
produce confusion and diffusion on the given primary key and will 
create ten different keys for each round. These keys which are 
generated are used in the encryption and decryption process which 
will remain tough to crack during the attack. To provide security 

against brute force attacks and exhaustive search attacks, we need 
the primary key kt to be of 64 bit length so the amount of tries an 
attacker has to perform to crack the key is more than 2 kt-1 times. 
Suppose we have a lightweight cryptographic algorithm that is 
about 64 bit block size. The key which is of size 64 bits is ob-
tained from the user and this will be the input to the key expansion 
block. The key expansion block will have a lot of operations in-
cluding confusion and diffusion and the output of this will have 10 

unique keys for the five rounds of the algorithm. 
 

 
Figure 3: Example Key Expansion diagram 

 
B. Lightweight Cryptography – This is the lightweight crypto-
graphic algorithm that much be suitable for reserved environments 
like health care sensors, RFID cards and portable devices like 
smart watch. The lightweight cryptographic algorithm must work 
on devices that has very limited resources and must not decrease 

the efficiency of the device at the same time must provide the best 
in the forms of secrecy and privacy. In general a cryptographic 
algorithm must of 80 or 128 block size but this is of about 64 bit 
block size with a 64 bit cipher key because of the significantly 
reduced amount of resources available in the device. Typically a 
healthcare application will have about 128 bit block size and other 
IOT applications will have about 64-128 bit security. We need the 
lightweight cryptographic algorithm must be fast and compact and 

also less power consuming which actually providing the required 
amount of security for the users. 

 
Figure 4: Round Function 

 

9. IOT Gateway 

 
A few sensors will produce a large number of data points every 
second. A gateway will provide a place to pre-process that infor-
mation locally at the edge before sending it to the cloud. At the 
point when the information is aggregated, summarized and tacti-
cally analysed at the edge, it diminishes the volume of information 
that should be sent to the cloud, which hugely affects reaction 
times and system transmission costs. Another advantage of an IoT 

entry way is that it can give some extra security to the IoT net-
work and the information it transports. The gateway often regu-
lated the information from being transferred in both the directions, 
it also protects the data which is transferred to the cloud from data 
breaches and leakage and also protects the IOT nodes from being 
compromised by malicious adversaries with detection against data 
tampering, and random number generators and also modifying the 
crypto engines. 

 

 
Figure 5: IOT Gateway Scenario 

 

10. Conclusion 

 
Internet of Things is a collection of devices like home appliances 
and automobiles and other items that is fixed with electronics, 
software applications and sensors which can be used to bridge the 
gap between physical world and a computerized system allowing 
direct connections between the two thereby reducing the human 
efforts and provides future enhancements and other economic 
benefits. The IOT provides the complete automation of everything 

which is around us. Even though there has been lost of research 
done around IOT and its applications there is always a lot more to 
explore in it. With the increase in the amount of attention by vari-
ous industries and government, there has been a lot of research 
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done in this field and has resulted in various successful projects. 
Considering some of the constraints in IOT like the architecture 
and the secrecy and data privacy has attained a lot of attention. 
While there are some other concerns like the reliability, the per-
formance and also the availability of resources which still need a 
lot more of consideration. There is a requirement of a method or 
an approach that ensures that the data is accessible to only the 
authorized users. They must also provide protection of user’s pri-

vacy and anonymity. To overcome all these challenges we need a 
lightweight cryptographic scheme that protects data from adver-
saries also providing the proper functionality of the IOT devices in 
a heterogeneous environment. 
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