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Abstract 
 
Steganography is the idea of hiding private or sensitive data or information within something that appears to be nothing out of the normal. 
A few problems arise especially in securing data and information when the information had been lost or stolen from unauthorized user. 
Traditionally, we give information manually using paper; it is possible that the information could be stolen by unauthorized user. The 
main objective of this study is to hide secret information in audio, so that other persons will not notice the presence of the information. 

The proposed method of this study is by using Least Significant Bit (LSB) algorithm to design an audio steganography. In the proposed 
method, each audio sample is converted into bits and then the text data is embedded. The expected result of this study will produce a 
steganography audio that will be able to hide data or information efficiently from unauthorized user, also to ensure the safety of the in-
formation in an authorized hand. 
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1. Introduction 

Information security is one of the most challenging problems in 
today's technological world. This paper is to come up with a tech-
nique hiding the presence of secret message which is called ste-
ganography. It is also called as “covered writing” because it uses a 
“cover” of a message for sending any important secret message.  
Steganography serves as a means for private, secure and some-

times malicious communication. Steganography is the art to hide 
the very presence of communication by embedding the secret 
message into the innocuous looking cover media objects such as 
images using the human's visual, aural redundancy or media ob-
jects' statistical redundancy. Steganography is a powerful tool 
which increases security in data transferring and archiving. In the 
steganographic scenario, the secret data is first concealed within 
another object which is called “cover object”, to form “stego ob-

ject” and then this new object can be transmitted or saved. Em-
bedding secret messages into digital sound is known as Audio 
Steganography. In this project, the stego-audio will be saved in 
format audio.wav only. 
For any steganography technique to be implemented, it must satis-
fy three condition: 

 Capacity means the amount of secret information can embed-

ded within the host message.  

 Transparency evaluates how well a secret information is em-

bedded in the cover audio. 

 Robustness measures the ability of secret information to 

withstand against attacks. 

 
Fig. 1: Block Diagram of Steganography 

2. Literature Review 

In [12] present an approach for resolving the problem related to 
the substitution technique of audio steganography. In first level of 
security, we use RSA algorithm to encrypt message, in the next 
level, encrypted message is to be encoded in to audio data for this 
we used genetic algorithm-based substitution method. The basic 
idea behind this paper is to enhance the security and robustness. 

 Advantages: The theory of technique is that simply replacing 

either a bit or a few bits in each sample will not be noticeable 
to the human eye or ear depending on the type of file.  

 Disadvantages: The main problems of audio substitution 
steganography algorithm are considerably low robustness. 
There are two types of attacks to steganography and therefore 

there are two type of robustness. One type of attacks tries to 
reveal the hidden message and another type tries to destroy 
the hidden message. 
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In [2] proposes a novel approach, where a duel encryption meth-
odology has been implemented. In the first level of encryption, a 
pattern matching algorithm has been employed to encrypt the text 
message in terms of their positional value. In second level, the 
conventional LSB method has been used to embed the positional 
value in the cover file. Such a duel encryption method will ensure 
data security in an efficient manner. 

 Advantages: Allows a large volume of data given in audio or 

text format to be encoded and data are found in the receiving 
end in loss-less format. 

 Disadvantages: It is easy for the invaders to identify and de-
stroy the information. 

In [13] proposed a novel approach for concealing data. The pro-

posed algorithm is an amalgamation of text encryption, audio 
steganography and audio encryption. In the first step, the original 
text message is encrypted using modified Vigenère cipher algo-
rithm. The cipher text gets embedded into the cover audio using 
LSB encoding in the second step. Further, the audio file is then 
subjected to transposition making use of Blum Blum Shub pseudo 
random number generator. 

 Advantages: This combination of cryptography steganography 

ensures that even if the audio file is intercepted by an unau-
thorized person, the person doesn't discover the secret infor-
mation. 

 Disadvantages: The audio is encrypted only using transposi-
tion.  

 
The authors recommend more secure encryption algorithms to be 
utilized for text encryption, so that data is not easily stolen by an 
unauthorized party. 
In [11] give an overview of two primitive techniques to get an idea 
of how steganography in audio file works. LSB modification and 
phase encoding technique are very primitive in steganography. An 
effective audio steganographic scheme should possess the follow-

ing three characteristics: Inaudibility of distortion, Data Rate and 
Robustness. These characteristics are called the magic triangle for 
data hiding. 

 Advantages: This method is easy to implement, but is very 

susceptible. 

 Disadvantages: This method can be used when only a small 

amount of data needs to be concealed. 
 
In [8, 10] worked with text as the cover medium with the aim of 
increasing robustness and capacity off hidden data. Elitism was 
used for the fitness function. 

 Advantages: This approach works, achieving effective optimi-

zation, security, and robustness. 

 Disadvantages: Applicable for text files only. 

3. Proposed Work 

Least significant bit is algorithm that replaces the least significant 

bit in some bytes of the cover file to hide a sequence of bytes con-
taining the hidden data. It allows for large amount of data encoded. 
The expected result of this study will produce a steganography 
audio that will be able to hide data or information efficiently from 
unauthorized user also to ensure the safety of the information in an 
authorized hand. So, with the algorithm and concept of the project, 
the system can be a one recommender system for user who want to 
send the information in more secure way.   

4. Methodology 

To attain the objective, step-by-step methodology is use in this 
research work. Figure 2 illustrates the audio steganography pro-
cess, which is based on least significant bit modification. The flow 
of the algorithm is given as shown in Figure 2. It is showing the 

different steps that will be followed in order to encode and decode 
the secret message. 
 

 
Fig. 2: Flow of LSB Technique for Audio Steganography 

4.1. Embedding process (Encoding) 

1) Enter audio input 
2) Separate the header and data because header in audio file is 

very sensitive and must not change that 
3) Replace the LSB of the data with secret text 
4) Finally get stego audio that have secret text 

4.2. Extraction Process (Decoding) 

1) Receiver receive the stego audio that contain audio and secret 
data 

2) Separate header and the data 

3) Store the LSB of the data because LSB contain secret text 
4) The LSB will be in binary format, and convert into ASCII 

format to get the text back 

4.3. Least Significant Bit 

Least significant bit (LSB) coding is the simplest way to embed 
information in a digital audio file. By substituting the least signifi-
cant bit of each sampling point with a binary message, LSB cod-
ing allows for a large amount of data to be encoded. In LSB cod-
ing, the ideal data transmission rate is 1 kbps per 1 kHz. In some 
implementations of LSB coding, however, the two least signifi-

cant bits of a sample are replaced with two message bits. This 
increases the amount of data that can be encoded, but also increas-
es the amount of resulting noise in the audio file as well. To ex-
tract a secret message from an LSB encoded sound file, the re-
ceiver needs access to the sequence of sample indices used in the 
embedding process. Normally, the length of the secret message to 
be encoded is smaller than the total number of samples in a sound 
file. One must decide then on how to choose the subset of samples 

that will contain the secret message and communicate that deci-
sion to the receiver. 
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4.4. Example 

Character to be embedded – “A” 
ASCII value of “A”: 65  
8-bit binary representation of the ASCII value:  01000001  
8 consecutive audio frames in binary format (consider 8 bit) 
10010010   01010101   10010101   11101010   10000100 
11110011   10100000   11010101 
 

Table 1: Embedding Process 

Each Bit 

to be Embedded 

8 Consecutive Audio Frames 

Before Embedding After Embedding 

0 10010010 10010010 

1 01010101 01010101 

0 10010101 10010100 

0 11101010 11101010 

0 10000100 10000100 

0 11110011 11110010 

0 10100001 10100000 

1 11010101 11010101 

5. Results and Discussion  

The steganography is one of the safest forms of data transmissions 
in this digital world. In the proposed method, an audio steganog-
raphy using least significant bit is proposed and tested. It will 
produce a steganography audio that will be able to hide data or 
information efficiently from unauthorized user also to ensure the 
safety of the information in an authorized hand. In conclusion, by 

using this method, the text can be embedded into the cover file 
and it is accepted in the receiving end without any change. So, it is 
concluded that the integrity and quality of the message are well 
maintained. 

6. Conclusion 

Future scope of this paper is the possibilities of improvements in 
audio steganography system with respect to different technique of 
data hiding in audio. This paper mainly concentrates on only .wav 
format of audio files and can extended to a level such that it can be 
used for the different types of audio wave file formats 
like .au, .mp3, wma etc., Also, noisy audio files can be considered 
for making comparisons of SNR and PSNR after embedding mes-
sage into the same. 
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