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Abstract

Every computer on the Internet is a potential target for a new attack at any moment nowadays. Network intrusion Detection System
(NIDS) is one of the fundamental components to monitor and analyze the traffic to find out any possible attacks in the network. Intrusion
Detection based on the application requires exploration of network packet payload data. A special model is required for each services
while, every service has different behavior. This paper aims on network packet payload data and it will improve suspicion and recognize
signature based attack patterns using pattern matching strategy distantly more accurate than approaches that consider only header infor-
mation. This paper focuses on developing a multi-layered design known to be a Dynamic Multi-layered Signature Pattern Similarity and
Recognition (DMSP-SR). The concept of DMSP-SR is introduced for payload data intrusion that would verify the packets, cluster the
packets, measuring pattern similarity and recognize the intrusion signature pattern to diminish these attacks. This is a Multi-layered
framework design would enhance the overall performance of the signature based intrusion detection system with the set of attack patterns.
The performance analysis shows that the proposed framework can improve the accuracy by increasing the detection rate and effective-
ness by reducing the false positive rate and increase true positive rate of identifying payload intrusion compared to the existing systems.

Keywords: Intrusion detection, Signature based IDS, Payload Data, Multi-layer framework, Pattern Similarity.

1. Introduction

In modern era of information security systems all key network
intrusion detection systems are still using signature based ap-
proaches for attack detection. Snort [1] and Bro [2] are admired
examples of signature based intrusion detection systems. Such
systems use attack recognition mechanisms based on signatures of
previously known attacks or vulnerabilities. This method works
well if the signature database is up to date. Though, it has been
observed that signature based detection method fails for zero day
attacks or transformation of known attacks due to lack of signature
accessibility when a zero day attack is instigated. Another choice
for this difficulty is anomaly detection systems [3]. In anomaly
detection system variation from normal behavior is identified to
signal probable novel attack. While signature-based network intru-
sion detection systems have turn into an essential component of
network security and established its ability to detect various net-
work attacks, the problems of network packet load, exclusive sig-
nature matching and enormous false alarms (positives) can still
greatly obstruct the performance of these detection systems in a
large-scale network environment. For example, the expensive
progression of signature matching can source a signature-based
NIDS (e.g., Snort) to drop a large number of network packets
during its detection since the number of packets in a large-scale
network often significantly exceeds the maximum processing
potential of such a detection system. The payload is that the actual
contents of the packets, whereas the header contains further data
as well as the packet’s supply and destination address. As infor-
mation flows across the network, the packet analyzer captures
every packet and analyzes its content for applicable intrusion de-
tection. In addition, this also observed that services tend to have

the ability of port locality, which means services get used to assign
ports to communicate in a consecutive manner. During communi-
cation, if a service session needs to build a new connection, the
service will assign continuous ports for each new connection, even
for the services using randomized destination port numbers first.
Once one certain port is used for the first connection, the remain-
ing connections would very likely use continuous port numbers
from the first port assigned.

Systems are limited when a worm has been identified, and a signa-
ture has been developed and distributed to signature-based detec-
tors, such as a virus scanner or a firewall rule. Several well-known
illustrations of attacks are portraying that they propagate at very
high speeds on the internet. These are simple to note by analyzing
the speed of scanning and searching from external sources which
might indicate that attack propagation is underway. Unfortunately,
this approach detects the first onset of propagation; however the
worm has already with success penetrated a number of victims,
infected it and commenced its harm and its propagation. (It ought
to be evident that slow and surreptitious attack propagations could
go disregarded if one depends entirely on the detection of rapid or
busty changes in flows or probes.) This work aims to observe the
primary occurrences of attack either at a network system gateway
or among an internal network from a rogue device and to prevent
its propagation. Though it forged the payload anomaly detection
problem in terms of attacks, the strategy is beneficial for a good
range of exploit attempts against many if not all services and
ports.
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2. Related Review

There are two types of systems that are called anomaly detectors:
those based upon a specification (or a set of rules) of what is re-
garded as “good/normal” behavior, and others that learn the be-
havior of a system under normal operation.

Further systems are simply packet based like PHAD [7], NATED
and NATE [8]. They identify anomalies in network packets really
not including renovation. This approach has the significant benefit
of being fast and effortless, and they are moderately superior at
detecting those attacks that do not achieve in appropriate associa-
tions or sessions, for example, scanning and probing attacks. In
the paper [9] used protocol information, headers, and packet pay-
loads of packet captures to reduce the total number of false alarms
from DDoS attacks. The rules defining the source address, desti-
nation address and destination port were used to increase the speed
of signature detection in another study [10].

In [11], the signature of a priori algorithm from the MySQL data-
base logs was proposed to detect known network level attacks.
Based on PHP source code, paper [12] used a controlled VM to
detect XSS attacks achieving 0% FP and 0% FN rate. In [13],
examined Apache logs to collect data on string length and se-
quence and exploited mutations to detect buffer overflows, direc-
tory traversals and other attacks. The paper [14] used web servers
that were hosted in a Cloud environment to detect SQL injections,
XSS, and brute-force attacks. Finally, in [15] the researchers
looked at innerHTML properties such as GET, HTTP header and
cookies to determine the presence of mutation-based XSS attacks,
denoted as mXSS. This work, in contrast, uses logs collected from
both the web server and the MySQL database for analysis.

3. Components in dynamic multi-layering

This section describes two significant inspections for identifying
the intrusions: (a) Packet Capture Component and (b) Pattern
Restoration Table (PRT) Component. First observation involves in
the inspection of the incoming packet over the network. The sig-
nature patterns are included in this module for the intrusion detec-
tion.

3.1 Packet capture component

Network Administrator evaluates and controls overall network
traffic and presentation. To come across at and confine period of
time running packets over a network, completely different packet
capturing techniques are used. The packet capturing is detained
filtering, during which filters are applied over network nodes or
devices wherever information is captured. The complete packet
includes two things: a payload and a header. The payload is that
the actual contents of the packets, whereas the header contains
further data as well as the packet’s supply and destination address.
As information flows across the network, the packet analyzer cap-
tures every packet and analyzes its content for applicable intrusion
detection.

3.2 Pattern restoration table (PRT) component

To develop the representative centers of pre-selected payload from
a set of traffic data, it need a representation of each link. In order,
to assist and speed up identification, this system propose an auxil-
iary structure called Pattern Restoration Table (PRT), which is a
matrix used to store the information of attack patterns. The attack
signature pattern is stored in this structure with 4-tuple,

(SFV, Plen PStart, PEnd)

is the signature pattern which denotes Srv is the service, packet
length is indicated as Pen, Starting pattern string is indicated as
Pstat and the ending pattern string is represented as Peng. This in-
formation will be recorded in PRT with the form (Srv, Pien, Pstart,
Pend). For any other connection, if one of its hosts is already in

PRT and the pattern string in the pair (Srv, Pstart) or (Srv, Pend) is
continuous compared with one entry of the PRT, this connection is
inferred to belong to the same session.

Assume that there are multiple packets collected in a connection
Pratfic, and the packets of the same length are put together and that
are clustered into a group. Then the set of different packet sizes
are sorted in sequence,

PSEQ: (Plenl, Plen2, Plens, ... Pleni)

which denotes the grouping of the it larger packet length in Ppay-
load. The packets are verified using the 4-tuple based structure of
PRT. As an example, the following table illustrates the PRT repre-
sentation for a service type.

Table 1: PRT Representation

Srv PIen PStart PEnd
TCP 6 Update 1=1
HTTP 8 GET// i

4. Proposed methodology

The proposed framework for signature based intrusion in payload
data of network traffic is based on multi-layered approach that
would identify the network payload packets as normal or abnor-
mal. This framework is divided into three phases. The first phase
of this framework involved in classifying the incoming packet
payload data by performing transformation process and clustering
the packet content. In the second phase, the dynamic similarity of
pattern analyzing is performed. Finally, the third phase of this
framework recognizing the attack signature pattern to provide
alarm. The architectural design of DMSP-SR packet payload data
is depicted in figure 1.
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Figure 1: Architectural Design DMSP-SR for Packet Payload Data

In capturing of packets, system captures incoming payloads pay-
load patterns and compares the payload with stored attack pat-
terns. If the new payload pattern matches with any stored pattern
for same service, then an alert is generated indicating suspicious
packet. The system can be deployed at network entry point level
or at an end host. This proposed framework of DMSP-SR is con-
sists of the following layer:

e Payload Packet Classifier

e Dynamic Pattern Similarity Analyzer

e Intrusion Pattern Recognizer
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4.1 Payload packet classifier

This layer of the proposed design involves in the development of
packet payload data with the profile conception of the normal
packets to classify the incoming network traffic payload with as-
sociation among the payload length and the service of the payload
data.

4.1.1 Pre-Transformation

Pre-transformation converts network traffic into a series of obser-
vations, wherever every observation is delineated as a feature
vector. The method of pre-transformation is to eliminate the un-
printable characters, redundant information and null information
values from the traffic information packet payload data. The net-
work traffic classification phase first parses all connections in
real-world traffic and extracts the 5-tuple,

(sourceip, destinationp, service, Pien, Ppayioad)

with the packet length distribution of the connection. In the pre-
transformation, the payload data that handles with the processed
data with reduced unprintable characters which would have un-
formatted payload content data. These unformatted content data
may have unnecessary spaces which would be truncated to avoid
the complicated content from the payload data.

4.1.2 Packet clustering with similarity features

The extracted incoming packets utilizing a highly precise network
measurement device, this system investigate router’s inherent
variation on packet processing time and its effect on inter-packet
delay and packet clustering. The packet classification is done with
the extraction of incoming packet feature set and weigh among the
packet. The weigh measure of the incoming packets to cluster the
packets for the similarity pattern probing and to speed up the iden-
tification and recognition process the packets are clustered with
the extraction of following 3-tuple,

(SEI’ViCE, Plen, PPaonad)

that form the clusters. The clusters are formed or re-formed based
on the service and the length of the incoming packets. The clusters
are formed with the same service type of incoming packets and
weigh measure of the payload length within the same type of the
service. This would create number of clusters that would speed up
the process of dynamic pattern similarity probing.

The algorithm of this layer described below:

Algorithm Packet Classifier (Int Noe) / Noe is the number of
packets

{

String Psrv, Ppayioad; // Service and Packet Payload

Int Port, Pien; // Port number and Pattern length

Double Sie, Dir; // Source and Destination IP

Array PRT=GetArray[Srv, Pien, Pstart, Pend]; // Pattern Restoration
Table

For each i from Nop

{

Read(Psw);

Read(Port); Read(Pien);

Read(Sir, Dip);

Read Ppayload(i) from Ppayioad; //

For each C from Ppayioad(i)

/I performing pre-transformation for the extracted payload content

{
GetASCII(C);
If (Exists(C)) then // non-printable characters like $, #, etc

Remove(C) from the Ppayload(i);

}

} /1 The Pre-transformed payload is extracted
Srv=Probe_Srv(Pcluster)

If(Psn==Srv)

For each S from Ppayioad(i)

/I extracting string from the pre-transformed payload content

For each len from Pien// computing length of the pattern and clus-
ter the patterns

M = p(len) // Compute Mean value M for each len of signature
pattern
/[Calculate Distance among M and len

K=t $Mm
=— Len
M, S !
If (Mj<=len && Psrv(Prayload(i)) then

Pciustter(Srv, Pien, Prayload(i)); // clustering the pattern without same
service type and nearer length

}

Else

{

PRecluster(SrV, Pren, Prayioad(i)); // Re-clustering the pattern with same
type and length

}
}
}
}

Then the incoming packets features are associated with the formed
clusters data items with the incoming packet payload. If the in-
coming packets are with the same service type and length are clus-
tered together to reduce the workload of the identification process.
To calculate the neighboring length distance, the following pa-
rameter is considered:

1 &
K= M_ Z M jEPIenj
j n
After the clustering, the pattern similarity analysis is performed in
the next layer of the framework. This analysis is carried out with
this clustered signature pattern.

4.2 Dynamic pattern similarity analyzer

In this layer, the pattern similarity for the payload content is ana-
lyzed, unlike the network packet headers; payload doesn’t have a
fixed format. It has small set of keywords or expected tokens,
or a limited range of values. The service and the length are two
obvious choices for modeling. In one service type, the payload
length differs above a considerable range. The main common TCP
packets have payload lengths from 0 to1460. Different length
ranges have differing kinds of payload. Thus to modeling these
payload patterns this framework uses Dynamic Pattern Similarity
Analyzer (DPSA) which corresponds to all the possible pattern
with various payload length and service type. The DPSA can be
divided into two sub-layers as follows:

4.2.1 Pattern probing

In order to search out the suspicious packets, most of IDSs use a
pattern matching rule. The rule checks the presence of a signature
within the incoming packet patterns and outputs the location of the
string among the packet. In this sub-layer, the pattern probing is
carrying out with the clustered packet set. The pattern probing is
the approach that searches for the attack pattern with the clustered
packets. After grouping the payload, it may contain an attack sig-
nature patterns which differs from the every service type. In this
layer of the framework, the clustered incoming packets are ex-
tracted and the patterns are probed in the format of PRT structure.
Then the clustered packet payload pattern is verified by searching
for the pattern string occurrence in the PRT.
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4.2.2 Similarity analyzer

In order to build the model of intelligent behavior of intrusion
detection based on dynamic signature pattern analysis, a dataset
containing only legitimate signature pattern is accomplished. Ini-
tially, the packets are clustered, based on the following two crite-
ria: (1) the observed service and length; (2) the number of chunks
a payload pattern contains. Subsequently, for each different clus-
ter, a model is built that will be then exploited to assess the nature
of never seen packets.

The first criterion is needed in order to identify signature pattern
of different nature. Each service implies specific signature pat-
terns, so it is important to separate traffic pertaining different ser-
vices to capture information about specific characteristics of the
pattern from the clusters.

Cluster 1

S5rv Pla  Psurt  Prua

TCP 6 Update

TCP 6  Select A=2

b ——
TCP 6  Select 1=1

1=1

PRT

N\

Srv Pin Psun  Prm

TCP & Update 1=l

TCP 6 Select 1=1

TCP 7 Delete  Id=1

Pattern Probing
and Similarity
Measure

Cluster 2
5rv Pla Pswn Prua

HITP
HITP

8§ httpil.. A

GET

Figure 2: Pattern Probing and Similarity Measure

The similarity measure among the cluster and PRT searching and
recognize the signature patterns. To measure the similarity of clus-
ter Pciuster={Pcluster(i). . . Pciuster)} and PRT structure is then defined
as,

i<=n

2.8

j<=m
Max(n, m)
The second criterion is used to build a model from patterns with
similar signature; therefore the chunks of the signature is extracted
to measure the similarity of the pattern occurred. The signature
pattern is extracted with the pattern string or pattern chunk of
Pstart, and Pend With Srv and Pien Of the clustered packets. Then the
Pstart pattern string is probe for the starting and also the Pend String
is searched with ending pattern from PRT of the signature in clus-
ters with same service type and length. If the pattern is occurred in
the clustered packet payload, then the packet payload is suspected
as signature pattern is expressed as intrusion signature. If not, the
signature is conceded out to the next layer of the framework to
recognize the attack.

SiM(Pyyr PRT) =

luster ?

4.3 Intrusion pattern recognizer

In order to recognize the suspected incoming packets from the
similarity analyzer, this layer follow the pattern matching rule.
The time period of inspecting network packets needs the utiliza-
tion of a pattern search which will sustain with the speeds of net-
works. In the layer of DPSA, the method of pattern and similarity
measure that identifies the similar patterns from the clustered
packets compared with PRT. But the limitation is that the signa-
ture pattern suspected may not be an attack pattern, so the frame-
work has to recognize the attack signature with two-phase match-
ing. Thus in this layer, the pattern matching rule is employed with
the use of Regular Expression (RegEx). This layer contains two
different inner-layers: Patten matcher and Attack Recognizer.

4.3.1 Pattern matcher

A novel signature rule pattern or modify an existing pattern of a
signature rule to identify a string or expression that illustrates a
facet of the attack that the signature matches. To work out that
patterns an attack exhibits, this could examine the signature pat-
terns, or acquire the string or expression from a pattern report
regarding the attack. However, the performance needs of tradi-
tional strategies for matching the incoming events against regular
expressions are prohibitively high. This limits the utilization of
regular expressions in majority of contemporary IDS. During this
work, present an approach for selective matching of regular ex-
pressions. Rather than serially matching all regular expressions,
this framework compile a group of shortest patterns most often
seen in regular expressions that permits to quickly filtering out
events that don't match any of the IDS signatures.

4.3.2 Attack recognizer

RegEx are used to depict security threats’ signatures in network
intrusion detection (NID) systems. To recognize suspicious pack-
ets using regular expression similarity, which is rapid and permits
dynamic updates is employed in this layer. However, a number of
practical signature patterns generally establish in a variety of NID
systems. The RegEXx consists of constants and operators denoting
the sets of strings and the operations over these sets, correspond-
ingly. Given a finite alphabet set X and subsets R, S of 2. Charac-
ters in an alphabet X play two roles: one is literals, and the other
meta-characters, i.e., characters representing extra operations to
combine RegEX in various ways. In the former type, this system
could find all sub-strings starting with Pstat When the input is
scanned from start to end. In order to achieve this goal, this system
should prepend a regular expression “.*” to each pattern without
cny

Algorithm Similarity Pattern Analyzer (Ppayioad, Pcluster, Srv)

{

String Psignature;

Read (P’Payload)

For each i fromn

|f(SrV::SrV(PC|uster))

{

Search (Pstart) in Pcuster(i) // searching for starting string pattern
from PRT to Cluster

Search (Pend) in Pcuster(i) // searching for Ending string pattern
from PRT to Cluster

If (Pstart== Start (Pciuster(i)) && Pend == End (Pcuster(i)))

Similarity_Measure(PRT, Pcuster(i)) // Similarity Measures among
the cluster and PRT

Suspect_Packet(Prayioad(i)) // the packets are suspected

RegEX (Prayioad(i)) //Regular Expression pattern sets

Find Similar Suffix from the Prayload(i)

For each j from 1 to k-1 // k number of suffix patterns in payload

Split_Prefix_String(Prayload(i))
If(Str_Len(Peayload(i))>8 )

{
Compare (Suffix(Ppayioad(i), Prefix(Prayoad(i))

}

Alarm_Generate (Pips)

b
¥

}

This layer employs the recognizing process of Pstrt to find all the
possible matches. In other words, if it finds all matches and reach
the end of the input from start position Pstr, this layer need to
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start the next recognizing process from the next character position
in input Pend. The approach involves signature transformation that
results into RegEx. The results indicate that the signatures are of
intrusion pattern/normal pattern would generate intrusion alarm
with IP labeling as untrusted IP and exhibit low false negatives
and false positives.

5. Performance evaluation

The performance evaluation of this payload intrusion detection is
illustrated in this section. The proposed payload detection engine
provides less time complexity and high detection rate. The per-
formance metrics such as time complexity for packet string length,
time complexity for string length range and pattern string detec-
tion rate of the packet payload content are evaluated for proposed
techniqgue DMSP-SR and existing systems GA(Genetic Algorithm
based)-I1DS [16], MAPCG[17].
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Figure 3: Time Complexity for Various Signature based Intrusion Detec-
tion System
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The time complexity for the proposed payload intrusion detection
system DMSP-SR is shown in figure 3. The figure illustrates that
the time taken to recognize the payload content concerning to the
packet string length and it depicts that the proposed DMSP-SR
consumes a reduced amount of time to recognize the packet pay-
load than the existing systems GA-IDS and MAPCG.

100

70

50

Detection Rate(¥)

30

20

10
50 100 150 200 250 300 350 400 450 500

Mumber of Packets

O GA-IDs O MAPCG @ DMSP-SR

Figure 4: Pattern Detection Rate for Various Signature based Intrusion
Detection System

Figure 4 illustrates the detection rate for the number of packets in
the network traffic. This depicts that the detection rate for DMSP-
SR provides high rate for the number of incoming packets in the
network than the existing methodologies.
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Figure 5: FPF and TPF for Various Existing Intrusion Detection System

The false positive rate of the packet traffic is evaluated in figure 5.
This figure defines that the time intervals acquires less false posi-
tive rate for the DMSP-SR than GA-IDS and MAPCG.
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Figure 6: FPF and TPF for DMSP-SR IDS

Figure 6 illustrates that the false negative rate that involves in
detecting the intrusion signature pattern and recognize the intru-
sion from the network packets. This shows that the proposed
DMSP-SR IDS provides better results with less false negative
rate.

6. Conclusion

In this paper, the signature based intrusion detection framework
termed as DMSP-SR is established to detect and recognize the
intrusion occurred in the payload data. The previous work of the
payload data intrusion detection based on the signature patterns
are employed using a signature pattern matching algorithms. This
system employs multi-layered system to analyze, detect and rec-
ognize the intrusion patterns to reduce the false positive rate and
increase the true positive rate during the recognition of the attack
patterns. This system outcomes a better results than the existing
IDS with reduced FTF rate and increased TPF rate. This multi-
layer scheme enhances the IDS with novel framework.
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