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Abstract 
 

This article is based on the revolutionary development in the year 2008 by Satoshi Nakamoto was of a “Peer to peer Electronic cash 

system”. The purpose of this paper is to analyze research surrounding the anonymity of online transactions using cryptocurrencies and 

report on the feasibility that does not have a regulatory body. This article takes the wheel around the journey of an unknown secondary 

invention which emerged as the digital gold across the globe and works as the digital barter system, a stepping stone towards the cashless 

world. The success wing of the invention was the decentralized mechanism to operate a digital cash system that restricts and checks dou-

ble payment. Unlike in centralized server system, in the decentralised network, every nod in the network ensures and achieves absolute 

consensus. Crypto-currencies being unique and volatile are the most talked, researched, observed topic of the past few years. It is no less 

than an ocean of opportunities which works differently for different set of people. Crypto currencies functionalities and trade revolve 

around the internet based global markets. The design of the paper follows on from the approach taken by Reid and Harrigan, 2013 in 

determining whether the transactions made need to be detected and should have an option of rectifying the errors after knowing the peer 

or the location of the dealer or investor. By doing so, this research tests the interest of the investor and how much an individual will rely 

on such online mining of currency. Additionally, this will create an atmosphere which can extradite fraudulent or illegitimate transactions. 
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1. Introduction 

Crypto-currencies being a major global advancement which is 

known to most of the people is still not understood and adopted by 

many big players in the market. The volatility and vulnerability 

associated with the endless growth opportunities provided by 

crypto-currencies have made it the most researched topic for every 

department may it be scientists, banks or government regulatory or 

big IT companies or consultants [1], [4], [5]. 

Crypto-currencies work on an absolute consensus model. Every 

peer in a decentralized network maintains a complete record of 

every single small or big transaction. Such records being cross-

checked and updated with other peers tend to validate and restricts 

double spending. The result is that there would be an immediate 

shutdown or breakdown if any single node failed to agree with 

other nodes on the network i.e they do not achieve consen-

sus[4],[5],[6]. These transactions gain security with the use of 

cryptography which also controls the creation of additional 

coins/tokens of different currencies. Crypto-currencies often 

called as virtual currencies have emerged as digital currencies or 

alternative currencies. Bitcoin, which emerged as the first and till 

date most popular crypto-currency, uses decentralized control. The 

technology adopted by bitcoin for the recording of transactions in 

the ledger is called Blockchain. It maintains records in chronolog-

ical order when achieves consensus. The distributed ledger ena-

bles to perform decentralized control over the use of bitcoins. 

Cryptocurrency wing has more than 1000 members in its family 

and has derived similarity from the parent cryptocurrencies i.e. 

Bitcoin being the first in the family.  

2. Mining 

Cryptocurrency is all about confirmation. Till the transactions are 

not confirmed they can be altered and forged at any given point of 

time. And once the transactions are confirmed there are irreversi-

ble. Even the minor who can confirm the transactions cannot re-

verse them. Only minors can confirm transactions in the block-

chain[10],[13],[14]. They are the members of the general public 

who validate and record transactions with the use of their comput-

ers. They play the vital role to ensure security integrity and con-

sensus of balance across each peer on the network. The system 

would shut down in no time if numerous peers are created and 

transactions are forged. Since everyone can be a minor and there is 

a lack of central authority to delegate such task, there emerged a 

need for a system to prevent and control abuse of transactions[8], 

[9], [23]. Henceforth, miners need to have a specialized hardware 

installed on their computers to qualify for mining. Mining can also 

be done through various exchanges and services. Mining is a very 

tricky task to perform but very easy to verify. They ought to find a 

hash being a product of a cryptographic function that connects the 

successor and predecessor block. Bitcoin uses a secure hash func-

tion SHA-256 for mining coins[23,26,29].  

In Bitcoin mining, a lottery system is used to reward the miner to 

add a block to the blockchain based on some probability. Such 

miner acts as a trusted third party to confirm the transactions. Each 

winner of the lottery system receives a certain amount of bitcoins 

as a reward which also includes transaction fees. This motivates 

miners to add more number of blocks to blockchain to multiply 

their rewards[18,19]. 
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3. Crypto currency Market – An Overview  

Currently, Cryptocurrencies are traded in 4046 markets. The Cryp-

tocurrency market is growing at a tremendous speed, where its 

market capitalization is expected to reach around 110 Billion. The 

top trading cryptocurrencies are Bitcoin, Ethereum, Ripple, Lite-

coin, and Monero. These currencies are widely accepted and also 

traded as an alternative to physical currencies. These currencies 

are traded across the globe in 24*7 exchanges. No exchanges are 

made through legal channels or platforms; still, they see high vol-

umes of trading[30,32,33].  

These exchanges allow to mix and trade among various other cur-

rencies, intra/ inter cryptocurrency, which can be easily bought, 

sold or traded. The most unique feature of exchanges is it offers 

the widely traded currencies [26]. They may differ in their trading 

numbers, bid-ask proportions. The trading charges depend on the 

location or from which part of the world it is being traded. One of 

the crucial aspects lies in the format of the market it is being trad-

ed in. It does not have an organized market or regulatory body, 

where Government plays its role. So the Crypto-currencies hold 

the current market value as deemed by the market & is converted 

into local currency [35].  Hence, being unregulated, there are no 

authorities and no legal framework protecting the value. It is also 

believed that if Cryptocurrency is also regulated like fiat Curren-

cies, that it may lose its charm & value. Keeping belief in such 

transactions and currency is a major challenge along with cyber 

risks[15].   

3.1 Properties  

Transactional properties  

1.) Irreversible: Cryptography doesn’t allow reversal of the trans-

action. Not even the First man i.e. the President of the United 

States is also not allowed to diverge or alter the transaction. The 

Criteria to deal with it is with utmost sincerity. If any transaction 

is wrongly posted it does not allow reconciling the transactions 

like in Bank or any other financial institutions [7]. 

2.) Pseudonymous: Real-world identities have no link between the 

transactions or operational address. 30 characters which are placed 

in a random chain like structure are delivered to the address. If one 

tries than can find the transactional flow stats but cannot identify 

the real address of the dealers [14]. 

3.) Fast and global: Transactions are immediately shown in the 

order chart without taking much time. These transactions allow 

you to be part of the massive global network. It gives the ease to 

transact with either a person next door or million miles away. 

4.) Secure: The backbone of cryptography is the use of public and 

private key to encrypt and decrypt data. Cryptocurrencies are put 

to the world with public keys and are kept secured with the respec-

tive private key of the owner of coins. 

 5.) No Central Authority: Either this is a drawback or a merit. 

There is no Authorized body or organization from where one has 

to take approval to start the crypto-currency transactions. One 

simply needs to download the app and start buying & selling of 

crypto-currencies. 

4. Bitcoin 

Among the entire industry of cryptocurrency Bitcoin is first and 

till date most popular. It is often called the digital gold amongst 

all. It functions and operates by a computer program called block-

chain [32], [33], [39 ].  

The blockchain is a set of codes and instructions and has a sepa-

rate decentralized ledger system. Every cryptocurrency has its 

own blockchain to record each and every transaction. The figure.1 

explains the dealer (A) setup a Bitcoin account and in doing so 

provides identifying data to exchange and enables the ability to 

transact with other users. These programs are independent and 

even the creators of such programs cannot control them. Bitcoins 

are installed on multimillion networks across the globe. They need 

to achieve consensus on changes in the blockchain network. Being 

an open source network anyone who satisfy specific conditions 

can edit modify and improve the program but however cannot 

control it. 

  

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Figure 1: Example of a Bitcoin transaction , Source [23] 

 

Therefore to achieve consensus is utmost important in the decen-

tralised network. Each peer on the network must be in confirma-

tion with others to achieve consensus.  

4.1 Bitcoin and Bitcoin Cash 

Despite the massive success rate of Bitcoin, its low scalability is a 

true concern. Its core problem is scalability and slow verification 

process. Bitcoin works with the latest technology of ledger record-

ing i.e. blockchain and being decentralized allows it to be demo-

cratic in its operations. However, the technology it works on is 

slow to a great extent. Each transaction in the bitcoin blockchain 

takes nearly 10 minutes to process. With the ever-increasing net-

work of its users, the waiting time will further increase to an unac-

ceptable rate. Therefore, to make the transactions faster either the 

data to be verified can be squeezed or the blocks storing and pro-

cessing the data can be magnified [22], [25], [28]. 

Bitcoin Cash was created as a solution to scalability problem of 

Bitcoin. It came as an answer to the stretched discussions to scale 

Bitcoin to more users. Bitcoin Cash has increased the Block size 

limit which thereby supporting high scalability.  

The Bitcoins block size is at one megabyte that allows 250000 

transactions per day. Whereas, Bitcoin Cash block size is 8 mega-

byte that allows processing of two million transactions each day. 

Bitcoin Cash offers low fees and speedy rate of transaction there-

by giving a challenge to the massive network and infrastructure of 
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Bitcoin which sets back due to higher fees and long waiting time. 

The development or alteration of Bitcoin Cash was quite simple 

due to the same codes shared by Bitcoin [27], [28 ]. 

4.2 Solutions to Achieve Scalability 

Sidechains and State channels are two solutions associated with 

blockchain technology that helps to work on scalability issues. As 

the name suggests Sidechains are additional blockchains that are 

attached to the main blockchain with the use of a two-way peg. It 

works as a bridge through which assets can be transferred between 

two blockchains. Once created, they become permanent and never 

close down. Another solution to poor scalability is the use of state 

channels that help participants to interact off a blockchain without 

a significant increase in the risk of exposure [19]. The privacy is 

better in case of these as compared to sidechains as all the transac-

tions take over the state channels except the opening and closing 

transactions. However, sidechains availability is better as they are 

available even when participants involved are absent. It updates 

through state channels and confirms transactions once agreed be-

tween parties and make the implementation process faster and 

convenient [35,39]. 

5. Ethereum 

The rising star who holds the second place in the legacy of crypto-

currencies is the Ethereum. It was first described by young and 

enthusiastic 19-year-old programmer Vitalik Buterin in the year 

2013. Ethereum has its own blockchain which not only validates 

its set of transactions and balances but it also processes complex 

contracts and programs. A group of smart contracts can be written 

on ethereum blockchain. Ethereum can be used to create applica-

tions for numerous services. Every centralized service can be con-

verted into decentralized service with the help of ethereum. 

Ethereum can also build Decentralised Autonomous Organisation 

(DAO) [27, 29, 32]. It can be owned by everyone who has the 

token which gives the voting rights and builds the programming 

code for industries as per their requirement to replace/alter the set 

of traditional rules. It helps to eliminate the need for central pro-

cessing and control. However, after the hack of DAO emerged 

different child of Ethereum among which Ethereum Classic is 

most popular. Therefore Ethereum in itself can be said to be a 

family of cryptocurrencies [35,37]. Ethereum is young in the fami-

ly of cryptocurrencies being launched in 2015 yet has seen the 

highs and lows of prices to a great extent. Started with $10 per 

coin and hitting $1400 in January 2018 and then a downfall by 

$1000 and currently sailing at around $450, Ethereum has seen it 

all. The total value of all the ether coins in circulation as of Febru-

ary 2018 was $88 billion against the $143 billion value of all the 

Bitcoins [20]. 

6. Ethereum and Bitcoin 

The popularity of young Ethereum can be credited to its continu-

ous comparison with Bitcoin, the first virtual currency. Ethereum 

allows faster transaction time i.e. the block time taken by it is 

around 15 seconds which is much faster when compared to 

Bitcoins block time of 10 minutes. They also differ in their respec-

tive programming language. Ethereum uses Turning complete and 

Bitcoin uses stack-based language. The basic build of Ethereum 

uses ethash and Bitcoin uses secure hash algorithm SHA-256. 

However, both work on the technology of Blockchain but differ in 

their respective purpose. Ethereum is much more than a currency 

as it allows third-party transactions to enable developers to build 

and run distributed applications. Also, its network is used by start-

ups to raise money with initial coin offerings that exchange ether 

and/or other currencies to access services [12],[14],[19]. 

7. Litecoin 

Often called the digital silver, Litecoin was one of the first crypto-

currencies after Bitcoin. As the name suggests Lite coin was far 

lighter in its coding format and gave emergence to several other 

cryptocurrencies with the same codings such as Dogecoin or 

Feathercoin. Its functionality is much faster than bitcoin and has a 

large amount of tokens with new mining algorithms. While Lite-

coin failed to find a real use case and lost its second place after 

bitcoin, it is still actively developed and traded and is hoarded as a 

backup if Bitcoin fails [15], [17], [20]. 

8. Cryptojacking 

Recently there has been a shift in cybercrime from ransom ware to 

crypto-jacking. Crypto-jacking is more attractive for hackers be-

cause of rewarding money involved as against the minimal risk. 

Crypto-jacking is the latest cyber security threat as there is an 

alarming increase in the attacks by approximately 8500% in the 

year 2017 as presented below in Figure 2 [31].  

 

 
Figure 2: Coin mining in the year 2017, Source [31] 

9. Operation of Cryptojacking 

Under cryptojacking, victim’s computer power is secretively used 

by web attackers to mine cryptocurrencies. Cryptojacking often 

called as coin-mining neither involves installation of any kind of 

software program in targeted computer nor steals or destroys any 

kind of data or information. It simply hijacks the computing de-

vice to perform the mining and updating of varied cryptocurren-

cies. This results in generation of new coins and fees for undertak-

ing mining process which is deposited in the hackers wallet and 

the cost related to computing is seldom borne by victims account 

[22], [28], [32].  

Also, cryptojacking can be done by using web browsers that often 

uses Java Script which runs in almost every webpage. As the tar-

geted computer’s hardware is exploited for computing it faces 

frequent slow down or shut down during processing.  

9.1 Prevent Against Cryptojacking 

•The initial signs of cryptojacking are similar to that of phishing. 

Getting trained about these signals might help when technical 

support fails [23]. 

•Cryptojacking scripts often take a seat through webpages, there-

fore effective means of ad-blocking can restrict such crime to an 

extent [25]. 

•Installation of anti-viruses to provide end-point protection from 

coin minors which enables the detection of coin mining. However 

the constant change and updating in techniques are real challenge 

for validity of such anti viruses.  

•Blocking the users from accessing webpages that support or de-

liver cryptojacking scripts. 

•Adopt a mobile device management (MDM) solution to monitor 

and control Bring Your Own Device (BYOD) policies. They often 

help larger enterprises to manage apps and extensions on users 

devices and prevent unethical coin mining at user desk [40]. 
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•Look for initial signs of cryptojacking such as slow processing, 

frequent shut downs, over heating of system. 

•Enterprises with network monitoring solutions can find it helpful 

and easier to detect cryptojacking as they tend to review complete 

web traffic. 

10. Conclusion 

Cryptocurrencies have taken a step forward on how traditional 

financial system operates. In no time it has become the global 

financial alternative. The volatility associated with these curren-

cies has yet a bigger portion of the untapped market. There is high 

risk in trading these currencies as the prices tend to get extremely 

volatile, that attract a wide range of speculators as well. Due to the 

new technologies, it is yet not well understood by many big play-

ers in the market. After it gains the required faith and addresses 

security concerns, its market size will multiply the number of 

times. If it fails to achieve the trust then they might see a decline. 

There are 1000s varieties of cryptocurrency as of now, however, 

the most popular ones can together transform the economic and 

financial reforms. We are here yet to see a lot of advancements 

and achievements in the whole new world of cryptocurrencies that 

will shift the global financial landscape [24], [39]. 

 As the emerging cryptocurrencies and blockchain technology has 

rigorously tapped the global marketplace; organizations that adopt 

themselves to the changing scenario of financial culture may gain 

the advantage of early risers. Also, those who leverage these inno-

vative technologies shall encounter an increase in regulatory inter-

vention in upcoming years.  

However, market is witnessing a short supply of personnel for 

leadership roles to adopt and ensure compliance of emerging rules, 

regulations and legislations. In the era of global professional mar-

ket challenges are difficult to address due to ever changing tech-

nologies and geographic ramifications. Therefore with limited 

human capital available on latest technologies, talent will migrate 

to early adopting markets, nations and organisations where their 

skills are valued and are allowed autonomy to an extent in opera-

tions. Major global consulting firms, private equity investors and 

venture capital investors shall prefer to hire talent from adjacent 

markets instead of untested personnel from less regulated markets. 

Digital currencies are yet not stable enough to keep as long term 

assets. Current economic system and some internal challenges 

related to technology and security are major challenges for crypto 

currencies. In order to replace completely the existing currency 

system, these digital currencies first need to address some substan-

tial and core challenges. 
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