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Abstract 
 
Elliptic nets are a powerful method for computing cryptographic pairings. The theory of rank one nets relies on the sequences of elliptic 
divisibility, sets of division polynomials, arithmetic upon Weierstrass curves, as well as double and double-add properties. However, the 
usage of rank two elliptic nets for computing scalar multiplications in Koblitz curves have yet to be reported. Hence, this study entailed 
investigations into the generation of point additions and duplication of elliptic net scalar multiplications from two given points on the 
Koblitz curve. Evidently, the new net had restricted initial values and different arithmetic properties. As such, these findings were a start-
ing point for the generation of higher-ranked elliptic net scalar multiplications with curve transformations. Furthermore, using three dis-
tinct points on the Koblitz curves, similar methods can be applied on these curves. 
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1. Introduction 

The term “elliptic net” and its concepts were the brainchild of [9]. 
Currently, such nets are being extensively utilized for pair-based 
cryptographical optimizations. With their origin from non-linear 
recurrence relations, first-ranked nets are also known as elliptic 
divisibility sequences [11] apart from having addition and duplica-
tion properties [7]. Stange described general elliptic nets as the 
mapping of finite-ranked abelian groups onto integral-related do-
mains (i.e. R). During her talk at Microsoft Research on January 
30, 2007, she has described the various applications of elliptic nets 
in cryptography [10]. 
Since then, the higher-ranked elliptic nets on Weierstrass curves 
have been applied in the computation of Tate and r − Ate pairings 
[6]. Years later, the same theory of elliptic nets which employed 
polynomials has been applied in the calculation of scalar multipli-
cations [2, 5, 12]; this is the primary goal and interest in this cur-
rent paper. In the attempt to prove the possibility of developing 
elliptic nets from a new cryptographic curve, Koblitz curve had 
been utilized. The latter has been extensively studied for its addi-
tional structure that allowed speed-ups in the computations of 
elliptic curve scalar multiplications by means of implementing 
sequence of addition and duplication of points.           
This study was intended to verify the relationships between ellip-
tic functions, net polynomials, and Koblitz curves. These associa-
tions, along with two points [P = (x1, y1) and Q = (x2, y2)] on Ko-
blitz curve, gave rise to net polynomials that were subsequently 
used to formulate new elliptic net scalar multiplications.  
Initially, the Weierstrass and Koblitz curves as well as their arith-
metic were revised. Next, the properties of the elliptic functions 
and their relationships with the Koblitz curves were elucidated. 
The novel rank-two elliptic net scalar multiplications of the Ko-
blitz curves were then described along with the numerical instanc-
es. In the final section of this paper, the study outcomes were con-
cluded. 

2. Weierstrass and Koblitz Curve 

The famous Weierstrass equation [8] known as an elliptic curve E 
of y2 + axy +by = x3 +cx2 +dx +e  and E is the general solutions of 
y2 = x3 + Ax +B. The curve E also has important auxiliary polyno-
mials like φm = x(ℽm)2 - ℽm+1 ℽm-1 and 4yꞷm= ℽm+2(ℽm-1)2

 - ℽm-

2(ℽm+1)2
. Meanwhile, φm,, ℽm and ꞷm constitute the set of division 

polynomials of Weierstrass which are related to a rank-one elliptic 

net and depicted in the form of 
( )
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. As for 

rank-two nets, a set of polynomials in the form of [n]R1 + [m]R2 = 
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are considered. However, this study 

employed a special curve of Weierstrass which is known as Ko-
blitz curve [3]. The two Koblitz curves here were denoted by y2 + 
xy = x3 + 1 and y2 + xy = x3 + x2 +1, both of which constituted the 
sets of all solutions to the equation y2 + xy = x3 + cx2 +1. 
Both Weierstrass and Koblitz curves have useful arithmetic prop-
erties that can be manipulated. In further detail, the latter possess-
es add and double properties. Let 2 3 2: 1,cE y xy x cx+ = + + where 

{ }0,1 ,c∈ ( )1 1, ,cP x y E= ∈ ( )2 2, ,cQ x y E= ∈ and .P Q≠ ±  
Subsequently, the addition (P + Q) is generated by 
 

2
3 1 2 ,x c x xλ λ= + − − −   

 

( )3 1 3 1 3,y x x y xλ= − − − where 1 2

1 2

y y
x x

λ −
=

−
. 

 
To double a Koblitz point, let ( )1 1, ,cP x y E= ∈ and P = Q. Next, 
2P is calculated as follows: 
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2
3 1 2 ,x c x xλ λ= + − − −  

 

( )3 1 3 1 3,y x x y xλ= − − − where 
2
1 1 1

1 1

3 2 .
2

x cx y
y x

λ + −
=

+
  

 
After analyzed the elliptic divisibility concept with n-dimensional 
arrays, in [9] came up with the following general definition of 
elliptic nets: 

3. Important Definitions, Lemma and Theo-
rems 

Definition 1: Consider A to be a free, finitely-generated abelian 
group, while R one of the integral domains. Elliptic nets constitute 
all maps of W: A → R where W (0) = 0 so in any value of s, t, u, v 
∈ A, 
 
W (s + t + v) W(s − t) W(u + v) W(u)+ W(t + u + v) W(t − u) W(s 
+ v) W(s)+ W(u + s + v) W(u − s) W(t + v) W(t) =0                    (1) 

 
The addition and duplication properties of equation (1) made use 
of the following elliptic function theorems which have been pro-
posed by [4]: 

Theorem 1 (Addition): 

Let 1 2 ,z z≠ while assuming ( )1zρ  and ( )2zρ  to be elliptic func-

tions with ( )1zρ′  and 𝜌𝜌′(𝑧𝑧2) being the differential equations that 

are associated to ( )1zρ  and ( )2zρ . Hence, the addition of the 
elliptic functions is given by 
 

( ) ( ) ( )
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                     (2) 

 
Theorem 2 (Duplication): 
 
For an elliptic function ( )zρ with ( )zρ′ and ( )zρ′′ being the 

differential equations that are associated with ( ),zρ  the follow-
ing relationship holds:  
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                                                     (3) 

 
Additionally, in [9] defined a rank-two elliptic net upon Weier-
strass as such: 

 
Definition 2: Consider ( ) 2

1 2, ,z z ∈Ζ  then there exists a function 

1 2 ,v vΩ in 2� such that 
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Before addressing the properties of the Koblitz function, the fol-
lowing definition needs to be out forward: 

 
Definition 3: The Koblitz 𝜌𝜌 -function can be written as  
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where L is a lattice in a complex plane such that 

{ }1 1 2 2 1 2: ,L m m m mλ λ= + ∈Z with 1,λ 2λ  being complex numbers. 
Since the Koblitz curve is one of the elliptic functions, then the 
curve satisfied Theorem 1, Theorem 2, and the following lemma: 

 
Lemma 1:  
 
If ρ is the Koblitz 𝜌𝜌-function, then there are functions of σ and 

 Ω  in Koblitz that satisfy the following equations: 
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Evidence: 
The proof for the above lemma is similar to that of [1], except that 
the Weierstrass function notation has been transformed into that of 
a Koblitz function. 
Recently, modifications have been made on Stange’s elliptic-net 
method for the calculation of elliptic curve scalar multiplications 
[2]. Subsequently, the following theorem was proposed: 

 
Theorem 3: 
 
Consider the Weierstrass curve for the finite field 

2 3/ : ,qE F y x cx d= + +  and that ( )1 1, .P x y=  A rank-one elliptic 

net scalar multiplication whose initial values are 0 0,W =

1 1 1W W−= =  are denoted by the terms of ( ),kP kPkP x y= such that 
 

( )
1,0 1,0

2
,0

 k k
kP P

k

W W
x x

W
− += −                                                                  (8) 

 

( ) ( )
( )

2 2
1,0 2,0 1,0 2,0

3
,0

 

4
k k k k

kP

P k

W W W W
y
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=                                        (9) 

4. Novel Elliptic Net upon Koblitz 

Previous studies have developed elliptic nets, or elliptic net scalar 
multiplications, upon Weierstrass. Theorem 4 proves the existence 
of new rank-two elliptic nets upon Koblitz. 
 
Theorem 4:  
 
Let ( )1 1,P x y=  and ( )2 2,Q x y= be two distinct points on a Ko-
blitz curve. Hence, the rank-two elliptic net scalar multiplication is 
generated by ten initial values such that  
 

( )0,0 , 0,W P Q =   
 

( ) ( ) ( )1,0 0,1 1,1, , , 1,W P Q W P Q W P Q= = =  
 

( )1, 1 2 1,W P Q x x− = −                                                                   (10) 
 

( )1,1 1 2,W P Q x x− = −                                                                   (11) 
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2

2 1 2 1
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( )0,2 2 2, 2W P Q y x= +                                                                 (14) 

 
( )2,0 1 1, 2W P Q y x= +                                                                  (15) 

 
Evidence: 
The elliptic net scalar multiplication upon Koblitz begins with 

( )0,0 , 0,W P Q = and ( ) ( ) ( )1,0 0,1 1,1, , , 1,W P Q W P Q W P Q= = =

whose proof arises from Proposition 5.1.1 [9]. Note that these four 
initial values are identical to 0 1,W W  and 1W−  in Theorem 3. 
The proof for ( )1, 1 ,W P Q−  and ( )1,1 ,W P Q− can be derived from 
Lemma 1 such that 
 

( ) ( ) ( )1, 1 2. 1,W P Q Q P x xρ ρ− = − = −  
 

( ) ( ) ( )1,1 1. 2,W P Q P Q x xρ ρ− = − = −  
 
Meanwhile, the proof for ( )2,1 ,W P Q can be derived from Lemma 
1 and Theorem 1 such that 
 

( ) ( ) ( )2,1 ,W P Q P P Qρ ρ= − +  
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Plugging in ( ) 1
1 ,

12
P xρ = + ( ) 1 12 ,P y xρ′ = + ( ) 2

1 ,
12

Q xρ = +

and ( ) 2 22Q y xρ′ = +  into ( )2,1 , ,W P Q  the following equation is 
obtained: 
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A similar method is used to prove ( )1,2 ,W P Q such that 
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The proof for equation (14) and (15) can be found in Theorem 3. 
This completes the proof. Note that the right-hand side of equation 
(10) until (15) are known as net polynomials.  
To speed up the calculation of rank-two nets upon Koblitz with 

3,k ≥  the following formula are required: 
  

( ) ( )3 3
2 1,0 1,0 1,0 2,0 ,0k k k k kW W W W W− + − −= −                                      (16) 
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( ) ( )2 2
2 1,1 1,1 1,1 1,0 ,0 2,0 ,1k k k k k k kW W W W W W W− + − − −= −                         (18) 

 

( ) ( )2 2
2 ,1 1,1 1,1 ,0 1,0 1,0 ,1k k k k k k kW W W W W W W− + − += −                           (19) 
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Example 1: 
 
Here, the Koblitz curve (in the form of 2 3

1: : 1E y xy x+ = + ) was 
selected for rapid application. Let points ( )0,1P = and ( )1,1Q =

with respect to elliptic net. After that, 2P Q− is computed. 
Solution: 
Note that ( )2, 12 , ,P Q W P Q−− =  and that Lemma 1 can be used to 

derive ( )2, 1 ,W P Q− = ( ) ( )( )2 2
1 2 1 2 1 22 .y y x x x x+ − + − Thus,  

 
( ) ( ) ( )( )2 2

2, 1 , 1 1 0 1 0 1 1.W P Q− = + − + − =  

5. Conclusion 

This paper presents special curves connected to Weierstrass name-
ly as Koblitz and proposes their net polynomials, along with their 
properties. Based on the proposed net polynomials arithmetic 
upon Koblitz curve, the study was extended to construct new ellip-
tic net scalar multiplication of rank two. The presence of net poly-
nomials upon Koblitz curve may yield other possible research. In 
precise, the addition between two points of Koblitz curve can be 
extended to three points of Koblitz curve and produce an elliptic 
net scalar multiplication of rank three. 
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