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Abstract 
 

Whenever public underlying documents are required for international legal contracts, such as admissions, petitions, and employment, the 

document often has complicated authentication process. The most exhaustive part is the proof of origin as most countries’ civil laws do 

not allow foreign documents as is. Therefore, the foreign applicants should prepare their documents such that they are valid in the desti-

nation country. The Apostille Convention helps reduce the complexity of the legalisation process. As an agreement to simplify the certi-

fication procedure between countries, it allows them to skip many authentication processes between the Apostille member States. 

The electronic Apostille program (e-APP) deals with digital documents for the Apostille Convention. However, only a few States support 

e-APP because of the legislative and procedural differences in electronic documents. For global proliferation of e-APP, the process has to 

be standardized between States. In this paper, the information for a certificate verification system does not depend on the type of the 

format of e-Apostille and public documents and design the structure of data sharing and verification system for global e-Register service. 

The proposed e-Register service consists of a consortium block chain to prevent monopolizing of the data and ensure availability to all. 
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1. Introduction 

An underlying document for a given contract is formatted in vari-

ous ways in different countries. Thus, when a document is used in 

other countries, additional mandatory attachments, such as a trans-

lation certificate for the content’s accuracy and other documents 

for proof of origin are also required. The discrepancy between 

countries’ laws causes the documents to generally be confirmed 

manually, even if the electronic government system can handle the 

documents in an automated process. These complex processes 

cause inefficiency in international dealings, contracts, and admin-

istration [1]. 

The origin of documents need not be verified on the principle of 

“acta probant sese ipsa”: the origin of the document lies in the 

document itself. Thus, all documents’ origin need not be proved in 

the issuing country unless they are forged. However, if the docu-

ment is used abroad, the origin of the documents must be verified 

as the national laws differ. Fortunately, the Apostille Convention 

is an agreement to simplify the certification procedure of official 

documents between the member countries of the Hague Confer-

ence on Private International Law (HCCH). All of the 82 HCCH 

members can reduce costs through the Apostille Convention as it 

allows several attachments for proving the origin to be replaced by 

a single Apostille (Fig. 1) [3]. 

Even though the Apostille simplifies the oversea process, it cannot 

connect different countries’ systems. Though HCCH’ Apostille 

Certificate model was broadly accepted by its members, the model 

defines what format the Apostille should have and not how it is 

handled by each government, especially through the Internet. To 

confirm the document’s origin overseas, as mentioned above, 

numerous foreign diplomatic procedures and preparations such as 

translations, authentication, signatures, seals, and certifications are 

needed. This process, called legalization, is essential but difficult 

to be claimed directly through the government as foreigners are 

generally prohibited from accessing the e-government because 

Internet privacy laws are stricter then offline procedures. Eventu-

ally, the majority of such overseas requests are forced to use other 

methods, such as phone call, post (e-mail), foreign agent, or visit-

ing even with proper documents and materials [2][23].  

Thus, the Electronic Apostille Program (e-APP) was launched to 

prepare electronic government system. e-APP consists of e-

Apostille that handles issuance of Apostilles in electronic format 

with a digital certificate and e-Register the online Apostille regis-

ters to verify the Apostilles’ origin (paper and digital format). 

Despite the HCCH advising its member States to operate the e-

APP system for efficient and modernized Apostille service, only 

56 States of its 133 members have installed the e-Register system. 

The challenge is for the Apostille to have more complicated 

agreement between parties on digital format and system, such as 

electronic document, online privacy, and online authentication.  

http://creativecommons.org/licenses/by/3.0/
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Therefore, many States hesitate to develop e-APP system. Moreo-

ver, all information regarding the Apostille Certificate should be 

provided when a person enquires about issued Apostille. Most e-

Register services of member States, however, receive requests 

only through phone, e-mail, and other manual ways, and not 

through their online system. Further, as of 2015, only 16 States 

can provide Apostille information on their e-Register service. 

Therefore, the Apostille model suggested by HCCH does not 

guarantee interoperability in electronic document system between 

countries. For stronger compatibility of international document 

exchange, the member countries should standardize their rules and 

laws concerning documents and contracts. Unfortunately, contract 

laws are one of the most sensitive parts of civil laws in every State 

and changing these laws is an onerous task for the members. Fur-

thermore, HCCH does not force its members to revise their laws 

because of their convention or guidelines as long as it exists in the 

international conference without legal binding power over every 

member. 

Thus, a new standard is needed to satisfy each States’ Apostille 

Certification process without infringing upon their State laws. The 

current standard of underlying document is therefore, not practical. 

However, rules on their documents and processes can be defined 

such that converting States’ every original document and Apostille 

into the proper formats and procedures for other destination States 

to greatly improve interoperability between the member States. A 

State, despite having the Apostille Certification that has not sup-

ported e-APP because of the cost of establishing e-APP or concern 

regarding the amendment of their electronic privacy/document 

related laws can easily adopt the e-APP system by following the 

predefined rules as system guidelines for their existing document 

procedure [2]. 

Even if the standardization of documents and its procedure be-

tween the States is established, these documents always consist of 

greatly sensitive personal information because of which the coun-

tries might prevent sharing data to protect their people’s privacy 

even if the person allows his or her information to be used for 

their own business. In recent years, several governments have 

operated a public digital archive to resolve the problem of trans-

ferring electronic documents from the applicant to the recipient in 

domestic businesses [5–6][15]. In most countries, the archive can 

store or access the documents containing personal identification 

because it belongs to the national institute. In an international 

situation, on the other hand, the foreigner’s identification data is 

required for allowing them to access the data that must be kept 

secure at all cost. Thus, every State must establish an agreement to 

designate a completely safe place for accommodating each citi-

zen’s personal information. However, this place is likely to con-

troversial for information monopoly even if proved safe enough. 

Consequently, any State participating in the Apostille Convention 

must install a policy allowing any member States to store or ac-

cess the Apostille archive at any time even if a State does not want 

to endure the cost of the e-APP services. All States must have 

equal rights to the stored global Apostille data. Existing server 

synchronization, such as cloud computing models, finds it difficult 

to meet these conditions because each State has exclusive owner-

ship of their servers as well as to the data within. However, block-

chain technology can help to resolve this problem. All States can 

create a blockchain network as a peer-to-peer network data storage, 

wherein every participant has even rights and bears equal mainte-

nance costs at the beginning. Over time, the States with more us-

ers will have to pay more to maintain the network; however, other 

States’ rights to use the network will remain. The blockchain net-

work does not impair the principles of the Apostille Convention 

and helps any State that is hesitating to establish new e-APP ser-

vice as it can just allow the State to join the network. 

In this paper, we provide a detailed metadata schema to ensure 

interoperability for every Apostille Convention States’ procedure. 

We also discuss a blockchain-based e-Register service that can 

involve every Apostille State without having them make major 

changes to their own government systems for global e-APP use.  

2.  Related Work 

2.1. The Apostille and e-APP 

The Apostille Convention, originally the Hague Convention of 5 

October 1961 Abolishing the Requirement of Legalisation for 

Foreign Public Documents, is an international treaty that specifies 

that the modalities of a document issued in one of the signatory 

States (typically, the HCCH members) can be certified in all the 

other signatory States. The States issuing a document attach a 

special certificate, called an Apostille, verified by other States. 

Any recipient of a public underlying document can verify if the 

document has the right Apostille [1]. 

The e-APP was launched to keep pace with e-Government initia-

tives of most modern governments so that more public underlying 

documents can be used in an electronic form on an electronic gov-

ernment system. Although the e-APP can reduce considerable 

paperwork with automating issuance of the Apostille Certificate, 

deploying a new government system is always demanding.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: Legalisation changes with the Apostille Convention 
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Moreover, the Apostille should inevitably carry significant diplo-

matic pre-task. The e-APP not only includes the format of the 

Apostille but also allows access to online operations of Apostille 

registers, which is exceedingly hard work for most governments. 

Nonetheless, several States are running the e-APP as it is a more 

secure, efficient, flexible, and green technology. The e-APP is 

composed of e-Apostille and e-Register. The e-Apostille issues 

Apostilles in an electronic format with a digital certificate, while 

the e-Register handles operations of Apostille registers in an elec-

tronic format than can be accessed online to verify the origin of 

paper and e-Apostilles. 

Table 1: Category of e-Register 
Functionality Category Information displayed 

Basic 1 “Yes” or “No” 

Additional 2 Category 1 + information on Apostille and/or 

underlying document (possibly visual check) 

Advanced 3 Category 2 + digital verification of Apostille 
and/or underlying document 

The e-Register manages the methods, technology, and services 

required for Apostilles to be saved in an electronic format and 

accessed online. As the e-Register  

is not necessarily free of the other item, the e-Apostille, in the e-

APP, the e-Register was designed to handle both Apostilles in the 

conventional document format as well as e-Apostilles in electronic 

form. Thus, if the issuing office has an e-Register, then the con-

cerned parties can use it to verify information in the Apostille 

regardless of the format. The HCCH categorizes the stages of the 

e-Register, as shown in Table 1, according to the level of infor-

mation it provides and recommends that the e-Register be built in 

compliance with these stages. Stage 1 lets the user know if an 

Apostille was issued, Stage 2 allows users to verify information on 

the issuance of an Apostille, and Stage 3 allows users to verify 

information that guarantees the Apostille’s electronic signature 

and integrity. Countries that offer Stages 1–3, as of 2015, include 

Spain and seven other countries [2][3]. 

2.2. e-APP Operational Status by States 

2.2.1. Colombia 

Colombia introduced e-Apostille in 2007 and launched the online 

application service in 2008. It provides e-Register in category 3 

(advanced). To certify an Apostille, a physical document (paper 

format) is necessary. Though electronic documents are not al-

lowed, scanned ones are available. The Apostille applicant can 

visit the office or apply online. When the application is received, 

the officer checks the content, seal, signature, and other relevant 

information and sends a payment request to approve the Apostille. 

The Apostille is then emailed to the applicant after successful 

payment. Fig. 2 shows the usecase of the Apostille issuing process 

in Colombia.  

2.2.2. Moldova 

Moldova joined HCCH and the Apostille Convention in 2007 and 

launched the e-APP in 2013. Moldova, like Colombia, also pro-

vides e-Register in category 3 (advanced). While the issuing pro-

cess of Moldova is similar to that of Colombia, there are some 

differences. Though Moldova also accepts only a physical docu-

ment for issuing Apostille, its government supports electronic 

signature that enables authentication and signing documents in 

cyberspace, using a cryptographic USB device, card, or even mo-

bile phone. After the payment, the applicant can download the e-

Apostille from the government’s webpage. The Apostille certifi-

cate, however, cannot be used without a security code that is sent 

to the applicant’s email. As shown in Fig. 3, Moldova has a more 

versatile e-APP service than Colombia. 

2.2.3. New Zealand 

New Zealand launched the e-APP in 2009 with category 3 e-

Register. Unlike Colombia and Moldova, New Zealand supports 

electronic documents as well as physical documents, and thus, 

New Zealand applicants can send their electronic documents on e-

mail directly without printing and scanning. The applicants can 

also submit the underlying documents by post if they have a phys-

ical format of the document. After their issuing request is accepted, 

the Apostille will be sent to them by e-mail whether the document 

format is physical or electronic. 

2.2.4. Spain 

Fig. 2: Usecase of e-Apostille process in Colombia 
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Spain has an operational e-APP and category 3 e-Register system 

since 2011. Similar to New Zealand, Spain accepts both physical 

and electronic formats, but every applicant has to attend the office 

even if they submit the document in electronic format with digital 

storage and signature. Besides, there is no issuing fee in Spain. 

2.2.5. Republic of Korea 

Republic of Korea has established an e-APP and category 2 e-

Register system since 2016. This allows the Korean applicants to 

determine whether the Apostille and e-Apostille exists through the 

Internet but does not allow them to download the Apostille online. 

The applicants can get by visiting office or print it rather than 

download it, as Fig. 4.  

2.3. Metadata for Public Document and the Apostille 

Metadata is data that provides information about other data. There 

are three types of metadata: descriptive metadata that describes 

resource for purposes, structural metadata that indicates relations 

between objects within the data, and administrative metadata that 

manages the data.  

2.3.1. ISO 15836: Dublin Core 

Dublin Core is designed to describe both digital and physical re-

sources [2]. The metadata presented by the Dublin core establishes 

common elements of various digital and physical resource. Table  

2 shows Dublin Core Metadata Element Set (in italic) and the 

Dublin Core Metadata Initiative (DCMI) Metadata terms. Each 

Dublin Core element is optional and may be repeated.  

As Dublin Core is simple structuring of any data resource, an au-

thor or a publisher can directly create metadata of their own re-

source. These characteristics, however, may increase ambiguity of 

metadata and make it difficult to retrieve the data while decreasing 

interoperability. Despite these minor shortcomings, Dublin Core is 

a useful base of metadata model for exchange of public document 

systems. 

Table 2: Metadata from Dublin Core 

Dublin Core Metadata Element Set and DCMI metadata terms 

abstract educationLevel modified 

accessRights extent provenance 

accrualMethod format publisher 

accrualPeriodicity hasFormat references 

accrualPolicy hasPart relation 

alternative hasVersion replaces 

audience identifier requires 

available instructionalMethod rights 

bibliographicCitation isFormatOf rightsHolder 

conformsTo isPartOf source 

contributor isReferencedBy spatial 

coverage isReplacedBy subject 

created isRequiredBy tableOfContents 

creator issued temporal 

date isVersionOf title 

dateAccepted language type 

dateCopyrighted license valid 

dateSubmitted mediator  

description medium  

Fig. 3: Usecase of e-Apostille process Moldova 

 

Fig. 4: Usecase of e-Apostille process Republic of Korea 
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2.3.2. ISO 15489: Information and Documentation–Records 

Management 

ISO 15489, developed by the Working Group (WG1) of SC 11 

under ISO/IEC 23081, defines the key concepts and principles for 

generating and managing records [16]. ISO 15489 establishes 

metadata as “the context and content of records, structure and 

history of records management over a period of time.” It also pre-

sents metadata for technology area of records. Metadata for the 

classification and functional framework required for location of 

records should be produced within ISO 15489 documents, and 

thus, Shepherd and West complied with ISO 15489. Table 3 pre-

sents the elements of ISO 15489 as per the area. 

Table 3: Metadata from ISO 15489 

Record Description Record management and control 

Unique identifier Location 

Title Status 

Date/time Ownership 

Extent Responsibility 

Technical requirements Retention action 

Creator(s) Retention policy 

Function Access conditions 

Classification User history 

Relationship(s) Format/migration action 

Indexing Format/migration policy 

Arrangement Version control 

Authorized amendments  

2.3.3. ISO 23081 

Similar to ISO 15489, ISO 23081, developed by the Working 

Group (WG1) of SC 11 under ISOTC 46 (Information and Docu-

mentation), defines the principles of controlling metadata in pro-

duction, management, and utilization of metadata [16]. It provides 

the metadata management guidelines for records and establishes 

the standards for defining the content, structure, and properties of 

records or collections of records.  

2.4. Blockchain 

Blockchain refers to a peer-to-peer (P2P)-based data storage sys-

tem or model that is designed to grow continuously as small piec-

es of data, called blocks, form a list [4]. As the connection be-

tween blocks is encrypted, it is impossible to determine without 

information on the previous block. Thus, the data record list grows 

continuously in the form of a distributed database so that it cannot 

be manipulated by users. The most important characteristic of the 

blockchain is that though anyone can view the information, no one 

can alter the data without authorization. Therefore, blockchain is 

utilized not only as a core technology for various cryptocurrencies 

that use decentralization as their mechanism, but also in various 

fields as a technology that is independent from cryptocurrency 

[7][8]. Blockchain can be further classified into public, private, or 

consortium blockchain. Anyone can participate in a public block-

chain, whereas only those with approval for a certain node that 

monopolizes all rights can participate in a private blockchain 

[8][9]. On the other hand, a consortium blockchain is operated 

after distributing rights according to the initial consultative body’s 

intentions and determining the policies regarding the blockchain’s 

operations. 

Structurally, the blocks in the blockchain are composed of a head-

er that contains the overall content and the body that expresses the 

data (transaction) that the block contains. The head must include 

the results of the previous block (Pre_HASH), and the block’s 

data summary and timestamp can be determine according to the 

user’s request. In the body, the actual data that the block will con-

tain is included as a transaction. The generated blocks share the 

information from the block with the user or share the integrity of 

the information. 

2.5. Package File 

Package file is an Application Programming Interface (API) that 

installs, manages, controls, and removes a software [18]. It pro-

vides a proxy that grants users minimum amount of access re-

quired to administer software [19]. Package files not only make it 

easier to distribute software but also provide a standard format for 

component management. Moreover, it allows users to perform an 

appropriate installation process depending on the operating system 

or other environment. The components of a package file may in-

clude program files, folders, COM components, registry keys, and 

shortcuts.  

2.5.1. Microsoft Install Package 

Microsoft extended the COM structured storage to develop the 

Microsoft install package for their install solution called Windows 

Installer. Windows Installer Version 1.0 was first released in 1999 

for Microsoft Office 2000 installer only [20]. Introducing Win-

dows XP in 2000, Version 2.0 was released and was redistributa-

ble for Windows 9x, 2000, XP, and Server 2003. The current sta-

ble version was released in 2009 as 5.0 for Windows 7 and later. 

This package contains all the information necessary for Windows 

installer to run the user interface to install and uninstall applica-

tions and consists of the following components [21]: 

⚫ .msi file and any external source files 

Internal and external source files, cabinet files for installa-

tion. 

⚫ Installer database 

This consists of a relational database of the information re-

quired to install a group of applications. The database tables 

reflect the general layout of the installing applications that 

includes available features, components, relationship be-

tween features and components, necessary registry settings, 

and user interface.  

⚫ Summary Information Stream  

This is used to contain information about the package on 

Microsoft Windows Explorer and other applications and to 

contain properties used by the installer. 

⚫ Digital signatures 

This is used for validating the installer and the application. 

Fig. 3: Process Model from ISO 23081 
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2.5.2. Question and Test Interoperability (QTI) 

IMS global learning consortium distributed IMS Question & Test 

interoperability® (QTI) specification, based on the IEEE LTSC 

P1484.17 standard, to enable the exchange of item and test content 

and results data between online learning applications, platforms, 

and infrastructures, such as authoring tools, item banks, assess-

ment delivery systems, and scoring/analytics engines [22]. The 

QTI content package provides searchability, system interchange, 

and reuse of learning materials. It consists of the flowing compo-

nents: 

⚫ Top-level Manifest 

An XML file to describe the entire package. 

⚫ Metadata section 

An XML file to describe the manifest. 

⚫ Organizations section 

An XML file to argue the cardinality of organizations. 

⚫ Resources section 

An XML file to describe metadata of resources and refer-

ences to external files and media elements. 

⚫ Sub-Manifest 

Optional manifest properties. 

⚫ File Resources 

Resources using item such as media, texts, graphics, and 

other data. 

3. e-Apostille Metadata 

3.1. e-Apostille Certificate Model 

Fig. 6 shows the original Apostille Certificate established by 

HCCH that was used by the member States. The e-Apostille Cer-

tificate model helps the various member States to create their 

Apostille Certificate such that it is clearly identifiable to all other 

member States. It consists of data regarding the original document 

that will be certificated (Items 1 to 4) and the Apostille Certificate 

(Items 5 to 10). First, the former metadata should contain common 

properties that any underlying document would have, especially 

concerning the data that describes where and by whom the docu-

ment was signed. Next, the Apostille metadata should detail that 

the State of origin has executed proper process for Apostille Cer-

tificate. Furthermore, more metadata must be placed so that each 

State can verify the document and the Apostille with their own 

digital document handling process. 

3.2. Underlying Document Properties 

As shown in Fig. 7, the properties from country that bears the 

seal/stamp of are visible on the paper document or the electronic 

document on screen. The rest properties, on the other hand, are 

hidden to human but not to the machines. The rest properties for 

machine processing will help every State to deploy a digital doc-

ument format concerning their civil laws even if the State has not 

established electronic services. The additional properties are easy 

to standardize as they are based on existing standard documents: 

Dublin core, ISO 15489, ISO 23081. The details of the properties 

after bears the seal/stamp of are as follows: 

⚫ format 

It declares the storage type of the underlying documents.  

⚫ uri 

This property indicates location of the underlying docu-

ments and uses well-known electronic identifiers, such as 

uniform resource number (URN) or digital object identifier 

(DON).  

⚫ contributor 

The name of issuer of the underlying documents.  

⚫ contributor position 

The position of issuer of the underlying documents. 

⚫ validity 

The validity period of the underlying documents. 

⚫ digital signature hash 

A hash value of digital signature from the underlying docu-

ments validates the digital document and does not substitute 

a person’s signature by hand, like a “wet” signature. The 

hash function is decided by States’ digital encryption laws. 

⚫ language 

The original language of the underlying documents. 

⚫ issued reason 

The background written on issuance application when the 

document is first issued. 

Fig. 6: Model of the Apostille Certificate from the Apostille Convention 
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⚫ coverage 

The number of the issued documents. 

3.3. Apostille Certificate Properties 

Apostille Certification has properties that indicate the competent 

authority of Apostille issuance, which are generally diplomatic 

offices and consulates of the destination State. 

Fig. 4: Metadata for the underlying documents with the Apostille Certifi-

cate 

⚫ at 

The name of the place where the Apostille is issued, such as 

the city where the authority is located. It responds to the 

place from Dublin Core. 

⚫ the 

Issuing date. It also responds to the date form Dublin Core, 

ISO 15489, and ISO 23081.  

⚫ by 

This property asks who issued the Apostille Certificate, 

where typically the name or title of the Competent Authori-

ty is written though some authorities write the officer’s 

name who issued the certificate. The Convention does not 

require the authorised officer to be named. 

⚫ No 

The number of the Apostille. As the Convention does not 

stipulate a rule to number the Apostilles, each authority 

must determine it. 

⚫ Seal/Stamp 

The seal/stamp of the Competent Authority is not a digital 

signature. If the certificate is issued in a digital format, the 

image or string data of the seal/stamp will be substituted. 

⚫ Signature 

The signature of the authorised officer. For most States, the 

officer issuing the Apostille applies his/her own signature. 

However, the convention dose not restrict how to sign the 

document and the signature depends on each State’s law. 

Other metadata for certificate are the same as the underlying doc-

ument’s properties though altered for the certificate document. 

4. e-Apostille Verification System 

4.1. e-Register System Requirements 

Although HCCH member countries use Apostilles, the method 

and level of building the e-APP has not been made mandatory, and 

thus, each country’s system is different. Unlike the Apostille Con-

vention that bypasses differences in notarization methods between 

countries by limiting them to international usage, because building 

the e-APP is restricted by each country’s electronic document 

format, electronic information protection, electronic signatures, 

and laws regarding personal information protection, it is more 

complicated to build a system than it is to apply Apostilles. These 

restrictions also make it difficult to access the country’s electronic 

services, aside from residents or registered aliens. Though Article 

7 of the Apostille Convention requires that Apostille information 

be shared with all concerned parties, it is practically impossible 

for an overseas party to use the e-Register to verify an Apostille 

from the country of issuance. To resolve this problem using cur-

rent methods, each country’s system must be integrated and in-

formation on the issuance of all Apostilles must be shared and 

managed accordingly. However, national administrative systems 

are substantially large in size, complicated, and contain a consid-

erable amount of sensitive information [5]. The majority of the 

countries prefer not to keep information on their nationals over-

seas when the managing agent is uncertain. Therefore, to enable 

the e-APP to become as widely used as Apostilles, it is necessary 

to build an e-Register that offers the same electronic verification 

system across all member countries. The first method for building 

a global e-Register service involved building a shared storage site 

in a region that can be trusted by all member countries and verify-

ing that the Apostilles were stored at this site. This is advanta-

Fig. 8: Service scenario for blockchain based Apostille Verification 

System  
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geous because it will integrate the diverse methods and levels of e-

Registers that are built in each country, and help existing e-

Register services and technology to be used without modification. 

However, because the data is concentrated in one location, a pub-

lic storage site will be vulnerable to hacks; hence, there are diffi-

culties in selecting a reliable location. Moreover, member coun-

tries that have already gone through great lengths to build an e-

Register may have suspicions and object to building a brand-new 

system. Therefore, the two methods proposed in this paper are 

based on a distributed shared storage site based on a consortium 

blockchain, which is a partially privatized blockchain controlled 

through a pre-selected node. This can be used to build and manage 

a network between member countries. As the blockchain has char-

acteristics such as all nodes having all or a portion of the data, 

anyone can view the blockchain but nobody can alter a blockchain 

once it has been added. This method can help in resolving com-

plaints regarding information exclusivity by sharing with member 

countries, improving security, and building an e-Register that 

satisfies the condition of allowing a concerned party to view the 

Apostille information. Furthermore, as any data that can be regis-

tered in the form of a block in the blockchain can be stored with-

out a fixed storage-site schema, the different e-Register verifica-

tion methods, official document formats, disclosure levels, and 

Apostille authentication certificate formats of each member coun-

try will still be acceptable. Fig. 8 presents a situation of providing 

the global e-APP service to member countries A, B, C, and D 

including countries that have not established electronic services, 

depending on the level of the e-APP that is supported,. In this 

scenario, Table 4 shows the participating countries according to 

the level of e-APP that is supported among Apostille member 

countries [13].  

Table 4: States Roles in the Scenario 

Actor Global service system and member States: A, B, C, and D 

Role Global Service System Support full e-APP capabilities 

State A Support full e-APP capabilities 

State B Support e-Apostille only 

State C Support e-Register only 

State D No electronic Apostille support 

The shared blocks in this blockchain system can be defined as 

shown in Fig. 10. The data required to create a blockchain in-

cludes “Sid,” “timestamp,” and “pre_HASH,” and the data for 

verifying the validity of an Apostille authentication certificate are 

“data” and “country.” The issuing country will package infor-

mation concerning the facts of issuance for the verification of the 

validity of an Apostille authentication certificate and turn it into a 

block, which will be used in the e-Register. In addition, although 

blockchain does not require revealing the origin of the block’s 

creation and the Apostille system does not need separate infor-

mation on the country of issue because the country of issue is the 

one that guarantees the Apostille, the country is differentiated 

through the ‘country’ value. Moreover, because there are diverse 

documents that must be verified according to each country’s poli-

cies and it is necessary to implement a separate verification proce-

dure, this value also serves as a metadata factor [10]. Each country 

can connect the necessary information when handling electronic 

documents in accordance with the country’s laws through the 

data’s Uniform Resource Identifier (URI). These may be package 

files with a bundle of simple values, strings, images, or more 

complex information as there are various forms of data that are 

necessary for each country’s laws and environment and there must 

be a method of expression for that metadata. Therefore, because 

the document expression method that is expressed in the URI and 

document-verification mechanism may differ for each country, it 

is necessary to have a design that allows the blockchain registra-

tion and the relevant portion to be operated independently [11–13]. 

Through a separated design, member countries can use a verifica-

tion mechanism that suits their own environment.   

For the global e-APP service that is composed using a consortium 

blockchain, only approved institutions that are designated by 

member countries can participate in the network. Each country can 

perform actions such as create, deliver, add, read, and discard 

blocks. However, because blocks cannot be discarded in the 

blockchain technology, a discard flag is used instead of actually 

discarding data so that the validity of the shared block can be ex-

amined. This guarantees that the same product are controls in the 

database of the institution that will be storing information on 

Apostille authentication certificates if a separate linked system is 

created for the administrative convenience of the country 

[4][14][15]. Therefore, even if the block is in the blockchain, if it 

was already discarded and does not exist in the system of the 

country of issuance, it is replaced by a deletion flag in the block-

chain.  

Fig. 9: Blockchain layers in the verification scenario  

Fig. 10: Block structure 
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4.2 The Blockchain Verification System 

The system we proposed above has three essential layers: the e-

Register Layer that has the e-Register interface, the Verification 

Layer that verifies Apostilles, and the Blockchain Layer that con-

trols the blockchain ledger. There are two main categories of sys-

tem users: users who are affiliated with the institution of the coun-

try of issuance that can issue Apostilles and concerned parties who 

want to check Apostille information. The latter category of users 

can be anyone. 

When a user with the rights to issue an Apostille delivers the 

Apostille authentication certificate, Apostille official document, 

and the shared data that includes the metadata through the e-

Register server, the shared data is verified in the verification layer 

according to the country of issuance’s e-Register stage. After the 

country of issuance is determined through the block’s “country” 

value, the data is verified to match the environment of the coun-

try’s laws. This procedure can be designated by the country of 

issuance or modularized and applied through a discussion between 

countries. Once the data is verified, the block is generated by in-

cluding values for generation, such as “Sid,” and the generated 

blockchain layer containing block is added to the sharing ledger. 

At the same time, the block is generated to a different e-Register 

server node through the e-Register server layer. The other e-

Register server that receives the block checks whether it is correct 

through the pre_HASH data before adding it to its block chain.  

The concerned party will need the issue number and date to verify 

the authentication certificate of an Apostille or e-Apostille or to 

make a request to verify the facts of issuance. This data is stored 

in the block’s data area, and the verification layer finds and con-

verts the block with the relevant values through the blockchain 

layer. The verification layer verifies the integrity of the converted 

block and returns the relevant information to the e-Register’s 

server up to the level of the e-Register that is supported by the 

country of issuance based on the block’s “country” value. Though 

the global system supports all stages of the e-Register, the infor-

mation that is shared differs according to the requests of the coun-

try of issuance. 

4.3 Blockchain Ledger and State ledger 

Originally, every user in blockchain from bitcoin shares only one 

ledger that contains all transactions that have been confirmed on 

the blockchain. Everyone can check the transaction details if they 

have valid hash values, even if they are not participants in the 

network. Fig. 11 shows the bitcoin transaction explorer from 

‘blockchain.info.’ When users send or receive bitcoins, the trans-

action generated with unique hash value. Basically, the couple of 

users who made a transaction would know the hash value of theirs. 

If someone got the hash value for a certain reason, he or she can 

easily retrieve the information of the transaction: time, total sent, 

relayed Bitcoin node, and user hash value who’s sent or received 

the Bitcoin.  

However, the hash value, typically encrypted hash (e.g., SHA-256 

used bitcoin mining 1024 letters in binary or 64 letters in hexadec-

imal), is inconvenient and not readable to people. It is also much 

slower than the existing relational database based retrieval service 

that most governments nowadays use. Furthermore, e-APP must 

enable the physical (paper) format document, which can also be 

stored in the digital database in most developed countries where e-

government systems are actively used. 

Therefore, the verification layer of the abovementioned system is 

capable of converting the block data to suitable schema for legacy 

e-Register system. The legacy system and the ledger of the block-

chain network are continuously synchronized to provide quick 

response to the domestic e-APP procedure user. If any State does 

not have powerful e-Register system, the users in those States can 

still search and verify their Apostille via global e-APP blockchain 

network with 32byte long letters which can cause some inconven-

ience. 

 
Fig. 51: Bitcoin transaction search with hash value 

5. Conclusion 

As discussed, some standardization is required to distribute the e-

APP though the global e-APP exchange method cannot be unified 

in practice. Well-defined metadata, however, can allow many 

States that have not adopted e-APP yet to use the global e-APP 

system without amending their laws about digital document han-

dling. Therefore, instead of unifying the Apostille’s forms and 

processes, defining the metadata that depicts the real underlying 

documents and its Apostille can establish the global e-APP service 

while ensuring the best autonomy for each Apostille parties. This 

strategy can allow those with long-running Apostille services as 

well as those with no Apostille services to flexibly create new and 

high-level e-APP services. 

We proposed a design for an interoperable data sharing and verifi-

cation system structure for building a global e-Register service 

that is not dependent on the level of the e-Register built by the 

country of issuance. The proposed design meets all requirements 

to ensure that data is not monopolized by certain countries, while 

also preventing forgery and manipulation of official documents, 

guaranteeing availability to concerned parties, and providing all 

the verification steps of existing e-Register systems. Thus, the 

system was designed based on consortium blockchain that accepts 

different electronic file formats for Apostille authentication certif-

icates and official documents for each member country and pro-

vides a verification method for various e-Registers. This will ena-

ble member countries to participate through a node and build a 

global e-Register service so that Apostilles can be verified even by 

member countries that cannot fully support the e-APP. Blockchain 

can be used to allow countries that are reluctant to implement the 

e-APP because of their current legal limitations and systematic 

issues to implement e-APP with greater ease and bypass or resolve 

limitations by using an e-Register service that is built through an 

international network without requiring a complete system.  
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