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Abstract

With the rapid growth of IT industry, big data needs the improvement in storage, computation and network field. This enhancement also
brings the new security and privacy issues to the big data. The researchers are attracted towards to solve the security and privacy issues.
This paper made a survey on characteristics of big data along with security issues. The traditional security methods of cloud computing
are not appropriate to the big data. Privacy preserving is also one major issue in big data. This survey also provides complete study on
research issues and challenges of privacy preserving and the comparison is made to the privacy preserving techniques. Finally, this paper
provides comprehensive overview of the methods to solve the big data security problem.
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1. Introduction

In the recent years, big data is the buzzword all over the internet.
The word big data denotes to the large volume of data generated
by the internet users and the IT industries. Due to the inventions of
cloud computing and big data leads to rapid growth in the utiliza-
tion of social networks and information technology [2-3]. Based
on the recent survey, there were 200 thousand users searching the
content in the Google per second and the 40 billion Facebook
users are sharing the digital content daily. The social networks
have continuous producing the huge volumes of data and also the
fields like medicine, finance, scientific computing and retails are
generating the variety of data by using the sensor and monitoring
devices. The increased volumes of data need efficient computing
techniques to process the data. Therefore, big data received great
attention by the researchers and industries.

Big data is treated as the new interesting environment that moti-
vates the technology and business inventions, as well as financial
growth. The data integration, data analysis and data mining are
the techniques that are involved in the data processing of big data.
The major issue to deal with the big data is data security and pri-
vacy. Every activity performed by the users in the Internet is
known to the internet providers. For instance, the Flipkart knows
our shopping habits, Google is aware of our searching habits, Fa-
cebook knows our friends list. Due to this, the cloud and big data
fields are facing many challenges in providing privacy and securi-
ty. It has the connection with technology, ethics, morality, man-
agement and commercial interests. Therefore, providing big data
security and preserving the privacy is more difficult than the con-
ventional security issues [1]. The implementation of data security
and privacy involves two considerations. First one is to ensure the
data privacy at the application level and the second one is to pro-
vide the security at the time of application usage.

Based on the applications of big data, this research work concen-
trates on latest improvements in data security and privacy preserv-
ing techniques. This study concentrates on special aspects such as

encryption, access control, data auditing, anonymous protection
and different security analysis. This research work list some issues
and challenges to guide the academicians and researchers to con-
tinue their further research. The rest of the paper is organized as
follows. Section 2 deals with the classifications of Big Data. Sec-
tion 3 explains about security issues in Big Data. Section 4 deals
with privacy preserving techniques in big data and finally the con-
clusion is drawn in Section 5.

2. Classification of Big Data

In general, big data is often represented with 3V’s such as Volume,
Velocity and Variety, as shown in Fig. 1. Volume represents the
massive amount of data, i.e, it contains huge volumes and data sets
and it requires huge computation for analysis. The volume of the
data is ranges from TB to PB. Velocity represents the speed of the
computation. It needs to perform the data computation in lightning
speed. For instance, the video monitoring system continuously
monitors the data and identifies the useful data in matter of sec-
onds. This mechanism is different from traditional data mining
approaches. The variety represents the categories of data. The
data sets in the big data are collected from different sources are of
different formats such as unstructured, structured and semi-
structured. The definition of big data is given as follows:

“Big data is defined as the data set whose computation time is
more than the tolerable time in using the traditional software tools
to store, manage and manipulate the data”.

Fig.1: Characteristics of Big Data
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2.1. Framework of Big Data

Based on the complete analysis of data processing, big data not
only involves the process of data storage, data pre-processing, data
acquisition and management but also it contains data analysis, data
mining, virtualization, data security and data privacy [4-6]. Figure
2 shows the schematic representation of big data framework [7].
This survey only focuses on the security and privacy issues in all
the modules of big data analytics.
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Fig.2: Semantic Representation of Big data Framework

3. Security Issues in Big Data

According to the Gartner [8], security in big data is a major issue
to deal with. Today, many industries are penetrating towards the
big data. Due to having the high processing capacity and analyti-
cal technology, big data will capture the important data in order to
make the decision based on the client’s request. Apart from the big
data benefits, some of the research challenges are given in Fig. 3.
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Fig. 3: Security Issues in Big Data
3.1. Data Acquisition

Diversity is the major source for big data. As an initial step in big
data processing, the data has to be collected and pre-processed to
retrieve the useful information. Big data not only contains the
large volumes of data but also contains the sensitive and complex
data [9]. Therefore, the data is more attracted by the attackers and
also the data integration provides chances to the attackers to em-
ploy successful attacks. The confidentiality in big data refers to
the providing restriction to the unauthorized users, processes or
entities. A huge volume of data of data contains more number of
organizations, personal and all kinds of records. The storage of
these records in to central data base leads to the data leakage.

Data integrity is one of the factors which influence the big data. In
general, data integrity refers to the process of providing access to
the data by the authorized people. The major motive of data inte-
gration is to restrict the unauthorized access. Due to the sloppiness
in the big data network structure, the data would be damaged by
tampering, forgery, interruption and interception. The encryption
mechanism is the technique that can solve the above discussed
issues, but it not completely fit for all the security problems.

3.2. Data Storage

The forum of network created the opportunity to share the re-
sources and to exchange the data in big data processing. In the
recent years, many user accounts have been stolen in the internet.
This is happen due to the compromise of big data by the attackers.

Before the big data has been evolved, the data is stored in the form
of file servers and relational data base formats. For unstructured
data, the data is stored in the NoSQL format. This format is advan-
tageous in availability and scalability and act as substitute to the
big data. Apart from the advantageous, the NoSQL is lack in pri-
vacy management and access control.

3.3. Data Mining

With the advancement of computer networks and artificial intelli-
gence, the data mining approaches are widely used for data col-
lecting and analysis. Apart from this, big data is major carrier for
different attacks. The data sets may contain malicious software
that is hard to find by the traditional intrusion detection systems.
The attackers compromise the big data in the following aspects.
The investigations in [10-12] proved that the failure in handling
the big data causes major threats to user privacy. Based on the
diversity in the data, the privacy is divided in to location aware
privacy and anonymous identification. The attacks faced by the
users are not only on the personal data but also on the behaviour
of the users on the big data.

4. Onion Model for Big Data Security

Big Data is one of the fields that have more benefits to the enter-
prises, by uncovering the customer buying habits, monitoring the
real time events and identifying and preventing the frauds. How-
ever, the applications in big data with poor security lead to data
breaches. Therefore, Big Data needs to be protected by ensuring
the authorized people access permits. The security in Big Data
needs to address several mechanisms for large computing re-
sources and large forms of data. As the computing infrastructure
and data size is more, the traditional computing mechanisms are
failed to scale and secure the data and also the hybrid cloud infra-
structures provides the advantages to the attackers to gain the ac-
cess over the network. The onion model of the Big Data security is

given in Fig. 4.
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Fig. 4: Onion Model for Big Data Security

Fig.5 describes about several security concepts in Big Data. The
detailed explanation about each security concept is given below:

User security and Privacy: Authentication, Integrity and Confiden-
tiality methods to validate the users.

Analytics Security: Providing security to the big data applications
and managing the proper analytical tools to the clients and end
users.

Large Scale Distributed Data: Applying the encryption mechanism
and privacy preserving mechanism to secure the stored data on
Big Data environment.

Distributed Computing Infrastructure: Managing security over
multiple distributed environments for data analysis process.

Security in Big Data refers to both data security and computation
security, preserving the data through the life span, i.e. from crea-
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tion of the data to the disposal of the data. The data must be secure
while in transit, processing and idle. During the time of data pro-
cessing, the data must be passed with different stages. Therefore,
managing the security at different levels is very important. Big
data Security is majorly classified into three categories. Storage
and transmission data security, privacy preserving and user level
security. Figure 4 shows the security components in Big Data.

4.1. User Level Security

Authentication, integrity, authorization, confidentiality mechanism
for data access and computing to be managed based on the privi-
leges granted to the users, such as user authentication is performed
in automated fashion. The improper management of user authenti-
cation leads to security breaches and it proves the non-compliance
of the organizations in audit. Therefore, a proper user level securi-
ty is needed to preserve the data from the intruders.
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Fig. 5: Security Components in Big Data

Secure communication plays a crucial role in user authentication
and data encryption over the network. The data encryption mecha-
nisms are broadly addressed by the cryptographic mechanisms. In
general, the sensitive data is stored in the cloud infrastructures
without encryption mechanisms. The major issue to perform en-
cryption is due to large volumes of data which will not allow the
users easily to search and share the records. Security mechanism
such as attribute based encryption lessens the problem by intro-
ducing the public key cryptography for accessing the stored data.
The transmission data is secured by applying the cryptographic
enforced secure communication. Table 1shows the security ele-
ments of Big Data.

Table 1: Security elements in Big Data

Analytics Preventing unauthorized access to applications thus
Security retaining integrity.
NoSQL Secu- | NoSQL databases come with little built-in security.

rity They have what‘s called BASE (Basically Available,
Soft state, Eventually consistent) properties; rather
than requiring consistency after every transaction, the
data base just needs to eventually reach a consistent

state.
Copy  Right | Protecting the data from tampering and copying by
Protection the intruders.
Data  valida- | Identifying the data which is required and reduce the

tion and filtering | expenditure and computation cost

Security ele- Characteristics
ments
Authentication Validating the user identity and granting the permis-
and  Authoriza- | sions.
tion
Availability The data should be avail when it is needed by the

user.

Data Base and
File Security

Access permissions based on the user roles in the Big
Data.

Secure Com-

puting

Preventing exposing of computation to the other
parties.

5. Conclusion

Big data is treated as the new interesting environment that moti-
vates the technology and business inventions, as well as financial
growth. The major issue to deal with the big data is data security
and privacy. This paper defined the big data concepts along with
security and privacy challenges. This survey shows that the exist-
ing security and privacy methods are not enough to support the big
data. The conventional privacy preserving models includes storage
encryption, data perturbation, identity authentication, secure com-
puting and access control etc. But, single privacy preserving mod-
el is not sufficient to all the applications in big data. The best solu-
tion is to integrate the different methods and related policies based
on the user requirements. Then, the security and privacy will be
achieved better.
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