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Abstract 
 

Vehicular communication technology is being developed as an intelligent transportation system, and studies are being actively carried out 

to enhance the safety of vehicle driving and provide services with high efficiency in communication. Vehicular communication technology 

is evolving rapidly in order to realize fully autonomous vehicles, with the development of information technology (IT) and active techno-

logical development in national, enterprise and research institutes. However, the convergence with IT has created a vulnerability to cyber-

attacks that occur between the vehicle and the transportation infrastructure, and therefore, research on security technology is required. The 

study designed a protocol to provide efficient and secure services in the vehicular communication environments. The security of the attack 

techniques occurring in the existing vehicular communication environment was analyzed and it was confirmed there was efficiency of 49% 

in the verification process compared to the protocol used in the communication environment and 71% in the verification process. 
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1. Introduction 

Vehicular communication environments use the communication technology that combines vehicles technologies and wireless communi-

cation networks. It provides various services such as ITS (Intelligent Transport Systems) and telematics to enhance convenience and effi-

ciency. In addition, investment in research and technology development of autonomous vehicles is increasing both domestically and abroad.  

Autonomous vehicles are based on radar, GPS, vehicle and vehicle, and communication technology between the vehicle and the road base, 

which recognize the surrounding information of the vehicle, and standardization of vehicular communication technology is underway 

[1][3]. 

However, various security vulnerabilities in vehicular communication technology need to be addressed. Security threats in the vehicular 

communication environment can threaten not only physical damage but also the life of the driver, and research on the security framework 

is required. There are various vulnerabilities and threats such as privacy violation, lack of certificate for vehicle, and hacking threat against 

vehicle environment infrastructure [2-4]. 

Therefore, in this paper, a secure communication protocol was designed to provide efficient services in the vehicular communication 

environment. In order to perform the performance evaluation of the proposed protocol, the security of the attack method occurring in the 

existing vehicle environment was analyzed and compared the effectiveness of the signature value issuance and verification. 

The composition of this study is as follows. Section 2 deals with vehicular communication technology trends, threats to the vehicular 

communication environment, and security threats in related research. Section 3 outlines the designed vehicle registration, communication 

protocol, and vehicle update and revocation protocol. Section 4 performs safety analysis and security evaluation by performance analysis. 

Section 5 describes future research and concludes the paper. 

2. Related Works 

2.1. Trend of Vehicular Communication Technology 

The service types of vehicular communication technology can be divided into 4 types, vehicle to vehicle (V2V) warning propagation 

service, V2V group communication service, V2V security service, and vehicle to infrastructure (V2I) warning service [3].  

V2V warning propagation service is a service that sends a warning message to a specific vehicle or group of vehicles for safe driving. 

This is, for example, a service for allowing an emergency vehicle to proceed by transmitting a message so that the emergency vehicle can 

pass through [2-6]. 
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V2V group communication service is a service that can perform communication between vehicles included in each group. It is a service 

provided from a vehicle that runs in a specific area and is mainly used to notify specific information to all groups [7]. 

V2V security service is a service used by the vehicle to increase the safety of the vehicle by periodically managing the specification of 

the speed, direction, and breaks and providing information on the criticality [2][8].  

V2I warning service is a service that sends warning messages or accident risk messages to various infrastructures around the road rather 

than vehicles for the danger of driving among vehicles [3][9-10]. 

2.2. Threats and Security Requirements in Vehicular Communication Environments 

Vehicle to everything (V2X) communication is a technology that can increase the safety of autonomous vehicles by exchanging information 

about traffic, vehicles, roads, and pedestrians conditions through V2V and V2I communication through wireless networks. V2V warning 

propagation service is a service that sends a warning message to a specific vehicle or group of vehicles for safety [3][5] 

In 2015, integrated security technologies for autonomous vehicles are being actively researched at public institutions, corporations and 

educational institutions on V2X vehicle security services. It guarantees the reliability of the service of vehicular communication technology 

and there are studies to prevent user privacy threats. Security threats and vulnerabilities in the vehicular communication environment are 

shown in Figure 1 [4].  

 

Fig. 1: Threats of Vehicle Communication Environment 

 

The threats and security requirements in vehicular communication environment are as follows. 

Vehicle and Road Side Unit (RSU) Certification: Identify the identity of the communication entity and the proper owner of the com-

munication entity, and perform entity authentication. When the owner of the vehicle carries out communication, it should identify the 

current member and verify the integrity of the message [2][5]. 

Message Integrity: Messages sent and received between vehicles should not be forged or tampered with [4][7]. 

Confidentiality: Messages between communication entities must be protected against unauthorized users and attackers [6]. 

Privacy Protection of User Information: The owner of the vehicle must protect the identification value from other vehicles (driver 

identification number, drive number, chassis number, etc.). If protection is not provided, it can be easily tracked and the reliability of the 

message may be lost. Therefore, the information about the message users who have the vehicle should be protected, and the security of 

hacking and leakage should be strengthened. 

3. Design of Proposed Protocol 

3.1. Configuration 

This section describes the communication configuration for the proposed communication protocol. Figure 2 shows the overall communi-

cation procedure for vehicle, Service Provider, Traffic Management Center, and RSU. 
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Fig. 2: Proposed communication protocol procedure 

 

The abbreviations used in the vehicle registration procedure, vehicle certification and message communication procedure, and vehicle 

update communication procedure of the proposed vehicular communication environment are shown in Table 1. 

 
Table 1: Abbreviation 

Abbreviation Description 

USERPWD Password of User 

NonceVehicle Random numbers generated by the vehicle 

NonceSP Random numbers generated by Service Provider 

USERLicenseNumber License Number of User 

SPInherence-Code Inherence Code of Service Provider 

TIMESTAMP Time Stamp 

EPUB-X Public Key Encryption of X 

EPRI-X Private Key Encryption of X 

3.2. Vehicle Registration Procedure 

This section describes the procedures for vehicle identification and verification to perform vehicle registration in the vehicular communi-

cation environment. The parameters generated during the vehicle registration process are USERPWD, NonceVehicle, and NonceSP. The ex-

change parameters are USERLICENSE-NUMBER, VehicleCode, and SPInherence-Code. The detailed procedure of the identification and parameter 

exchange of the vehicle registration procedure is shown in Figure 3. 
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Fig. 3: Vehicle Registration Procedure  

 

1. The vehicle transmits a vehicle registration request message from the Service Provider.  

 

EPub-IMS(OBU⨁VN) 

 

2. Upon receiving the message, the Service Provider requests an identification value from the vehicle. The vehicle generates VA_1, 

VA_2 after receiving the message. 

 

VA_1 = EPub-IMS(USERLicense-Number⨁USERPWD) 

VA_2 = EPub-USER(VehicleCode⨁NonceVehicle) 

 

3. The vehicle transmits VA_1 and VA_2 from the Service Provider. Service Provider creates VA_3.  

 

VA_3 = EPRI-SP(SPInherence-Code || TIMESTAMP) 

 

4. The Service Provider requests from the TMC: IMS for vehicle identification and verification by attaching the messages VA_1, VA_2, 

and VA_3. 

 

5. After receiving the message, TMC: IMS requests verification of the message about the signature value with TMC: AS. Then, the 

VA_1, VA_2, and VA_3 messages are decrypted.  

 

VA_1 = DPub-IMS(USERLicense-Number⨁USERPWD) 

VA_2 = DPub-USER(VehicleCode⨁NonceVehicle) 

VA_3 = DPRI-SP(SPInherence-Code || TIMESTAMP) 

 

6. After that, the TMC: AS transmits a message from TMC_IMS after performing encryption of the message for TMC_VA1.  

 

TMC_VA1 = EPUB-SP(SPInerrence-Code⨁VehicleCode⨁USERPWD) 

 

7. TMC: IMS sends the vehicle registration completion message to the Service Provider. Then, after receiving the message, VS_1 is 

generated.  

 

TMC_VA1 = DPUB-SP(SPInherence-Code⨁VehicleCode⨁USERPWD) 

VS_1 = EPUB-USER(VehicleCode⨁USERPWD⨁Nonce_SP) 

 

8. The Service Provider sends a vehicle registration completion message from the vehicle. 

3.2. Vehicle Authentication and Message Communication Procedures 

This section describes vehicle certification and message communication procedures in the vehicular communication environments. The 

parameter generated in the vehicle authentication and message communication procedure is Message, and the exchange parameters are 
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USERLicense-Number, USERPWD. The detailed procedure of the vehicle authentication and message communication procedure is shown in 

[Figure 4].  

 

 
Fig. 4: Vehicle Authentication and Message Communication procedure 

 

1. The vehicle sends a message about the current road situation to the Service Provider.  

 

EPUB-IMS(Message || VA_1) EPUB-SP(VS-1) 

 

2. The Service Provider decrypts the received message VS_1 and then sends a status message from the TMC: IMS. 

 

VS_1 = DPUB-USER(VehicleCODE⨁USERPWD⨁Nonce_SP) 

DPUB-IMS(Message||VA_1) 

 

3. TMC: IMS requests message verification from TMC: AS, then decodes the received message.  

 

DPUB-IMS(Message||VA_1) 

 

4. After analyzing the status message, the TMC: AS sends a message verification response message from the TMC: IMS. 

 

5. TMC: IMS encrypts the message with the public key from the RSU in the vicinity. 

 

6. It then asks the Service Provider to send a status message to the nearby vehicle by attaching TMC_VA1. The Service Provider then 

decrypts the received message. 

 

TMC_VA1 = DPUB-SP(SPInherence-Code⨁VehicleCode⨁USERPWD) 

 

7. The Service Provider transmits the status message from the neighboring vehicle after performing the encryption with the public key. 

3.4. Vehicle Renewal and Termination Procedures 

This section describes the vehicle renewal and cancellation procedures in the vehicular communication environment. The parameters gen-

erated in the vehicle renewal and cancellation procedure are R_VA1, R_VA2, R_TMC_VA1, and the exchange parameters are VA_1, 

VA_2, and VA_3. The details of the vehicle renewal and cancellation procedure are shown in Figure 5. 
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Fig. 5: Vehicle Renewal and Cancellation procedure  

 

1. The Service Provider sends an identification value request message from the vehicle. The vehicle extracts the parameters VA_1 and 

VA_2. 

 

2. The vehicle extracts the VA_1 and VA_2 parameters from the Service Provider and sends the identification value response message. 

 

3. The Service Provider sends a vehicle identification and verification request message from TMC: IMS including VA_1, VA_2, and 

VA_3. 

 

4. TMC: IMC receives the message, decrypts it, and sends the identification and verification response message to the Service Provider 

for vehicle update.  

 

5. The Service Provider receives a request message for the password and the vehicle code from the vehicle after the request. 

 

R_VA_1 = EPUB-IMS(USERLicense-Number⨁USERPWD) 

R_VA_2 = EPUB-USER(VehicleCode⨁NonceVehicle) 

 

6. The Service Provider transmits a request message for signature value verification to the TMC: IMS including the parameters R_VA_1 

and R_VA_2. 

 

7. TMC: IMS sends a signature value verification request message to TMC: AS. And decodes the received message and generates it for 

R_TMC_VA1.  

 

R_VA_1 = DPUB-IMS(USERLicense-Number⨁USERPWD) 

R_VA_2 = DPUB-USER(VehicleCode ⨁NonceVehicle) 

R_TMC_VA_1 =  

EPUB-SP(SPInherence-Code⨁VehicleCode⨁USERPWD) 

 

8. TMC: AS sends a response message with R-TMC-VA1 attached for TMC: IMC. 

 

9. TMC: The IMC attaches the R-TMC-VA1 to the Service Provider and sends a signature value verification completion message. The 

Service Provider decrypts the R_TMC_VA1 message. 
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R_TMC_VA_1 =  

DPUB-SP(SPInherence-Code⨁VehicleCode⨁USERPWD) 

R_VS_1 = EPUB-USER(VehicleCode⨁USERPWD⨁NonceSP) 

 

10. The Service Provider sends the R_VS_1 message from the vehicle and completes the procedure for updating the signature value 

4. Performance Evaluation 

4.1. Safety Analysis 

This section describes the communication configuration for the proposed communication protocol. Proposed communication protocol 

procedure is shown in Figure 2. 

 

Threats to User Privacy Exposure and Disclosure: In addition to the vehicular communication environment, attack techniques in 

which hackers threaten important information of users in a wired and wireless communication environment are occurring steadily, and 

accidents occur in data leakage. In order to prevent the threat of the user's personal information from being leaked, the communication 

protocol is designed so that the confidentiality of the message is not threatened by encrypting the VA_1 generated in the registration process 

by the public key after the connection.   

 

Spoofing Attacks: A spoofing attack may occur where an unauthorized user carries out vehicular communication technology on a 

vehicle by physically seizing the vehicle rather than the vehicular communication technology process. However, by verifying the parame-

ters that combine the user's password and license number, the spoofing attack will fail. 

 

Man-in-the-Middle Attacks: The man-in-the-middle attack is a typical weakness of the vehicular communication environment, which 

is an attack method in which an attacker seizes a message in communication between vehicle and vehicle, or vehicle and infrastructure, 

thereby modifying the captured message and causing harm to the user who sent or received the message. In the paper, by using the 

TMC_VA1 generated in the vehicle registration process, the authentication process is performed in the communication process, so that it 

is safe against the man-in-the-middle attacks. 

 

Threat of Message Integrity: In the traditional vehicular communication technology process, a threat of message integrity arises from a 

hacker's attack attempt. In this paper, TMC_VA1 is generated by performing XOR on the vehicle code of the vehicle signature message, 

the unique code of the service provider, and the password of the user in order to compensate for the threat of message integrity. Also, 

R_TMC_VA1 is periodically generated after re-verification in the update process, and it is used in the communication process to comple-

ment the integrity of the message. 

4.2. Communication Efficiency Analysis 

This section describes the efficiency evaluation of the proposed communication protocol. In order to perform performance evaluation on 

signature value, a server was built using Apache Tomcat in Linux based Ubuntu 64Bit operating system, and an efficiency analysis was 

conducted on PKI, WPA2 and the proposed signature scheme in the existing communication environment using Open SSl and RSA. In 

order to compare and analyse the existing signature scheme and the proposed signature scheme, the comparative analysis results of certif-

icate issuance and certificate verification are shown in Figure 6. 

 

 

 

 

 

 

 

 

 

 
Fig. 6: The comparative analysis results of certificate issuance and certificate verification 

 

The efficiency of certificate issuance is about 84% compared to PKI and about 49% for WPA2. As a result of comparison, it had high 

effectiveness of 90% of the PKI and 71% of the WPA2. A comparison analysis based on the existing certificate issuance and the certificate 

issuance amount was performed. The number of certificates generated by issuing certificates based on the power of 2 is as shown in Table 

2 and Table 3. It can provide high quality service in terms of verification and efficiency compared with existing certificate management. 
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Table 2: Generation and Efficiency compared with existing certificate management. 

 PKI based Signature Generation WPA2 based Signature Generation 
Proposed Method based Signature Gen-

eration 

2 0.1856 0.054 0.023 

4 0.365 0.102 0.042 

8 0.723 0.212 0.0801 

16 1.48 0.434 0.1512 

32 2.87 0.872 0.2945 

64 5.96 1.74 0.57421 

128 12.2 3.34 1.12123 

256 24.32 6.78 2.172 

512 47.32 13.21 4.1952 

1024 98.354 27.21 8.9464 

 
Table 3: Verification and Efficiency compared with existing certificate management. 

 PKI based Signature Verification WPA2 based Signature Verification 
Proposed Method based Signature Ver-

ification 

2 0.03663 0.016667 0.010857 

4 0.12633 0.043333 0.021714 

8 0.30533 0.104444 0.043486 

16 0.68383 0.227778 0.084114 

32 1.37883 0.471111 0.166 

64 2.92383 0.953333 0.325834 

128 6.04383 1.842222 0.638417 

256 12.10383 3.753333 1.238857 

512 23.60383 7.325556 2.394971 

1024 49.12083 15.10333 5.109943 

5. Conclusion   

Vehicular communication environment is a communication technology that combines technologies of vehicles and wireless communica-

tions. In this paper, a secure communication protocol was designed to provide efficient services in the vehicular communication environ-

ment. The proposed communication protocol generates VA_1, VA_2, and VA_3 by using USERPWD, NonceVehicle, and NonceSP, in the 

registration process of the vehicle, and performs secure communication in the vehicle environment. In the vehicle renewal and cancellation 

procedure, the generated parameters of the existing vehicle are verified to generate R_VA_1, R_VA_2, and R_TMC_VA1 to reinforce 

security.  

The vulnerabilities and threats to user privacy exposure, camouflage attacks, man-in-the-middle attacks, and message integrity threats in 

the existing vehicle environment were analyzed, and by performing the efficiency evaluation in the existing communication environment, 

during the issuance process, it was about 84% of the PKI and about 49% of the WPA2, and in the verification process, it was about 90% 

of the PKI and about 71%.  

6. Discussion 

Currently, research on vehicular communication technology services is actively conducted, but technical studies on security threats and 

weaknesses in the vehicular communication environment are lacking. The vehicular communication environment inherits the attack tech-

niques that occur in the existing wireless communications environment and requires countermeasures against new and variant attacks. 

Therefore, it is required to provide a secure communication environment for the user, and a more secure security policy is required. 
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