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Abstract 
 
Background/Objectives: The concept of virtualization in cloud computing is gaining significant importance now a days; in smart IoT 
environments. The IoT environments consist of two main networks as sensors network and actuators networks. 
Methods/Statistical analysis: In this work, we propose architecture for remote control of actuators networks with the help of a virtual 
assistant (VA) using voice recognition and cloud based virtualization of smart environment. 

Findings: We create custom virtual assistant skills for our developed IoT platform and demonstrate how user can remotely control the 
actuators via system services such as querying the system, querying a web service, and getting response in both visual and spoken form. 
Improvements/Applications: Developed system provides quick virtual assistant to the smart home users; keeping the interactions within 
context. It improves the context learning of the VA in smart spaces. 
 

Keywords: CoT(Cloud of Things); IoT(Internet of Things); virtualization; actuator platform; actuator middleware; actuator control;  

 

1. Introduction 

The number of connected devices is expected to reach 24 billion 
by 2020 [1]. With this increase in connected deices; rapid increase 
in data is also seen, highlighting the right data storage as one of 
the vital issues. The appropriate processing power and 
understanding of data into meaningful information to the user is 
required; which is hard to achieve at IoT level with such large 
numbers of data. Hence, the solution lies in the integration of 
cloud computing resources into IoT named as CoT (Cloud of 

Things) [2].  
Virtualization is identical representation of physical objects into 
digital world, also referred as digitalization. It is an abstraction of 
the physical system into the software system to look and behave in 
a similar manner but with added benefits such as connectivity, 
exposure, flexibility, scalability, reliability, minimum cost and 
application ease [3]. IoT devices in the smart network are 
represented as virtual objects. These IoT devices are either sensor 

objects or actuator objects. Data is sensed from the sensor objects 
and control decisions are made based on sensed readings. These 
objects are translated into virtual objects in virtualized system. In 
order to emulate different control scenarios; multiple virtual 
objects are combined into single logic knows as CVO (Composite 

Virtual Objects). The composite virtual objects expose the 
services of the smart IoT objects along with independent services. 
Multiple virtual objects can also be integrated into VB (Virtual 
Blocks) in order to combine offered services logic [4]. 

An IoT platform represents the sensor and actuator network 
system for a smart environment. An ideal IoT platform consists of 
five layers as business layer, application layer, middleware layer, 
network layer and perception layer. The perception layer perceives 
the data from the environment. Network layer collects the data 
from the lower layer and send it to the network. Middleware layer 
provides the service management and data storage after receiving 
the data from lower layer. Application layer presents the data into 

possible applications as smart home, smart city etc. Business layer 
models the data into meaning service to sell it. 
Intelligent Virtual Assistants (IVAs) are becoming vital part of 
smart environments. The smart environments users prefer voice 
commands over writing the text command, due to ease and 
flexibility. The IVAs working involves the user asking a voice 
query to the IVA, on other end the IVA receives the voice query 
and converts it into text and parses the message for understanding 

the question and replies accordingly. In such systems, the accurate 
voice recognition at IVA’s end is mandatory as many queries can 
be misinterpreted. 

 
Figure 1: Remote Control of Actuators in CoT Networks 
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This work is an extended version of the previous work published 

in ICCT 2018 [5]. Figure 1 shows the conceptual diagram of the 
presented work. We have developed a virtualized IoT indoor 
system with sensor and actuator networks. In this work we 
primarily focus on smart control on actuator networks. 
The rest of the paper is organized as follows, section 2 presents 
related work. Section 3 illustrates the proposed system design and 
architecture. In section 4, we present the environment and 
implementation details along with the results while section 5 

concludes the paper. 

2. Related Work 

The presented work in [4], highlights the importance of virtual 
objects and their services and proposes a design and architecture 
for the composite virtual objects (CVO) in Web of Objects (WoO) 

for IoT environments. The proposed design intends to compose 
services for virtual objects and to create cooperation among the 
real world objects in order to build then intelligent service 
features.  
Senaas is an event driven sensor virtualization approach proposed 
for IoT using cloud computing. It supports the IoT objects by 
providing a semantic overlay on IoT cloud logic. It addresses the 
issues of connectivity, security and reliability. It also provides the 
dynamic sensing and responses for resolving the monitoring issues 

too [6]. 
The research works proposed in [7] and [8] aim to develop a 
virtualized IoT environment system. They propose creation of new 
services and applications using virtual representation of real world 
objects. The research and results show that these projects have 

resolved issues such as heterogeneity, flexibility, reliability, 

scalability and capability. 
The work presented in [9] explores the applications of the Internet 
of Things and cloud computing. It also proposed a cloud 
computing and IoT based cloud manufacturing service system for 
on-demand use, efficient sharing of resources, full sharing, 
optimal allocation of resources and possible applications of the 
technologies. 
A CoT based smart city IoT system’s survey is presented in [10]. 

The work discusses IoT platforms, services involved in cloud of 
things, smart city requirements and integration of IoT and cloud 
for developing a CoT-based smart city platform. The research 
works carries in [11] and [12] review the literature regarding the 
integration of IoT and cloud along with analyzing the benefits out 
of it and possible dimensions along with issues and challenges 
faced. These works discuss the implementation of the cloud into 
smart environments e.g. smart city and also highlight the issues 

involved[15,16].  

3. Proposed Remote Control Architecture of 

Actuators based on Voice Recognition 

In this section, we present the design of our proposed approach for 
virtualization of IoT platform. Figure 2 shows the architecture 
diagram of the system. The basic architecture consists of a voice 
recognition system, telecommunication system, actuator 
middleware, actuator control platform, and virtualization toolbox 
and cloud platform. 

 

 
Figure 1: Remote Control of Actuators based on Voice Recognition using IoT platform and smart phone in CoT Networks 

 
At one end, user speech is passed onto a voice recognition device. 
The voice commands are then forwarded to the voice recognition 
system which has the speech parsing logic implemented. The 
Voice recognition system parses the speech and takes out the 
meaningful information from the speech to be processed further. 
At telecommunication system we have our system installed for the 

user for easy access and visualization, so that the user can see the 
parsed sentence intent and its understood action to be taken by the 
system. After understanding and parsing the user command it 
sends the systems understood command to the Telecommunication 

system module. In telecommunication system module, the parsed 
meaningful text is displayed at the user level and passed onto the 
cloud too. At cloud we have the service provider; logic 
implemented along with cloud based virtualization of out IoT 
platform. 
The actuator provider provides the business logic for the actuators 

involved in the actuator platform. Actuator middleware performs 
the ID/IP mapping of the actuators from network layer in order to 
create virtual objects at upper level. The virtualization toolbox 
provides the business logic for the virtualization of the actuators 
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network from physical world into virtual world. The actuator 
platform checks the current status of the targeted actuator, checks 
whether control command can be performed and passes the 
control command to the targeted actuator via actuator middleware 
which is and intermediary between devices network and IoT 
control platform. 

The speech recognizer module has three basic sub modules as 
NLU engine, text parser and speech synthesizer. The NLU engine 
helps in intelligent voice recognition and understanding of natural 
language. The text parser parses and matches the intent and the 

utterances of the user while the speech synthesizer is used to 
return the responses.  
The four states of virtual assistant are idle, busy, expecting speech 
and recognizing. Figure 3 below shows the state diagram of virtual 
assistant module in IoT platform. When no speech is expected 
then the VA is in idle state, when the VA is invoked by the user 

then it is in expecting speech state; when the user is speaking then 
the VA is in recognizing state and when its processing the speech 
then it is in busy state. 

 
Figure 2: Virtual Assistant Module State Diagram 

 

4. Implementation Results and Discussion 

The implementation environment for our system is described in 
table 1.  

 

Table 1: Implementation Environment 

Components Version 

Operating System Microsoft Windows 10 pro (x64) 

Microsoft Visual Studio 2015 

Microsoft SQL Server 

Management Studio 

2016 

Intel System Studio IoT Edition 2017 

Echo Dot Generation 2 

Yocto Linux 2014 

Intel Edison with Kit for Arduino 2014 

 
The implementation environment for our system is described in 
table 1. For actuator platform and middleware implementation, 
we have used Windows 10 pro (x64) as the operating system, 
Visual Studio 2015 as development tool and Microsoft SQL 

Server as database management system. For actuator network 
connection testing, actuator emulators are built on Microsoft 
visual studio and the testing connection of actuator with Edison 
board is also done using fan and LED modules on Intel Edison 
with Kit for Arduino. Edison board will have micro CoAP 
controllers, Lib CoAP of C version, and Yocto and Linux 
environment. Alexa Echo Dot generation 2 is used as virtual 
assistant. 

4.1 Virtual Device Manager 

Virtual device manager allows managing devices virtually as 
adding a device, deleting a device or updating a device. Each 
device has its related information such as URI, type, location and 
properties. URI is unique resource identifier for each device, 

type tells kind of device, location shows where the device is 
located, properties show what basic function device can perform 
(Figure 4). 
 

 
Figure 4: Virtual Device Manager 

4.2 Visual Service Composer 

Visual Service Composer allows composing the services 
virtually and defines the service flow to and from the virtual 
assistant to the actuator platform (Figure 5). In the service flow 
to the actuator platform from the virtual assistant the Alexa’s 

recognized voice is passed onto NLU logic unit. Then text 
converted is given input to parser. The parser takes out the 
meaning from the data and forwards the command to destined 
actuator units.  
 

 
Figure 5: Virtual Device Composer 
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In the service response flow from the actuator platform to the 
virtual assistant; the status query result is returned from the 
actuators to the text parser and managing unit. The unit converts 
the result into spoken sentence format and passes to NLU. NLU 
converts it to the voice and passes to Alexa echo. 

4.3 Custom Skill Implementation 

When designing and building a custom skill, you create a set of 
intents, a set of sample utterances, an invocation name, a cloud 
based service and configurations. Virtual Assistant’s Cloud 
based APIs implementation uses following main controller 
functions as shown in table 2. Using these controller functions 
we have defined new skill sets and deploy them for Alexa. 

 

Table 2: VA’s Controller Functions 

Function Name Description 

OnSessionStartedAsync run when a user invokes your custom 

skill 

OnSessionEndedAsync run when a user ends their session 

with your custom skill 

OnLaunchAsync run when a user invokes your custom 

skill without an intent 

OnIntentAsync run when a user invokes your custom 

skill with a specific intent 

 

 
Figure 6: Alexa Intent Schema 

 
Intent corresponds to a feature of the skill. In our case, our intent 
is to check the status of light and fan. So we have added two 
intents one for fan and one for light. (Figure 6) 

 
Figure 7: Alexa Sample Utterances for Smart Actuator Control 

 

Figure 7 shows the sample Alexa utterances. An utterance is a 
combination of intent and a phrase. We need to register a list of 
accepted utterances in the Developer Console so Alexa can 
match the user’s spoken words to the skill's intents. Above is the 
screenshot of added utterances in the implementation; for the 
intents of light and fan. Multiple phrases can be provided for a 
single intent as to not enforce a rigid spoken syntax on users.  
LightStatusIntent is a skill that queries the actuator platform to 
determine the status of the light.  

 

 
Figure 8: Alexa Speechlet for Smart Actuator Control 

 
Figure 8 shows the Alexa Speechlet function, which at first 
makes an Http client and the checks the intent name case to 
verify whether it is intent to control the fan status or it is intent to 

control the LED light. One the intent is matched; it then sends 
the status change query to targeted actuator module and waits for 
the response. Once the action at the IoT control platform is 
completed, it sends back the confirmation message which will 
transformed into speech to be sent back to the user. 
As can be seen in the figure 9, the Alexa intent response function 
generated the response to be sent back to the user. It confirms the 
actuator status from actuator module before composing the 

response. Then it structures a response sentence and sends the 
intent response consisting of a card text which will be shown as 
text on the user view and will read by Alexa for the user. The 
images size are large and small, based on the available resources. 

 
Figure 9: Alexa Simple Intent Response for Smart Actuator Control 
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A virtual assistant agent at back-end coordinates all the data, 
queries and actions taking place between the IoT control 
platform and Alexa service provider. A CoAP server is built to 

which actuator modules mounted at Edison board act as a client. 
It executes the control commands on the actuator modules and 
also gets their statuses and other information to be passed to the 
actuator middleware. 

4. Conclusion 

The integration of IoT and cloud is of significant importance and 

opens doors to many new dimensions of smart environments 
applications. This work proposed architecture for the cloud-
based virtualized IoT smart environment which uses speech 
recognition to take user commands. Virtualization is to represent 
the physical world into a virtualized world, which is described 
by the object’s resources, attributes and features. In our proposed 
approach the services are composed by combinations of actuator 
virtual objects and sensor virtual objects based on user activities; 

with the use of virtual service manager and virtual device 
manager modules. The virtualization of actuators in IoT system 
is accessed by customized skills using Alexa echo dot at user 
level. In future works, we hope to extend the virtual assistant 
module and make it flexible and adaptable in understanding 
different speech styles and accents. 
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