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Abstract

The most common term we hear when talking about data security is Cryptography; it comprises of practices and study of techniques for se-
cure communication from one party to another without compromising private data that is to be shared between them. The objective of cryp-
tography in simple words is to hide the plain text/data by modifying it into a cypher text/data such that no third party can read it easily. An-
other term less commonly known is Steganography; it is the process of hiding/encoding a secret message within an ordinary or dummy data
file and the simple extraction of it at its destination.Our project aims to combine the best features of the two worlds. The raw data is first
compressed, and then split into bytes for encryption via AES. Once encryption is done the encrypted data is hidden behind an exe file. Addi-
tionally a SHA-256 hash of the compressed original data is also included to evaluate file integrity.
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1. Introduction

In this information age where data is considered as an asset by cor-
porations and governments, data security is becoming the centre of
any digital storage/ network system related discussion or conference.
To stop the illegal access or leak of data companies have used multi-
ple techniques like encryption, digital signatures etc. The objective
of this paper is to show a method which secures data behind an exe
file such that it is undetectable while de-compilation or simple anal-
ysis. Not only does it include the best encryption algorithm and
standards but also a robust hashing scheme along with steganogra-
phy which makes it practically very difficult to breach through all of
the layers.

Steganography does not make any attempt to alter the data to be
sent, hence if an attacker finds out that a transmitted file has secret
data within, he/she can easily uncover the underlying data by analys-
ing the file thoroughly. On the other hand Cryptography makes no
attempt to hide the data from plain sight and hence gathers a lot of
attention to it. This project began as an attempt to combine the best
of theses worlds and to use steganography to hide already encrypted
data and also use hashing to ensure integrity. This will ensure that
any hidden message will not gather attention of people around, and
even if it is detected, the attacker will still need to decrypt the data.
This provides a 2 layer security by combining Steganography, Cryp-
tography and Hashing for tamper protection, privacy and security.

2. Background Theory

2.1. AES (Advanced Encryption Standard)

AES (Fig. 1) is a subset of the Rijndael cipher developed by two
Belgian cryptographers, Vincent Rijmen and Joan Daemen. The
algorithm described by AES is a symmetric-key algorithm, meaning
the same key is used for both encrypting and decrypting the data.
AES is currently the world’s most popular encryption algorithm due
to its highly robust encryption method and the use of long keys
which make it harder to decrypt by brute-force.
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Fig. 1: Block schematic of AES encryption.
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2.1. SHA-2 (Secure Hash Algorithm-2)

The SHA-2 (Secure Hash Algorithm-2" Family) is a group of cryp-
tographic hash functions. A cryptographic hash is like a signature for
a file. SHA-256 and SHA-512 belong to this family. SHA-256 algo-
rithm generates an almost-unique, fixed size 256-bit (32-byte) hash
and similarly SHA-512 generates a fixed 512-bit (64-byte) hash for
any given different data. Hash is a one-way function — it cannot be
decrypted back just like CRC and they are also collision-resistant,
this means that it is very difficult to find two different inputs will
give the same Hash value.

2.3. Literature review

We referred multiple different papers in the domains of cryptog-
raphy and steganography to find the best and most efficient way to
complete our requirements [9][10]. The idea of combining steganog-
raphy and cryptography is not a very old concept and recently has
been grabbing the attention of many researchers and the IT industry.

To study steganography, Davern et al [3] talked about multiple ste-
ganography techniques used throughout history and in the computer
age, it offers a general idea into the world of steganography. On the
same note, Donovan Artz [8] introduces some examples of steganog-
raphy along with some freely available tools for steganography and
Stego-analysis.

Brojo Kishore Mishra compared the advantages and disadvantages
of both cryptography and steganography [1]. He has suggested in his
paper that the combination of both the methods is plausible and
should be looked into. Aos A. Z. et al [2] describe as to why PE files
are good for making cover data for steganography as they have vari-
able sizes and this disparity is perfect for hiding data [6]. Thus the
two papers mentioned in the paragraph helped in reinforcing our
choice of choosing exe files for our project. For the programming
aspect, Binal Shah et al give the performance metrics related to en-
cryption and decryption of data using the languages C#, MATLAB
and Java [4]. C# proved to be the fastest in performing operations
hence, it was chosen for the project.

One of the best and most creative methods for hiding data was pre-
sented by El-Khalil et al who presented the “hydan” method for
encoding data inside an exe file using functionally-equivalent in-
structions using a key-dependent process[7] in 2003. This method
however limits the amount of information that is possible to hide in
the file. M.M.Abdulrazzaq et al [5] used a different method. They
developed new file handling methods for the OS and replacing the
original ones supplied by the OS itself for hiding data in a PE (Pro-
grammable Executable) file. Our method does not require building
new file handling methods and it can be done by using the original
supplied methods itself.

2.4. EXE file format

Fig.2 shows the important memory blocks inside an EXE file. The
memory block at the end of the EXE file (Base of Image Header:
IMAGE_NT_HEADERS), is prone to padding of data without dis-
turbing the meta-data of the file except the size [6]. The length of
Image header is specified in the COFF header and thus only the
required length of data is read if needed, any extra data is ignored.
Thus, that specific section makes for a perfect cover for our data.
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Fig. 2: EXE file format

3. Methodology

The objective here is to first compress, then encrypt the raw data to
pad it behind an EXE file. After that, the data has to be extracted and
then decrypted. All of this has to be done without changing the meta-
data and behaviour of the cover EXE file.

The memory block at the end of the EXE file (Base of Image Head-
er), is prone to padding of data without disturbing the behaviour of
execution file and it goes undetected by most anti-virus programs as
this section is not scanned by them [5]. Hence, this enables us to add
an arbitrary amount of data at the end of the exe file without disturb-
ing anything else and it will go undetected during de-compilation or
any other simple analysis.

A simple implementation of the idea is discussed in this paper. The
complete project was made on Windows 8.1 running .NET Frame-
work 4.6.1, the language used was C# and the IDE used was Visual
Studio 2017 Community Edition. The methodology used to achieve
the objectives is shown in Fig. 3. Jet Brains dotPeek was used to
analyse the exe files.
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Fig. 3: Flowchart of methodology adopted

Below are the steps required to generate our Final-EXE file which
will have appended data, it is a detailed version of the Fig. 3.
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1. Select the files to be sent and compress them using ZIP. This
helps in reducing footprint of the data and converts the raw data
to a known extension i.e. ‘.zip’.

2. Compute Hash of the above compressed original data, let us call
it HASH1. This will help in checking file integrity later. If data
is tampered with, the hash value generated by the data would no
longer be equal to HASH1 and hence we will be able to detect
tampering.

3. Read all bytes of the above ZIP file and encrypt it using AES
algorithm.

4. Details about the AES algorithm we used:

(a) Block size:128;

(b) Key Size =128;

(c) Set Padding Mode to PKCS7;

(d) Define cipher mode as CBC (Cipher Block Chaining) so that
the decryption of a block of ciphertext will depend on all the
preceding ciphertext blocks. This will ensure validity of all
the blocks.

(e) Compute a key using RFC2898DeriveBytes (password-based
key creator, uses a pseudo-random number generator for this
purpose) using Password let us call this “KEY”.

(f) Derive Key and IV for AES-CBC using KEY. The key is
used to generate sub-keys and the IV stands for initialization
vector which derives the first key.

. After Encryption save the final encrypted bytes in a .bin file.

. Take another password which is called as Pattern Password and
compute its hash, let us call it HASH2 (use SHA-512/256). This
is important because HASH2 will help us to locate our data in-
side the EXE file.

. Create a dummy EXE file with a random program.

8. Append to the EXE file: HASH2, HASH1 and the .bin file in

that respective order and delete any other overhead data like the

.bin file.

o ol

~

The final EXE file is ready to be sent over the network just as an
ordinary file. It will be in this format shown in Fig.4.

| EXE file | HASHZ

I-IA.SHI| Data | EDF|

Fig. 4: Structure of EXE file with data

To extract the data the following steps have to be taken:

To undo the steganography operation:

1. Read all the bytes of the EXE file and save to byte array for fur-
ther processing.

2. Find the hash of the Pattern Password which will be HASH2 and
search for it in the byte array.

3. Read all the bytes following the location of HASH2. This will
give you the byte array which contains the encrypted .bin file and
HASHL1.

4, After this, we know the size of HASH1 which will be of
32/64hytes (depends on the hashing scheme used by the sender),
and the data bytes following it will be the encrypted data. Sepa-
rating them, we will get HASH1 and the encrypted .bin file.

For Decrypting:

5. Decrypt the .bin file by using AES and entering the same key as
mentioned during encryption.
. Compute hash of the decrypted data and let us call it HASH3.
7. If HASH1 = HASH3 then the file has been successfully retrieved.
However, if HASHL1 is not equal to HASH3, try to find the next
occurrence of HASH2 in the rare event that the EXE file also

(o2}

contains the same byte pattern as HASH2 somewhere in between
it and repeat the process. If not found, that means data has been
compromised.

8. Extract the data from the ZIP file.

4. Result Analysis

4.4. Program in Action

This section consists of screenshots which show the program work-

ing just as presented in the methodology section.

Home Screen.

Upon opening the program, the user is greeted with the window

shown in Fig. 5. It consists of 3 functional buttons:

e Exe Packer’: Used to open a different form that can be used to
compress, encrypt and pack data behind EXE file

e ‘Exe Opener’: Opens a different form that can be used to decrypt
and unpad data from the exe file.

e ‘Create dummy exe’: Creates a dummy exe file which upon exe-
cution will print multiplication tables.

Cotaln Drmry ENE

Fig. 5. Home Screen

Create Dummy EXE file.

When the ‘create dummy exe file’ button is pressed, as shown in
Fig. 6, a small exe file of 4KB is created which will be used for ap-
pending data. The folder we have chosen to hide behind the exe file
contains one .jpg image of size 128KB. Folder contents and size of
file is shown in Fig. 6 and Fig.7.

¥ Dummy Ouiputexe TR 1. Soplcabor L8
Fig. 6. Original EXE file

Fig. 7: Sample data
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Exe Packer.

Fig. 8 shows EXE Packer taking inputs as folder, encryption algo-
rithm and key to compress and pack data. The final file created after
compression and encryption is shown in Fig. 9. The file was first
zipped automatically for compression then encrypted to create a .bin
file which can be used to dump binary data. Next, we need to pad the
encrypted data to the dummy exe file. Fig. 8 again shows the re-
quired inputs i.e. location of the dummy exe file and the second
password given and the “pack” button being pressed. The program
returns a message box saying that the padding was successful. On
choosing the dummy EXE file, the encrypted file (‘Data.bin’) is
padded to the dummy exe file. This leaves us with a 108KB+4KB =
112KB EXE file as shown in Fig. 10.
Exe Opener.
Upon execution of the EXE opener form and putting in the required
values, we should be able to get back the data. As input to the soft-
ware we will provide the following:

1. Location of exe file with data

2. Password used for pattern detection

3. Encryption algorithm (in this case fixed i.e. AES)

4. Cipher Key for AES.
Providing this information is sufficient for retrieving back the data
and decrypting it as shown in Fig. 11. The resulting output file in
.zip format is shown in Fig. 12. When we open the file using
WInRAR, we get an unpacked size of 130,278 bytes which is equal
to 128KB and the folder contents are the same in Fig. 13 and 7.
Hence, data has been successfully retrieved back.

Fig. 8: EXE Packer Encrypting Data

Fig. 9: Compressed & Encrypted binary file.

¥ Dummy_Output exe 26-4pr-18301 - Applcabon
Fig. 10: Dummy EXE file with data

) _

Fig. 11: EXE Caller Retrieving back the data

Boda iz XN, WRSDPwh. 0
Fig. 12. Extracted Data in Compressed form
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Fig. 13. Final Extracted Data
4.5. File Analysis

The following screenshots in Fig. 14 and Fig. 15 shows the “Jet-
BrainsdotPeek” software retrieving the meta-data and code of the
original exe file without data and the modified exe file with data. It
is clear that the 108KB appended data is nowhere to be found upon
analysis. This is because it is hidden in a section where no analysis is
done. Let us have a look at the meta-data and code of the original
exe file shown in Fig. 16 and Fig. 17 and compare them for differ-
ences. We are trying to look for any differences in meta-data or code
of the exe files because if differences are found, this would be a
disaster. The objective of the project was to append data ‘without’
disturbing the exe file.

On comparing metadata of the exe files, we see that the EXE files
look the same, this is because the data was appended in a section
which is usually never scanned. All the values in the metadata are
same for the both the files, however file sizes for both will be differ-
ent due to padding of data. Looking at the code, we see that both
files decompile to give the same code, hence upon execution, the
outputs for both the files will be same.

5. Conclusion

5.1. General Conclusion

We can see that such a method could not only ensure a very high
data security standard but also the data would be hidden from peer-
ing eyes, hence we have successfully combined the best parts of
cryptography and steganography. This helps in keeping the confi-
dentiality of critical data that was hidden. Also, format of the data to
be hidden or extension is irrelevant as any given file type will be
compressed to .zip format before encryption or decryption.
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Fig. 14: Metadata of modified EXE file
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Fig. 17: Decompiled code of original EXE file

5.2. Future Scope

Currently, this method is applicable for only exe files, however to
incorporate other file types more research needs to be done to find
vulnerabilities in the different file types. Research into multimedia
type files like video or audio can also be thought upon as their huge
sizes will allow for more data to be hidden inside undetected. Newer
encoding methods must be thought upon to achieve said goals.

File signatures are the only one security measure that prevents such
type of data addition. File signatures are the last and only line of
defence left for stopping unauthorized padding of data. Research
into vulnerabilities into file signatures by modifying PE header etc.
can extend this method of signed executables/files without compro-
mising the signature of the file itself.
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