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Abstract

Big data is growing every second without any barriers. The exponential growth rate in the number of devices connected adds the demand
for handling of large volumes of structured and unstructured data faster from these devices. Behind all of these is Big Data sitting strong
in an authoritative position. Big Data has become more important in nature, as it grows in volume without any bars and also operates in
click stream, 10T sensors and web or video content. In this case, obviously the plans used for traditional disaster recovery is outdated and
are no longer applicable. As we have found this, it is an important measure to analyze and implement a quick disaster recovery plan that
can act as a shield during cyber-attacks, natural disasters or equipment failures. The proposed system initiates protection of big data envi-
ronment considering new technologies that will keep improving with growth in data, scaling, strong security and compression as well to
make sure the critical data is safe and secure from simple and catastrophic equipment failures.
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1. Introduction

It is well known that our societies and people mostly rely on com-
puter systems and data to complete their works. That means they
expect the system to be highly available to them at anytime, any-
where. Business people and IT technicians are well aware that
even small periods of down-time may result significant loss in
finance. Earlier and even now, business organizations are making
use of disaster recovery mechanisms such as backups in tape,
transport those tapes to offsite, and recently replication of data.
One of the main challenge in providing Disaster Recovery ser-
vices is to maintain the support of Business Continuity, allowing
the applications to quickly recover after a failure occurs. A Disas-
ter Recovery Plan also provide Business Continuity by minimiz-
ing the time for recovery or get back to original state of the data
lost due to disaster. This paper discusses about how cloud plat-
forms can be used to provide low cost Disaster Recovery solutions
with support of High Speed Data Transfer. The formatter will
need to create these components, incorporating the applicable
criteria that follow.

The idea of cloud platforms is that an organization or user needs to
pay only for what they use. All the services provided by the cloud
platform providers are always available on demand so that any
user can just get in and get the resources required. The memory
and network usage are very less in Amazon Web Services (AWS)
to synchronize data from primary site to the cloud. It is possible
that, at any point of time the disaster happens, the organization can
re-quest for full amount of resources which is required to run the
application. The processes that we do can be automated through
cloud platforms where the resources are allocated automatically
once a disaster happens. The automation can thus dramatically

reduce the time of recovery after an equipment failure or data loss
which ensures the business continuity is followed. The general
architecture of the proposed system is shown below in Fig. 1.
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Fig. 1: Architecture of the Backup and Disaster Recovery Process

2. Related Works

This section deals with the various experiments and research car-
ried out on disaster recovery plans on Enterprise.

In [1], the paper talks about the mechanism that Google intro-
duced which later became one of the popular algorithms in manag-
ing Big data. The researchers who introduced the MapReduce
algorithm to perform distributed processing. Till then the pro-
cessing was simply linear for each and every piece of data. The
solution allowed the distributed computations to make way
providing the idea of fault tolerance, data partition and job sched-
uling.

In [2], the author introduces a solution that supports data backup
along with disaster recovery. Here, the best advantage is that the
user and service provider are independent each other. For e.g. to
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backup a piece of data, the user need not ask or request the service
provider as the cloud itself is the one which provides the service.
The data backup supports strong protection of data and also sim-
plifies the process of migration between two or more sites.

In [3], Lili Sun proposed the technique of Cold and Hot Backup
Strategy. These are basically the storage policies applied to the
system. It may be a partition of both Hot and Cold Backup or
completely single policy all the way. The Cold Backup Service
Replacement Strategy deals with the recovery process which gets
triggered automatically once a failure in service is detected. The
Hot Backup Service Replacement Strategy on the latter side is also
a recovery process which is focused on service composition in
dynamic network. The best part is that; during the implementation
no services are expected to go down, which means the services
will be in active state and the results will be used to analyze
whether the implementation was successful.

3. Methodology

The Disaster Recovery Plan is also known in the term of Business
Process Contigency Plan which is a group of pre-defined proce-
dures which are meant to be executed so that the effect created due
to a disaster will get minimized and the organization can always
maintain the critical operations as per the mission. Disasters are of
several forms. Even if the disaster used to happen unexpectedly, it
requires a thorough planning on the part of recovery.

A disaster may be a catastrophic failure, accidental deletion by an
user, or a device failure. Some of the key objectives of a disaster
recovery plan is to ensure there is no downtime for the important
clusters, maintain high availability, no data loss, recovery from the
point of hardware failure and also support for business continuity.

The application maintains data accuracy, consistency, and version-
ing with its complex internal mechanisms. The HBase mechanism
is used for scenarios like Disaster Recovery that supports replica-
tion of data across datacenters. Zookeeper plays an important role
in HBase Replication in the case of effective management of the
replication activity.

The architecture represents the case of copying two huge datasets
that is very much valuable to some enterprise to the Cloud. To
ensure the data is secure enough, a layer of AE-256 is performed
on top of the data. The encrypted data is then compressed to a
lesser volume and pushed to an S3 Bucket. Amazon S3 buckets
are basically the folders with unique names created to store the
data. The entire environment covered with Apache Spark to accel-
erate the power of performance.

The difference between normal backup and disaster recovery is
that the DR services gives the advantage of setting up each and
every setting the enterprise lost during a disaster, and triggers back
to setup how the servers, data and configuration were before the
occurrence of disaster. It just makes it look like the disaster has
not happened before. The data, metadata, settings and server con-
figuration including logs are backed up. The application is pro-
grammed in such a way that it can setup the server, recover data
with a trigger.

The process of recovery starts with preparing the logs of data
ready. The data is compressed and then decrypted. The backed-up
data and recovered data are compared using the metadata to check
the integrity.

It is important to understand the concepts such as Recovery Time
Objective (RTO) and Recovery Point Objective (RPO). Recovery
Time Objective is the time set for the recovery of business and IT
activities after any disaster. The aim is to calculate how fast the
activities get recovered to as usual state. This includes the set of
preparations a business takes forward in order to implement the

recovery process. Recovery Point Objective on the other side is
focused on data loss tolerance. It is calculated by looking at the
time between backup of data and the quantity of data that could be
lost in between backups. The way both differ is the purpose which
they pose to. The RTO deals with the overall business and systems
whereas the RPO focuses on data.

The administrators and data-line owners will decide the RTO/RPO
of the large datasets in the data lake. There is a concept known as
Tiered storage which helps in better storage of data and perfor-
mance. These are the three policies in the proposed solution.

3.1. Hot Storage Policy

This policy is focused on both data storage and compute. The data
that is used for processing most of the time and also popular ones
will be considered in this policy. All the replicated data will be
stored in disk.

3.2. Cold Storage Policy

Use this policy if your focus is on data storage more than compute.
Basically, the Cold policy is only for storage with lesser compute.
The data that is being used lesser will be moved to the archive in
this case. All the replicated data will be stored in archive in this

policy,
3.3. Warm Storage Policy

This policy is basically a mixed version of hot and cold. That
means some of the replicated data will be stored in disk and the
remaining ones will be stored in the archive. These storage poli-
cies are set at the point of file creation or at the lifetime of file.

The proposed solution provides an intuitive user experience which
is much integrated suite that enables the power of high-speed
backup and recovery with data protection on the Hadoop platform.
It enables enterprise users to make replicas of data across datacen-
ters for scenarios like disaster recovery. The files that are usually
backed up are the data stored in HDFS, files in local system,
HBase, and Hive tables, Impala and their respective metadata. The
data stored in HDFS helps to ensure that the critical data inside is
available at all times, even in the case of shutdown of a datacenter.

» The data which is most important for business operations are
always considered first and selected in priority.

« It will be tiring for users to always monitor and manually push
tasks. There comes the mechanism of scheduling jobs. The jobs
are scheduled for both data replication and snapshots where the
processes get triggered automatically at the time scheduled.

* The users of the system would love to see what is going on right
now. The console shows a list of jobs that are currently running,
those which are queued, completed, or failed. It is very easy and
usable for the users to just find the section and monitor the data
replication jobs quickly.

* The alerts are triggered when a data replication or snapshot crea-
tion job gets failed or interrupted. It is very important to alert the
users in that case where the business is totally dependent on
schedules.

One of the striking part in Hadoop is that the latest version sup-
ports 3X replication, means the files are copied three time to en-
sure the data is always safe. But organizations considering this are
no more interested in getting a disaster recovery plan. The mecha-
nism used for copying data is a tool known as DistCp, which
stands for Distributed Copy. MapReduce, the paradigm of DistCp
supports distribution and also is fault-tolerant.

The data collisions are avoided by setting the options so that the
process of copying multiple sources will get a safer side. All the
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operations completed including the job list, skipped files, time
required to copy files and other details can be seen in the console.
There is a feature called ‘Compare’, which cross-checks the listing
of source and destination after copying of file(s).

3.4. MapReduce Programming model

The MapReduce is the most popular programming model used for
distributed processing. It is designed in such a way that the mech-
anism allows distributed computations which is fault-tolerant.
Map and Reduce are the two stages in the algorithm. The first one
splits the data, whereas the second collects and joins the results.

A set of (key, value) pair defines the MapReduce model. The data
which is processed, steps in between, and the final phase results
work on the basis of (key, value) pair. It is impossible to run a
MapReduce job without the usage of (key, value) pairs. The
MapReduce phases are illustrated below in Fig. 2.
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Fig. 2: MapReduce Programming Model

The phases in a typical MapReduce job are of three. The first and

foremost thing is to read the source data and push it to MapReduce.

The (key, value) pair is then generated. The second part covers the
process of shuffling and grouping of output keys by (key, value)
pair so as to generate a list of values. The keys are then partitioned
and sent to Reducers. The final step is performed by Reducers
where they aggregate the lists to build a single value for each and
every pair.

3.5. High Speed Backup and Recovery using Spark

The framework called Apache Spark aims at faster performance of
distributed computing on Big Data. The platform allows loading
programs, and query it iteratively, which makes it a best-suited
tool and iterative processing which is very useful in Machine
Learning processing. It was discovered by addressing the limita-
tions in the Hadoop MapReduce paradigm which allows dataflow
in a linear fashion that makes an intensive disk-usage. Operations
performed on Resilient Distributed Datasets schedule tasks auto-
matically into partitions, maintaining the locality of persisted data.
They are also fault-tolerant and can be rebuilt at any point of time
in case of data loss.

3.6. Backup and Disaster Recovery in HBase

The data stored in HBase can be backed up and later restore at the
point of occurrence of disaster. These are the approaches to be
considered in backing up and recovering data in HBase:

3.6.1. Snapshots

Snapshots are basically the restore images that we create in operat-
ing system. Using the metadata, later the system will be able to
restore back to the time the user created that particular snapshot

Region ABC

HFile Memstore

Fig. 3: An example of Snapshots
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3.6.2. Replication

This approach is flexible during data ingestion from any data cen-
ter as it ensures that the data is replicated across other data centers.

3.6.3. Export

The Export tool is a built-in utility in HBase that helps export of
data easily from a table in HBase to Sequence files in HDFS.

3.6.4. CopyTable

CopyTable function creates a MR job that utilizes the API to read
from the table and creates a replica of the table.

3.6.5. Offline Backup of Raw HDFS Data

The clusters might be shut down for several reasons. But the user
should have the provision to still copy all the data in the HDFS.

3.6.6. Kerberos Authentication

The proposed solution supports transfer of data securely from
HDFS to Amazon S3 having source end point security as Kerber-
os and destination end point security as either Kerberos or any
other security. That is a major addition to this platform to have
different security over the endpoints. Kerberos is one of the best
available network authentication protocol which uses secret-key

cryptography.

The Kerberos protocol uses highly stronger cryptography so that
an organization will be able to prove its identity to a server across
an insecure network. The enterprise users will be in complete
control of the security — they can manage the encryption keys
without depending upon the cloud provider and can take outside
which gives the provision for users to activate their authentication
to the cloud via the organization’s Active Directory.

3.6.7. Compression of huge files using bzip2 and Snappy

Compression of data is an critical part in business organizations
where terabytes of data are generated weekly. The data and files
should be compressed in order to improve performance in backup
and saving space. Compressing files brings two major benefits: it
helps in reducing the storage required to store data and it speeds
up transfer of data across the network or to or from disk. While
dealing with large volumes of data, both of these savings are nota-
ble so as we can consider how to use compression in Hadoop.
bzip2 and Snappy also provides compression/decompression. It
does not provide maximum compression, instead it aims for a very
high-speed compression.

4. Results and Analysis

4.1. Data Description

Each and every backup required some quantity of data. We had a
set of files of types local, table and few more that would turn up
around a total of 137.84 GB (Table I) This was an experimental
set of sample data for upload purpose. Out of all, the local files
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had a cost around 120 GB. There was table having 17 lakh syslog
messages. Those datasets were added to analyze the performance
of search query. As of now, these data are stored in a disk.

Table 1: Data Sheet

Types of files Size

Local files 120GB

Datasets + Tables 13GB

Metadata 12GB

Log files 134.6 MB

Other file types 3.63GB

[Data [Downtime Incremental [Ease of [MTTR
IPerformance IFootprint Backups Implementation
Impact
ISnapshots IMinimal [Tiny Brief (Only on |No [Easy ISeconds
IRestore)

IReplication IMinimal lLarge INone Intrinsic Medium ISeconds
IExport IHigh lLarge None IVes lEasy High
ICopyTable IHigh Large INone [ves lEasy High
[API IMedium lLarge INone [Yes Difficult |Up to you
IManual IN/A lLarge lLong No Medium High

Fig. 4. Feature List

®Number of times ®File Size
Fig. 5. Daily Statistics of Backup

Table 2. Backup Speed for Block Data

Workload  Temets)  LongibiGh  Specd MR TrandaTmets)  TramserSpeedd MIA

N Aas [N 150 [ENE

h L9 " 1842 4.3

‘ 591 1.5 1i» 13
132 r 1791 435

¢ .52 & 1595 1409

I R68 | 159 1408

Table 3. Backup Speed for Metadata

Workload — Time(s)  Length(KB)  Speed(MB/s)

n 0118 24.96 0.211

b 0,121 28.33 0,234

¢ 0,028 19.09 0.682

d 0118 23.56 0,200

¢ 0,028 22,62 0.808

| 0,228 2500 0,110

The Statistical data Fig.4 shows that type of backup performed
totally depends on the size of data and business requirement.
Backups are performed daily — both morning and evening most of
the days — based on time zones. The statistics shows how fast is
the backup and recovery process.

Fig. 6: User Experience and Performance Ratings

The table above shows the user experience and performance met-
rics. It is identified that users prefer the web app over the com-
mand line. As said, the web app offers a lot of features inside a
much better intuitive screen with high performance of data inges-
tion.

5. Conclusion

As with the above result it is concluded that the proposed solution
was able to perform backup and recovery with a remarkable speed
rate. The concept of a Disaster Recovery Plan as a web app stands
out over all metric rates. The application was able to take over
humans in setting up broken servers and settings manually as well.
The error rate is less compared to the previous techniques, the
performance, intuitiveness and usability is higher as the user is
now be able to monitor server health and backup status.
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