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Abstract 
 
This paper presented user preferences in applying image and emojis use in graphical password authentication application.  There is gen-
erally lack of two-factor authentication (2FA) approach in mobile devices.  A preliminary study and a user study (N=30) have been con-
ducted to investigate on usability and security issues.  Both of the studies revealed the method of applying picture superiority effect  to 
enhance memorability of graphical password.   
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1. Introduction 

HCI is turning into core components of the gadget development 
process to improve and decorate machine services to fulfill users’ 

desires and necessities.  With the development of smartphones and 
mobile network, people tend to store all the important information 
in mobile devices.  The current infrastructure suffers from security 
vulnerabilities [1].   
Human-Computer Interaction and Security, also referred to as 
Usable Security, is a relatively new area in the field of Computing 
Science combining: Human-Computer Interaction (HCI) and 
Computer Security.  As to be said, "A chain is only as strong as its 

weakest link." This chain is referred to the human where to 
achieve high security in human computer interaction, human 
should play the main role.  [2]. 
In that case, there is a need to protect and secure the personal in-
formation within smartphones.  This protection is known as au-
thentication.  Generally, user authentication is a process of verify-
ing identity of a user.  It can be categorized into knowledge-based 
(password/PIN), possession based (certificate/card) and biometric 

based (finger/iris scan/face) [3]. 
Authentication evolves from Single Factor Authentication (SFA) 
to Two-Factor Authentication (2FA).  SFA includes only one fac-
tor used to authenticate the subject [4].  An alternative passcode 
other than PIN is required to enhance the security of 2FA when 
creating the password [5]. 
One study has shown that memorability is the common cause of 
forgetting password [6].  The definition of memorability can be 
explained as ease of remembering a specific system for the pur-

pose of enabling the casual user to log into the system back [7].  
Despite of scoring poor in terms of memorability, passwords can 
be said as the almost universal authentication mechanism [8].  
Typically, a text password consists of ASCII characters.  Too 
simple a password increases the risks of being hacked.  However, 
passwords which are too complicated are harder to be recalled.  In 
terms of ease of use and memorability issues, text-based password 

is not really recommended because it is difficult to legitimate us-
ers and hard to recall [9].   

Consequently, alternative technologies such as the use of card, 
tokens, biometric, are slowly replacing the use of passwords.  As a 
matter of fact, biometric-based authentication also faces the issues 
of security and usability.  For instance, Derawi has concluded that 
the technical challenges arise in biometric method, such as bias 
lighting conditions and unstable sample collection environment 
[10].  Klíma et al. also believe that for a number of applications in 
certain medical conditions, biometric authentication such as the 

finger or retinal scanning is not possible [11].  In the context of 
improving the memorability of passwords, and promoting users to 
practice safe authentication methods, this study will propose 
graphical password as a possible alternative to the traditional text 
passwords. 
Graphical password use images as password to provide an alterna-
tive for text-based password which is difficult for users to memo-
rize characters [12].  For over a century, psychology research have 

recognized the human mind’s seemingly superior reminiscence for 
recognizing and recalling visual data in region of verbal or textual 
truth [13].  This is called Picture Superiority Effect (PSE) [12].  
Images can be referred to a presentation of perceptual features that 
are being observed by the user [14].  For these reasons, other al-
ternatives are certainly needed, and one of the methods that can be 
applied is the use of graphical password.   
This study will implement a measurable metrics consists of usabil-

ity and security metrics in order to provide basic specification and 
analysis of the proposed system.  This study will measure on ef-
fectiveness in usability metrics and memorability in security met-
rics accordingly.  This paper presents the findings of a preliminary 
study between single factor authentication (SFA) and two-factor 
authentication (2FA) and a user study of prototype.  The goal is to 
gather and analyze user requirements for the purpose of designing 
graphical password authentication application for smartphones.  
The paper is organized as follows: Section 2 provides the related 

works of smartphones and mobile devices, user authentication, 
knowledge-based authentication, picture superiority effect, usabil-
ity and security.  Section 3 discusses preliminary study method 
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and results.  Section 4 reports on how the user study is conducted.  
While Section 5 presents discussion from user study.  Finally, 
Section 6 concludes the work and highlights a direction for future 
research. 

2. Related Works 

2.1. Smartphones and Mobile Devices 

Mobile phones are expected to be in the hands of 66% of the 
world's population by 2022, with mobile device usage slated to 
reach 5.5 billion users by then [41].  In Malaysia, the number of 

smartphone users was estimated to reach 19.9 million in 2017 [42].  
Given the statistical percentage of mobile devices usage nowadays, 
it is important to establish the core usefulness of mobile devices in 
implementing graphical password. 
One study has shown that smartphones is a small, portable and 
powerful device that can serve users with multiple task [15].  The 
NIST Special Publication 800-124 defines mobile devices: by 
having a (a) “small form factor”, by providing (b) “at least one 

wireless network interface”, by having a (c) “local built-in (non-
removable) data storage”, by using (d) “an operating system that is 
not a full-fledged desktop or laptop operating system”, and by 
supporting (e) “applications available through multiple methods” 
[16].  Abate et al. defines smartphones and mobile devices as an 
equipment with progressive sensors such as high-resolution cam-
eras, digital compasses, gyroscopes, accelerometers and position-
ing systems [17].  Consequently, a great deal of research has fo-
cused on the technology of mobile devices solely.  This study 

defines the criteria of a mobile device as: (1) a visual display with 
a touch screen, (2) are primarily used to manage personal data and 
(3) focus on smartphones 
The current study examines the usability and security part of the 
smartphones: authentication.  This area had been less neglected 
until recently security has become an essential issue in protecting 
data privacy, as the majority of literature on mobile devices has 
focused on the technology side of mobile devices and smartphones.  

Abate et al. reported that users often declined to use passwords or 
other methods of securing their mobile devices [17].  To investi-
gate the usability and security part of smartphones’ authentication, 
the different methodologies must be examined. 

2.2 User Authentication 

Single factor authentication (SFA) is a means of verifying cus-
tomer identity.  The classic example is a PIN or password [18].  It 

was rated significantly less usable than two-factor authentication 
(2FA), contradicting the commonly-held assumption that in-
creased security leads to poorer usability. 
Two Factor Authentication, also known as 2FA, two step verifica-
tions or TFA (as an acronym), is an extra layer of security that is 
known as "multi factor authentication" that requires not only a 
password and username but also something that user has only on 
them.  For example, a piece of information only they should know 

or have immediately to hand - such as a physical token [43].  An 
example of this mechanism is Google 2- step Verification.  This 
verification works by providing two steps of authentication.  First, 
the user will enter the password.  Second, a code will be sent to 
user’s phone via text, voice or mobile app.  The advantage of this 
verification is that the account will be protected both on the user’s 
knowledge-based password and possession-based phone [44]. 
The multifactor authentication market was valued at USD 5.22 
billion in 2016 and is expected to reach USD 12.51 billion by 

2022, at a CAGR of 15.52% [45].  The interest in multi-factor 
authentication has been on an ascending trend, especially towards 
the second part of 2017.  Despite being the new authentication 
hack target for attackers, multi-factor authentication is expected to 
continue its growth through 2018 [45].  Given the trending that 
multifactor authentication is expected to continue growing, it is 

relevant to create an understanding of user authentication in the 
context of multifactor.   
User authentication is the verification of an active human-to-
machine transfer of credentials required for confirmation of a 
user’s authenticity.  One study has defined that user authentication 
as a process to verify identity of a user.  They categorized the 
authentication methods as knowledge-based (password/PIN), pos-
session based (certificate/card) and biometric based (finger/iris 

scan/face) [3].  Consequently, a great deal of research has focused 
on the contexts of the authentication scheme itself, rather than 
investigating on how human reacts to different authentication 
scheme. 
The current study analyzes the human behavior in different au-
thentication based on context given [19].  The categorization of 
user authentication is further supported by the research work made 
by Liu et al.,in 2015, where they divided also authentication into 

three different types, knowledge-based, token-based and bio-
metric-based [20]. 
In view of these categorization, it can be concluded that 
knowledge-based authentication is something a user knows such 
as password or PIN.  On the other hand, possession-based or to-
ken-based authentication is something a user has.  For example, a 
certificate or card.  While biometric-based authentication is some-
thing a user is, such as iris scan, fingerprint and face recognition. 

Table 1 compares the definition and examples for each category of 
user authentication.  This section discusses knowledge-based au-
thentication method as the main issue.  By seeking problems of 
traditional password method, this section specifically emphasizes 
on past and present studies of password method in order to seek 
possible alternative solutions. 

Table 1: The Categorization of User Authentication 

Category Definition Example 

Knowledge-based Something a user knows Password, PIN 

Possession-based Something a user has Certificate, Card 

Biometric-based Something a user is (Physical 

or Behavioural) 

Fingerprint, Iris 

Scan, Face 

2.3 Knowledge-Based Authentication 

Rogowski et al. define knowledge-based methods as some sort of 
user knowledge which require some effort to remember because it 
depends on user memory.  For example, passwords, PINs, pattern 
locks and graphical passwords are all depending on user to do the 
authentication process [21].  Password faces multiple problems 

and it arises largely from limitations of human’s memory.  User 
must be able to memorize a bunch of strings during authentication 
which in result, tend to forget their passwords [22].  There is an 
accepted theory, dual-coding theory, which explaining word-based 
and image-based memory are represented differently in human’s 
mind [14].  This is because user tend to have multiple accounts 
where it requires different credentials and passwords.  This situa-
tion increases the password problem.   
According to Grady et al., it is important to survive in visual envi-

ronment by memorizing various aspects of a picture [23].  This 
statement further supported by Paivio in his book, where he stated 
that “Imagery is somewhat ironic that imagery was largely ne-
glected throughout the reign of dualistic experimental psychology 
that laid the assumptive foundations of cognitivism, which accept-
ed imagery as a respected visitor.”[24].  Adequate security must 
be provided in order to achieve successful authentication system.  
At minimum, a proposed authentication system should be able to 

identify common attacks and satisfy usability requirements, such 
as efficiency and memorability[7]. 

2.4 Password 

Early work by Renaud and De Angeli stated that the almost uni-
versal authentication mechanism is passwords, despite of poor 
memorability [8].  In 2013, Andriotis et al. stated that text-based 
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password exposed for the attackers in terms of security and it is 
hard to remember [9].   
Several researchers addressed the issues of usability and security 
which can be found in the use of password method.  Humans feel 
difficult when it comes to memorize a bunch of strings which do 
not have any related meanings.  To ease their way of remembering 
passwords, they often organize their less secure password by relat-
ing them with everyday things [8].  This led to the problems of 

security in password method.  In 2014, Andriotis et al. stated that 
alphanumeric and textual passwords are exposed to dictionary 
attacks.  The statement by Renaud and De Angeli in 2004 had also 
been supported by claiming that easy and non-complex passwords 
are the most chosen method in authentication process [25].  All 
these studies can further be justified that the reason for not using 
password method as the main authentication in this study.   

2.5 PIN 

Early in 2005, Clarke and Furnell has defined PIN as an authenti-
cation approach that depends on some sort of users’ knowledge.  It 
consisted of 4 – 8 digit Personal Identification Numbers (PINs) 
[26].  By considering PIN to be used in smartphones, Andriotis et 
al supported that in most cases PINs are used as phone lock mech-
anisms [9].  PINs or patterns alone may not be able to provide 
sufficient protection for the information stored on the device. 

2.6 Pattern Lock 

Android Pattern-Lock is a two- dimensional square grid of nine 
nodes that serves as a drawing canvas.  The smartphone user has 
to form a shape that links between four and nine nodes [25].  To 
unlock device, people will have to swipe their finger on touch 
screen.  It is called Android’s pattern lock.  Unfortunately, this 
action leaves behind smudges.   

2.7 Graphical Password 

Graphical password in smartphones is being introduced into mo-
bile authentication at an increasing rate.  Smartphones and mobile 
devices equipped with progressive sensors such as high-resolution 
cameras, digital compasses, gyroscopes, accelerometers, position-
ing systems provide a wide platform for researchers to enhance 
built in functions of these devices [17].  In 2015, Mayron de-
scribed smartphones as small, portable and powerful device that 

serve users with multiple task [15].  This study classifies graphical 
password into three categories: recall-based, recognition-based, 
and cued-recall based [28].   
Recall-based graphical password systems or drawmetric system 
refers to the action of recalling and reproducing a secret drawing 
[29].  This system allows users to draw password on blank canvas 
or a grid [28].  Recall is a difficult memory task as it requires re-
trieval without memory prompts. 

The second category is recognition-based systems, also known as 
cognometric system [29].  It is concerning with memorizing a 
portfolio of images (faces, art, objects, etc)during password crea-
tion, and recognizing images among decoys to log in [28].   
Another category is, cued-recall systems.  This system requires 
user to remember and target specific locations within an image.  It 
also called locimetric system [29].  This study applied the feature 
of clicking certain areas on image to able the users to accurately 

retain visual memories of objects they previously attended.   

2.8 Picture Superiority Effect 

The Picture Superiority Effect (PSE) is the well-established exper-
imental finding in retrospective memory research that people ex-
posed to stimuli in picture format perform better on explicit retro-
spective memory tests than people exposed to the same stimuli in 
word format.  The picture superiority effect suggests that you 

would remember to complete more tasks with the picture to-do list 

[30].  In other words, graphical password method is more likely to 
be remembered experientially if presented as pictures rather than 
words [31]. 

2.8 Usability and Security 

The definition of usability is the extent to which a product can be 
used by specified users to achieve specified goals with effective-
ness, efficiency and satisfaction in a specified context of use (ISO 

9241-11) [32].   
According to Bevan, standards related to usability can be divided 
into the use of the product, the user interface and interaction, the 
process used to develop the product, and the capability of an or-
ganization to apply user centered design [32].  Further definition 
of usability can be described by Kainda et al. where they have 
concluded usability in one solid sentence, usability consists of 
effectiveness, efficiency, satisfaction, learnability, and memorabil-

ity [33].   
Another domain that will be described is security.  Security is 
concerned with the study of how security information should be 
handled in the user interface and how security mechanisms and 
authentication systems themselves should be ease of use [34].  
Kainda et al. stated that definitions of security are depends on the 
types of attackers [33].  
Thus, in order to fulfil the needs in human computer interaction 

areas, there are three main contributions should be provided: a) 
implement the picture superiority effect (PSE), b) offer usable 
interaction capabilities (e.g. clicking on image on touch screen, 
dragging emojis), and c) provide adequate security for authentica-
tion scheme.  

3. Preliminary Study 

In order to understand user requirements for two-factor authentica-
tion, a preliminary study was conducted.  The main aims of this 
study are as follows: a) to gather and analyze user requirements 
for the purpose of designing graphical password authentication 
application for smartphones; b) to understand user requirements 
for two-factor authentication. 
In this preliminary study, 8 undergraduates and postgraduates’ 
students (4 males and 4 females) from different courses of 

Universiti Putra Malaysia were voluntarily recruited.  Age range 
of the sample was 21-30 years old (mean = 1.6 years and sd = 3.5 
years).  Participants were recruited to do the evaluation tasks for 
20 minutes.  Four smartphone-based prototype application Emoji 
Lock Screen, Pass-Go, MIBA (Multitouch image-based authenti-
cation on smartphones) and TAPI (Touch–screen authentication 
using partitioned images) were provided.  Pass-Go, MIBA and 
TAPI were implemented by using GraphicalPassword.apk. project 

where it consists of four different graphical password schemes: 
MIBA, Pass-Go, TAPI and UYI.  All these four schemes were 
chosen to facilitate replication of research results and encourage 
the use of graphical password schemes[35].   
The study was carried out in the laboratory of Faculty of Com-
puter Science.  One experimenter evaluated the task by conducting 
briefings before and after the tasks.  A consent form was given to 
each participant and a practice session was administrated.  A ques-

tionnaire was provided to the participants after the evaluation 
tasks.  The information requested included the participants’ demo-
graphic, their current practice of smartphone authentication and 

usability and security awareness of graphical password.   

3.1. Task Procedure 

Prior to the evaluation study, a simple training task was conducted 
as a warm-up session to familiarize themselves with the features 
and functions of the system for at least 5 minutes.  The training 
session included steps on how to create password and log into the 

application.   
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For the first task, the participants were required to use Emoji 

Lock Screen application (Single Factor Authentication – SFA) 
(Fig. 1).  This application was developed by EmojiArtStudio with 
size of 14MB [46].  The main feature of this Android application 
is users can increase their privacy security by changing default 
phone lock screen with smiley.  For Emoji lover, they can also set 
Emoji as PIN password in unlocking phone.  Besides, this applica-
tion allows users to set their favorite photos on their lock screen.   

 

 
Fig. 1: Emoji Lock Screen 

 
The second task is proceeded with Pass-Go application (Single 
Factor Authentication – SFA) (Fig. 2).  This application is a grid-

based scheme which requires a user to select (or touch) intersec-
tions, instead of cells, as a way to input a password [36].  Partici-
pants were asked to draw their desired pattern in the designated 
grid.  The pattern has to contains six line segments and/or dots.   
 

 
Fig. 2: Pass-Go 

 
The third task is by using MIBA (Multitouch image-based authen-
tication on smartphones) (Two-Factor Authentication – 2FA) (Fig. 

3).  Participants were required to mark multiple points on an im-
age, where it can be consisted of multiple rounds.  MIBA resolves 
the image chosen in the second layer of authentication by using 
image background as cues [37].   
 

 
Fig. 3: MIBA 

 
For the last task, the participants were required to use TAPI 
(touch–screen authentication using partitioned images) (Two-
Factor Authentication – 2FA) (Fig. 4).  Participants were required 
to select a correct partition of the image in a proper sequence.  

TAPI increases security by having the user not only enter one of 
16 images in proper sequence, but also to select a correct partition 
of the image (in Fig. 4, the partitions of each image are top, right, 
bottom, and left as marked by the red Xs). 

 
Fig. 4: TAPI 

 
All of these four tasks were conducted in the same way as stated 
here.  First, the participants positioned themselves with the mobile 

device located on the table.  Next, the participants were required 
to read the instructions provided by the experimenter.  Then, par-
ticipants needed to alert the experimenter when they were ready to 
do the experiment.  At this point, the stopwatch started, and the 
video began recording.  The users were asked to complete the 
tasks and informed the experimenter once they had successfully 
completed this first task.  The time were recorded, and the video 
recording stopped.  Upon completing the four tasks, each partici-

pant was required to complete the questionnaire; information in-
cluded the participant’s demographic background and the partici-
pant’s current practice of smartphones’ authentication method and 
authentication scheme preferences.   

3.2 Results 

A list of statements requiring agreement of level were asked to the 
participants in order to gain basic knowledge and perception to-

wards single factor authentication.  First, in terms of the easiness 
of understanding how single factor authentication works, 75% of 
the participants strongly agreed that single factor authentication is 
easy to understand (Fig. 5).  Similarly, by determining the easiness 
of creating password in single factor authentication, 88% of the 
participants acknowledged this fact (Fig. 6).   
 

 
Fig. 5: Easiness of Single Factor Authentication 

 

 
Fig. 6: Easiness in Creating Single Factor Authentication Password 

 
On the other hand, the pie chart shows how respondents rated the 

easiness of remembering password in two-factor authentication 
compared to single factor authentication.  As might be expected, it 
is clear from the data that two-factor authentication password are 
easier to be remembered than single factor authentication pass-
word.  Referring to the statements of gaining their preferences in 
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remembering two-factor authentication password, 25% of the 
participants agreed, being in neutral state, and disagreed to this 
statement distinctively (Fig. 7).  There were also considerate num-
bers of 38% participants strongly agreed on two-factor authentica-
tion is more secured to single factor authentication (Fig. 8).   
 

 
Fig. 7: Easiness of Remembering Two-Factor Authentication Password 

 

 
Fig. 8: Security Level of Two-Factor Authentication 

 
Based on these results, it can be concluded that in terms of usabil-
ity, users preferred single factor authentication compared to two-
factor authentication, mainly because on the easiness of creating 
and remembering password.  In contrast, in terms of security, two-
factor authentication stands out to be the preferred authentication 
method.  Therefore, this study will implement the use of two-
factor authentication scheme. 

4. User Study 

SecureImageEmoji, a two-factor authentication mechanism was 
developed.  In the first round of authentication, users need to cre-
ate a graphical password by choosing an image from the six imag-
es provided.  The process followed by choosing and dragging four 
selected emojis to the image selected before.  There are a total 

number of 30 individuals who participated in this study (13 fe-
males, 17 males), in the range of age from 21 to 30 (m = 1.6; sd 
=13.4).  Participants had interaction experience with smartphones.  
The participation from users were voluntary and all users consent-
ed their interactions with the prototype to be documented.   

4.1 Task Procedure 

In order to conduct the study in quiet environment, the experi-

menters held the study in a laboratory of Faculty of Computer 
Science, and each participant were asked to take a seat with cam-
era mounted at the above of the smartphone approximately a 30cm 
distance from the display (Fig. 9).  At the beginning, the partici-
pants were introduced to the procedure of the study, having com-
pletely familiarized themselves with how the prototype works.  To 
generate a graphical password, the participants were required to 
register first and log into the prototype.  Firstly, participants had 

been required to pick out an image from a grid of 6 pictures (Fig. 
10).  Then followed by selecting and dragging four desired emojis 
onto desired area on previously chosen image (Fig. 11).  At the 
end of the study, participants were provided with questionnaires to 
gain their experience with prototype, and the strategies they im-
plemented when selecting image and emojis. 

 
Fig. 9: User Study Setup   

 

 
Fig. 10: Interface of Image Selection (1st Factor) 

 

 
Fig. 11: Interface of Emojis Selection (2nd Factor) 

4.2 Results 

According to Harrison et al., efficiency can be measured in a 
number of ways, such as the time to complete a given task, or the 
number of keystrokes required to complete a given task [7].  Effi-
ciency of password was measured as the proportion of participants 
who logged into the prototype in a certain of time.  Details of time 
to sign up and time to login into prototype were captured in this 
study.   

The mean time when signing up a password for the experiment 
was at 86.49 seconds.  This can be explained by three main fac-
tors: a) The time-consuming nature of the task put off a lot of 
participants.  To complete the study, participants had to choose 
one image as background password and drag four emojis onto the 
previously chosen image; b) 23% of the participants reported that 
it was difficult to determine emojis’ location on image (Fig. 12).  
It was probably because there were no specific cue or grid on im-

age to be provided to users to put on their selected emojis [28]; c) 
30% of the participants stated that they had difficulties in dragging 
and dropping the emojis, probably because lack of basic experi-
ence in drag and drop activity, which requires user to long press a 
certain object then drag (Fig. 12).  Fig. 13 illustrates the mean 
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value for time to sign up between gender.  According to the bar 
chart, male participants had an average time of 76.35 seconds in 
registering their password (Fig. 13).  Female participants also 
reported to be quite similar as male participants with the mean 
value of 72.62 seconds. 

 

 
Fig. 12: Opinion on The Most Challenging Task in Prototype 

 
Fig. 13: Mean Value for Time to Sign Up between Gender 

The overall time when logging in the prototype for the exper-

iment was at 34.6 seconds.  This can be explained by this state-
ment, where 30% of the male participants and 27% of the female 
participants had successfully logged in to the prototype at the first 
attempt (Fig. 14).  This is primarily because the picture superiority 
effect of images and emojis helped them in memorizing their 
password [30].  Further analysis on logging time can be supported 
by the total mean value by gender.  The bar chart shows male 
participants had the average time of 29.71 seconds when logged 
into the prototype.  While female participants stood out to have the 

mean value of 30.15 seconds in logging in the prototype (Fig. 15).  
It can be concluded that logging into the prototype would be much 
faster as the participants were able to recall all related image and 
emojis.   

 

 
Fig. 14: Login Success Rates by Gender 

 

Apart from that, a considerable number of participants stated 
that they used the strategy of remembering images that have pic-
ture superiority effect, primarily because the images provided are 
clear and attractive.  In keeping with this superiority effect, hu-
mans have a significant, nearly limitless, visible memory, and 
images tend to be remembered some distance higher and for long-
er than words [29].  The pie chart shows the appearance of image 
plays an important part in determining graphical password.  There 

are 50% of the participants strongly agreed the images used in this 
prototype are clear and attractive.  However, the percentage de-

creases at 3% where the participants disagreed on this statement 
(Fig. 16).  This is primarily because the participants preferred to 
choose their own images from gallery.  For example, a participant 
stated “please provide a picture that user can relate the emoji 
with that picture, so that people can memorize easily.”.  This 
statement can further be supported by the results from this bar 
chart (Fig. 17).  60% of the participants preferred to choose image 
on their own.  As it can be said that users did not know how to 

select images as password as there are no specific strategy given 
to them, hence the practical strategy was suggested.   

 

 
Fig. 15: Mean Value for Time to Log In between Gender 

 
Fig. 16: Images Clear Appearance 

 
Fig. 17: Preference on Choosing Images in Prototype 

Of the 30 participants that were recruited in this study, 45% of 

them stated that the emojis provided are clear and attractive (Fig. 
18).  This statement further supported by collecting the partici-
pants’ opinion on what kind of emojis are useful for their own 
method in memorizing them.  For instance, several participants 
stated “daily emojis like love, smile and thumbs up”, “funny and 
attractive emojis”, “color and expression of emojis”, etc to sup-
port their method of determining emojis selection.   

 

 
Fig. 18: Emojis Attractive Appearance 

Apart from this, the results from this bar chart shows 80% of the 
participants love to have emojis offered to them, while there are 

only 20% of them preferred to choose emojis on their own (Fig. 
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19).  The reason behind this is that emoji are part of the Unicode 
standard, and special emoji keyboards are available on all major 
mobile platforms [38].  According to Seitz et al., there are current-
ly around 2600 different emojis as part of the Unicode standard 
[39].   
 

 
Fig. 19: Preference on Choosing Emojis in Prototype 

To conclude this, further improvement on this prototype should 
include a subset of emojis (“people” category, “nature”, “foods”, 
“activity”, “places”, “objects”, and “symbols”) to study the effect 
of distinctiveness on memorability [39] since the majority of the 
participants responded positively to have emojis offered to them. 

5. Discussion  

The main findings of the paper discuss the use of image and 
emojis in graphical password has affected: (1) graphical password 
memorability; (2) time to sign-up; and (3) time to login. 
Finding 1 – Picture superiority effect [30].  Picture superiority 
effects enhances the graphical password memorability.  It can be 

explained as “Images are presented in a method of retaining visual 
features and are assigned meaning of what has been observed 
directly” [28].  The choices of images and emojis offered to the 
participants were clear and attractive.   
Finding 2 –Determining the location of emojis in the image is the 
most difficult task during signing up password.  Results reveal that 
the two problems (determine location of emojis and drag, drop 
emojis) are the least productive in creating a graphical password in 

this prototype.  For the problem of determining location of emojis 
on image, a grid-based discretization on image should be provided 
[28], which prevents them for locating the emojis on image.  
However, the difficulty in dragging and dropping emojis prevents 
them for locating correctly on image.   
Finding 3 – Measures in efficiency is the most usable in terms of 
graphical login.  By linking emojis to the image background, it 
helps the participants to memorize their password.  Regarding the 

emojis, variety of emojis helps the users to construct their series of 
emojis choices [40].   
Overall, the study has shown that drag and drop activity prevents 
the users to log into the prototype quickly, which directs into a 
new solution when using graphical password. 

6. Conclusion  

This paper enhances graphical password authentication mecha-
nisms by understanding users’ preferences from the view of pic-
ture superiority effect and relation between security and usability.  
Regarding theory, the study stated that picture superiority effect 
has directly affect usability aspects in graphical password.  Re-
garding application, the study revealed that the application should 
be enhanced on the usability issues.  For example, the images and 
emojis used or the drag and drop activities may influence usability 

and security in different ways, which is something this study plans 
to explore in future work. 
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