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Abstract

Storage servers may not be fully trusted in cloud storage. So, it is of critical importance for users to check whether the data stored are
kept intact or not. In this paper, an efficient and secure integrity checking method based on iris feature extraction and Elgamal algorithm
is presented. This method gives the cloud users more confidence in detecting any block that has been modified. Additionally, the pro-
posed scheme supports data dynamics by employing Merkle Hash Tree (MHT), which is used to store the location of each data operation.
Data dynamics include such data operations as block modification, insertion, and deletion. With the proposed method, provable data
possession and remote integrity checking under secure computation are provided. The performance and security analysis show that the

scheme is secure and can be practically used for cloud environments.

Keywords: Cloud Storage; Data Integrity Checking; Iris Feature Extraction; Data Dynamics; MHT.

1. Introduction

Cloud storage offers many benefits, including greater accessibility
and reliability, rapid deployment, and strong protection for data
backup over the Internet. Nowadays, a growing number of organi-
zations and individuals prefer to remotely outsource their data to
cloud storage to enjoy its benefits [1]. However, once a data own-
er uploads data and deletes the local copies of the files, the owner
no longer possesses physical control over the outsourced data.
Thus, protecting the integrity of data in the cloud is essential.
Moreover, the data stored in the cloud are not only accessed but
also frequently updated by users, with such actions as insertion,
deletion, modification, and so on. Thus, findings ways to support
the dynamic features of cloud storage has become an important
research topic. The storage server is assumed to be untrustworthy
in terms of both security and reliability. Most papers have intro-
duced methods to manage user possession and integrity of data in
cloud storage [2-4]. Whether the outsourced data are intact or not
is one of the issues that users must deal with when using cloud
storage. Gradually, the proposed schemes have attempted to ad-
dress the dynamic data operations required in cases when users
frequently update their data in the cloud. At the block level, the
main operations are block insertion, block modification, and block
deletion. Thus, another desirable feature of cloud storage is data
dynamics. In this paper, | benefit from [5] to achieve my work,
and | present a method for ensuring the possession and integrity of
data as well as data dynamics. The proposed method is based on
biometric technology, which is considered one of the modern ap-
proaches in the security field. Generally, biometrics employs
physiological or behavioral characteristics to precisely identify a
subject. Commonly used biometric features include the face, fin-
gerprints, voice, iris, retina, gait, palm print, hand geometry, den-
tal radiograph, and so on. This work involves the iris. Iris recogni-
tion has been considered an effective approach in carrying out
individual identification during the last decade [6]. In this pro-

posed system, iris features used that are taken from the cloud user.
All data blocks and their meta-data are stored at cloud storage in
the setup phase. When the cloud user challenges the storage server
by selecting random data blocks to be verified, the server returns
the proof of this challenge to the cloud user. The cloud user then
computes his values of these data blocks and verifies whether they
are equal. The Merkle hash tree (MHT) is introduced to support
data dynamics when it records the location for each data opera-
tion.

The rest of this paper is organized as follows: Section 2 illustrates
the related work, design issues are presented in Section 3, Section
4 describes the proposed scheme in detail, Section 5 addresses
support data dynamics, Section 6 discusses security analysis and
performance of this work, and finally, Section 7 concludes the

paper.
2. Related work

Ateniese et al. [2] presented the first formally defined provable
data possession (PDP) protocol, to verify the integrity of stored
data in the cloud without downloading the entire data. They used
homomorphic verifiable tags based on public key cryptography to
produce a single tag by combining the block tags. Their method
also allows a server to construct a proof and permits the client to
check whether the cloud server has intact blocks, even if the client
may not have access to the blocks. However, their scheme has the
followingg drawbacks: it incurs high computation and communi-
cation overhead on the server; it cannot provide fully secure data
possession, and it cannot prevent data leakage. In a later work,
Ateniese et al. [7] proposed a new PDP, in which they improved
the scalability and efficiency of the previous method [2]. In the
new scheme, they used symmetric key cryptography to overcome
the problem of data dynamics; however, the method is unable to
completely solve the problem and also requires high computation-
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al overhead on the data owner. Chen proposed a scheme using
homomorphic hashing-based PDP, which provides unlimited
number of queries [8]. However, the drawbacks included data
dynamics and proof of retrievability (POR). Juels and Kaliski
introduced the concept of POR and proposed a formal POR proto-
col definition and accompanying security definitions [3]. They
used sample blocks, called sentinels, which are hidden among
regular file blocks that the server cannot differentiate from en-
crypted blocks. Unfortunately, this scheme suffers from draw-
backs. First, the number of challenges are limited; second, it re-
quires computation and storage overheads, which arise from the
error recovery and data encryption processes. Shacham and Wa-
ters [9] proposed another POR scheme, which is built from BLS
signatures. However, because it has the shortest query and re-
sponse with public verifiability, it is only applicable for private
auditing. Dodis et al. [10] first formally defined the POR code.
The constructions either improved and generalized the prior POR
constructions, or equipped existing POR schemes with the re-
quired properties. The main insight of their scheme comes from a
simple connection between POR schemes and the concept of
hardness amplification, which has been extensively studied in
complexity theory. Wang et al. [11] first studied the problem of
ensuring the integrity of data storage in cloud computing. They
introduced a TPA to audit the cloud data storage and used a public
key-based homomorphic authenticator with random mask tech-
nique to achieve a privacy preserving public auditing system.
However, this public auditing cannot resist against existential
forgery using a known message attack. Moreover, the protocol is
vulnerable to attacks by a malicious cloud server and an outside
attacker through four specific attacking schemes. In another study,
Zhu et al. [12] proposed an interactive POR scheme that aimed to
prevent the fraudulence of prover and the leakage of verified data.
They gave full proofs of soundness and zero-knowledge properties
by constructing a polynomial time rewindable knowledge extrac-
tor under the computational Diffie-Hellman assumption. In a later
study, Wang [13] proposed a scheme-based bilinear pairing tech-
nique, which has a major drawback, that is, it cannot prevent in-
formation leakage. Yuan et al. [14] designed a scheme that aimed
to support efficient and secure data integrity auditing with storage
deduplication for cloud storage. Their proposed scheme is based
on several techniques, including polynomial-based authentication
tags and homomorphic linear authenticators; it also allows the
eduplication of both files and their corresponding authentication
tags. Data integrity auditing and storage deduplication are
achieved simultaneously. However, their scheme does not support
privacy and only permits static updates.

3. Design issues

3.1. Problem statement

We consider a cloud storage system consisting of three parts. The
first one is the cloud user (CU) who possesses the data files that
are to be stored in the cloud. The CU stores data on the cloud
server and does not keep a local copy. Hence, the CU should be
able to verify the integrity of the data stored in the remote non-
trusted server. The second one is the cloud server, which is con-
trolled by a third component that knows the cloud service provider
(CSP) that will provide data storage service and has important
storage space and computation resources. The CSP must ensure
that all significant data are covered and only formal users have
access to the data in its entirety. The CSP has the ability to ensure
that applications available as a service over the cloud are secure
from adversaries. Assume a general cloud computing model in-
volving n cloud servers, which may be monitored by one or more
CSP. The CU delegates his data to the cloud servers and employs
the cloud servers as data storage, thereby submitting some func-
tions for computation. Additionally, we must refer to an important
component called the third party auditor (TPA). The TPA has
skills and capability to evaluate the security of cloud storage ser-

vice instead of the CU upon request. The CU depends on the CSP
to save and preserve his data. The CU may also automatically
cooperate with the CSP to arrive and update his stored data for
different application purposes. Sometimes, CU relies on the TPA
to guarantee the storage security of his data, while wishing to pre-
serve his data private from the TPA.

3.2. Merkle hash tree (MHT)

The overall idea of Merkle hash tree is to compose a tree based on
a one-way cryptographic hash function h (.) [15]. Then, each leaf
node can be verified through its authentication path information
(API). Since only the hash functions are computed, the computa-
tion cost of verification is too low. We explain the construction
and application of the Merkle hash tree through a sample example
(see Fig.1).

Root =R depth

hthy, hs)
hy
hih(b,), hib,))

Fig. 1: Sample of MHT with Four Data Blocks.

The values of the four leaf nodes are the message hashes, i.e., hi=h
(bi), (i=1, 2...,4), respectively. The values of internal nodes are
derived from their child nodes. For instance, the value of the node
hi is hiz=h(h(bs),h(b2)), and the value of the node hz is
hs4=h(h(bs),h(bs)). Each leaf node can be verified with R and the
corresponding API. For instance, the node hl can be authenticated
by the server who stores R as follows: h1 sends bi and the corre-
sponding API=(h(b2),h2) to the server. Then, the server can check
the authenticity of node hi by first computing hi=h(h(b1), h(b2)),
h2=h(h(b3), h(bs)), R=h(h1, h2). And then, the server checks

whether the computed R' s the same as the existing R. The server
accepts hy, only if the two values are equal.

4. The proposed scheme

In this section, | explain the scheme in details which aims to pre-
sent a robust method for data integrity and support data dynamics.
The scheme has three components, namely, the cloud user (CU),
the cloud server provider (CSP), and the iris features (fr) of the
cloud user. The proposed scheme will describe as follows.

4.1. Configuration process

First Stage: The CU generates his iris features. Fig.2 shows the
main difference between traditional way (A) and proposed method
(B) for obtaining iris features. As can be seen, the traditional way
(A) is very costly, because needs hardware and software to obtain
the iris features. The term “pay as you go” is a great solution in
the cloud, and we can rely on the CSPs, such as Google, Amazon
and Microsoft, which provide cost-effective services for both
communication and computation. Meanwhile, (B) shows the
mechanism for generating iris features based on the CSP; the data
are stored in the CU’s USB for use in the proposed scheme (Fig 3).
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Fig. 2: Main Difference between Traditional Way (A) and Our Prposed
(B) for Obtaining Iris Features.
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Fig. 3: Mechanism for Generating Metadata.

Second Stage: The CU splits his data file F into n blocks {bz, bz,

., bn}, each containing m bytes as {di, dz,...,dm}. For every data
block in F and use MHT to store metadata and original data into
the cloud server. Fig. 4 describes how the metadata is generated
and stored at cloud storage. In my scheme the metadata is generat-
ed as the following based iris extraction: With each two leafs foe
example b1, b2: hi=h(h(b1), h(b2),h(FI)), and so on for the rest.
Where the FI is the extraction of iris.

Broo—H(hy. h,) |

/\

I Bi=H{(b,, b2, FD | ho=H(bs, bs, FI) |

VN i

e Next, the cloud server sends a response to the CU, which
contains important elements: K1, Y1, Y2, Ei, sigg1(R)

e Then, the CU follows the following procedures

- The first thing is to generate K2 = = Ki'mod P

- Then, computes b(i,j)=Y1 * K2 ~mod P

e Finally, the CU concludes b (i, j) using the Decg,h(i, j), and
compares Y2 with the b (i, j)* £z mod P which are sent. If so,
the authentication is applied. additionally, the CU uses origi-
nal MHT according to the data block which sent by CS, to
verify sigg, (R)= sigk, ((R), if so, the data integrity is
proved, then the data are not modified; otherwise, if not
equal, the data are modified.

4.3. Computation verification

Elgamal algorithm is used in this scheme for secure authentication
[16]. The CU performs verification by choosing a random subset
S={c1, ¢z, ...., cn} from the domain [1, n], and sends this challenge
requests to the cloud server. For each ci € s, the cloud server finds
in the Merkle hash tree a path of ci, from the leaf to the root. For
each node on this path ci, then the cloud server sends the sibling
sets and sigkz(R) to the cloud user. The cloud user gets the values
from the cloud server and generates the signature signﬁa(R) us-

ing the result and the sibling value set sent by the cloud server. If
the signature signﬁz(R) matches with the sigkz(R), the cloud user

confirm that the computations are done correctly. This work is

performed as shown in Fig. 5 bellow.
Assumes the

Cloud user has some parameters
random number

So, he computes K= a* mod P
Then, calculates:

K=f"mod P
Yi=b(1))* K; mod P

Ya=H(Y)

E=Ence(¥1. j))

@, P, dand performs
. he computes f=a mod P
B.a P

Ku¥e H(Y)) Ei sigK1(R)

generate Ky = K mod P
computes b(ij)=Y,* Ky~
Verify

b(i.j) L Decg, (i)

¥: L H(Decg, i) ) * K: mod P

If so , the authentication is applied. CU uses
original MHT according to the data block
which sent by CS, if so, the data integnity is
proved

Y mod P

o 1= 1 - w1

Fig. 4: Sample of Metadata which Stored at Cloud Storage.

4.2. Data integrity prove

In this stage, several important processes are followed to complete
my checking. These are described below.

e The CU challenges the cloud server by specifying the block
number i and the byte number j. So the verifier sends chal-
lenge (i, j) to the cloud server.

e  The cloud user assumes that he has the following parameters:

- «Pd

- He computes g=¢< mod P

- Then, he sends s, @, P to the Cloud server

e The cloud server generates some values as follows:

- Assumes that the cloud server has t random number So, he
computes Ky= & mod P

- Then, calculates:

- Ke=F'mod P

- Yi=b(i,j)* K2 mod P

- Y2=H(Y1)

- Ei=Encg,(b(i, j)), b(i, j): value of original-data at the jth byte
in the ith block.

cloud server has

Fig. 5: System Flow Diagram.

5. Providing data dynamic

In this section, we show how the MHT based scheme can handle
fully dynamic data operations including data modification (M),
data insertion (1) and data deletion (D) for cloud data storage. We
assume that the file F have already been generated and properly
stored at cloud server.

Data modification: is one of the most frequently used operations
in cloud data storage. A basic data modification operation refers to
the replacement of specified blocks with new ones. Suppose the
cloud user wants to modify the ith block bi to b;. At the beginning,
based on the new blocka;, the cloud user generates the corre-
sponding meta-data £'(i, j). Then he constructs an update request
message (M, i,5:, f’(i, j)) and sends it to the cloud server, where M
denotes the modification operation. Upon receiving the request,
the cloud server runs ExecUpdate(F, f(i, j), update): it replaces bi
with b; and outputs F’; it replaces (i, j) with f'(i, j) in the MHT
construction and produces the new root R’. Then, the cloud server
responses the cloud user with a proof for this operation,
Pupdate={€2i,bi, (N(R)), =73, where Qi is the auxiliary authentication
information (AAI) for the authentication of bi. After receiving the
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proof for modification operation from cloud server, the cloud user
generates the root =" using (Qi, bi) and authenticates g~ to R by
checking whether (h(&°")) is equal to (h(R)). If it is not true, out-
put FALSE, otherwise it checks whether the cloud server has per-
formed the modification as required or not, by computing the new
R value using (n:, 5/) and comparing it with B ". If it is not true,
output FALSE, otherwise output TRUE. Finally, the cloud user
executes the default integrity verification. If the output is TRUE,
delete (R', Pupdate, b! ) from its local storage.

Data insertion: it refers to inserting new blocks after some speci-
fied positions in the data file F. Suppose the cloud user wants to
insert block &* after the ith block bi. It is similar to the data modi-
fication case, where b can be viewed as b*. At start, based on b*
the cloud user generates the corresponding f*(i,j) and then he
constructs an update request message (I, i, &%, f*(i,j) ) and
sends to the cloud server, where | denotes the insertion operation.
Upon receiving the request, the cloud server runs ExecUpdate(F,
Qi, update): it stores and adds b* after leaf bi in MHT and outputs
F',itadds f=(i, j) into the tag set

and outputs £)}; it generates the new root R' based on the updated
MHT. Then the cloud server responses the cloud user with a proof
for this operation, Pupdate={<i, bi, (h(R)), B'}, where Qi is the AAI
for the authentication of bi. After receiving the proof for modifica-
tion operation from cloud server, the cloud user generates the root
R" using (i, bi) and authenticates r"to R by checking whether (h(
Rr™)) is equal to (h(R)). If it is not true, output FALSE, otherwise it
checks whether the cloud server has performed the insertion as
required or not, by computing the new R value using (0!, 5%) and
comparing it with r'. If it is not true, output FALSE, otherwise
output TRUE. Finally, the cloud user executes the default integrity
verification. If the output is TRUE, delete (R’, Pupdate, b*) from its
local storage.

Data deletion: This is the opposite operation of data insertion. It
indicates removing the particular block and moving all the follow-
ing blocks one block forward. For instance, the cloud server re-
ceives the update request for deleting block b, it will delete bi
from its storage space, delete the leaf node h(bi) in the MHT and
generate the new hash tree root R'. The detail of the procedure is
similar to that of data modification and insertion operations.

6. Security analysis and experimental results

6.1. Security analysis
Theorem 1: Our scheme provides key management.

Proof. First, the CU generates «, P, d parameters and computes 5=
«¢ mod P then he sends g, «, P to the cloud server. The cloud server
then calculates Ki= o med P and then computes K=gtmod P,
Y=b(i,j)* K2 mod P. Ei=Enckz(b(i, j)). Finally, the cloud user sends
(K1, Y, Ei) to the cloud user to regenerates g, = ggmod P, b(i,j)=Y
* f?g_i mod P. Thus, the proposed scheme can provide key man-
agement.

Theorem 2: The proposed work can supply the security of iris
features.

Proof. Noticed that the communication messages only include (i, j,
M(i, j), b(i, j)) and do not contain any information about the iris
features extraction. The iris feature extractions and verification
messages are completely individualistic. In addition, the cloud
server does not include file iris features, thereby decreasing the
processing time of our proposed scheme and reduces malicious
attacks. Thus, our work ensures the security of the iris features
extraction.

Theorem 3: Proposed scheme withstands replay attack.

Proof. Generally, replay attack is a form of attack in which valid
data is fraudulently repeated or delayed. An attacker performs a
replay attack by eavesdropping at auditing message Ei=Encg- (b(i,
j)), which is transmitted by the CSP to the cloud user. After the
interchange between the CSP and the cloud user, the attacker uses
key Kz to impersonate the valid CSP when the cloud user asks the
CSP to audit the file again. In our proposed scheme, auditing key
K2 is changed after each auditing process. Moreover, the key Kz is
a one-time key and any attacker cannot computes g, = g¢ mod P
without getting Ki. Therefore, an attacker cannot pass any re-
played key for an auditing file. Consequently, the attacker will fail
to perform this type of attack because the proposed scheme has
deflect edit.

Theorem 4: This work can provide known-key security.

Proof. In this scheme, the Diffie-Hellman key exchange is used to
provide more secure session key to be shared key between the
cloud user and cloud server. The shared key is started from the
cloud user when he computes S=a® mod P, then the cloud server
generates ki, k2 according to the parameters 2, &, P which sent by
cloud user and it’s finished to the verifier for each verification
phase. Therefore, the proposed scheme can gain known-key secu-
rity.

Theorem 5: The proposed scheme can provide recoverability.

Proof. The scheme addresses illegal updating for outsourcing data
block. I notice that in verification phase when the result of siggq(R
=" sigg,(R) is not equal. So the data block has modified. Therefore,

the cloud user should returns original data block to the cloud server
by sends £ 1=Encg, B(i,J), and regenerates the MHT again according

to the sibling set. So, the proposed scheme can gain recoverability.

Theorem 6: Proposed scheme can resist Man-In-The-Middle
(MITM) attack.

Proof. Generally, the MITM able to intercept message between the
cloud user and cloud server. He uses that message when the cloud
user sign out the cloud server. In the verification phase, some fac-
tors encrypted and securely send it between cloud user and cloud
server since the Diffie-hellmam is used between them. These fac-
tors become useless in the sign-off phase since they use these fac-
tors only one time for each verification. So, the scheme can resist
MITM attack.

6.2. Efficiency analysis

The CU generates and encrypts the metadata and then appends
such data to the original data before storing them at the cloud
server. The iris feature extraction ensures efficiency, high perfor-
mance, and security. The efficiency of this work has been tested
by measuring the response time of the CS. Our work has been
executed and tested on a database containing iris features of many
users. These iris features (fr) were acquired randomly from the
CU. Figure 6 shows that the response time is increased linearly
with the number of users. Furthermore, the average time for the
data integrity prove stage of this work is equal to 0.02220 seconds
for each user which indicates the high speed of my solution.
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Fig. 6: Average Time of Data Integrity Prove for Proposed Scheme.

7. Conclusion

An efficient and secure scheme to verify the integrity of data
stored in cloud storage is introduced. The method employs the iris
feature extraction properties of the outsourced data blocks to re-
motely check the integrity of the files, thus minimizing the com-
putational and communication costs on the CU and cloud server.
The proposed work supports data dynamics especially block inser-
tion, which is not provided by most existing schemes. To enable
data dynamics, the MHT is presented to record the location for
each data updating operation. The CU can perform unlimited
number of verification. Proposed method provides PDP and integ-
rity protection.
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