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Abstract 
 

The applications based on IoT are ubiquitous in providing passive user involvement on the collective approach of sensor technology, 

embedded system, networking and communication convergence with analytical computing. The application framework of IoT comprises 

of devices that are highly heterogeneous and compute migrations from sensor to IoT gateways to edge/fog computing to the cloud and then 

back to the client along with various alarming components. As observed from the review work, providing security for such networks is in 

its young stage in the form of an integrated architecture offering perfect security together with network and application possibilities alt-

hough the shortcomings of IEFT and IEEE contribute more towards the same. Besides, the present researchers have not yet achieved the 

actual threshold of real-time performance potentials with respect to lesser computational complexity, usage of smaller key size, conform-

able security, lesser memory overheads, smaller ciphertext size, speedy processing time of algorithms, robust to possible threats and re-

duced communication/network overhead for ensuring a lighter security mechanism. This paper focusses on the security issues posed by 

large-scale heterogeneous IoT paradigm and arriving at a secure architectural framework adoptable by a variety of applications that include 

smart transportation, smart cities, smart healthcare, etc. based on IoT. 
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1. Introduction 

The IoT describes the scenarios where the internet connectivity and 

computing capability are collaborated with heterogeneous objects, 

devices, sensors and other day-to-day items. It provides many 

applications to the humans by attaching devices to a human being 

as either in wearable or ingestible forms, to monitor and maintain 

human health wellness, disease management, increased fitness, etc. 

[1-4]. IoT provides applications in controller and security systems 

in the retail environments where consumers are engaged in 

commerce such as Stores, Banks, Restaurants (applications like 

self-checkout, in-store offers, inventory optimization, etc.). Apart 

from these, other applications include: 1) Energy management and 

Security in office buildings 2) Improved productivity in industrial 

environments 3) Public spaces and infrastructure in urban settings 

including adaptive traffic control, smart meters, environmental 

monitoring, resource management, etc. 4) Outside uses include 

railroad tracks, autonomous vehicles (outside urban locations), and 

flight navigation; real-time routing, connected navigation, shipment 

tracking, etc. [5-9]. 

All the above applications during their real-time implementations 

may present some of the new and unique security as well as privacy 

challenges [10-14]. Gaining the trust of users in the context that IoT 

devices and related data services are secure from vulnerabilities has 

turned out to be a critical task for allowing IoT to become more 

pervasive and integral part of our daily lives. Poorly secured IoT 

devices and services can serve as potential entry points for cyber-

attack and expose user data to theft by leaving data streams inade-

quately protected [15], [16]. 

Auto-interconnectivity of participating devices of IoT makes it 

more vulnerable and affects the security and resilience of the 

Internet globally. Besides, the distributed computing in such net-

works also adds to the security loopholes [17]. This challenge be-

comes more complicated if there is a large-scale deployment of het-

erogeneous IoT devices being realized in physically unsecured en-

vironments. 

It becomes a principal motivation for the researchers, developers 

and designers of IoT devices and systems to have a collective obli-

gation for ensuring that they do not expose users and the IoT itself 

to potential harm. Accordingly, a collaborative approach to security 

will be needed for the development of effective and appropriate 

solutions to IoT security challenges that are well suited to the scale 

and complexity of the issues. 

The rest of the paper is organized into five sections where Section 

2 presents the research evolution in IoT related to security. Section 

3 discusses the problem statement deduced from the literature re-

view conducted. The recommended solutions for overcoming the 

issues posed by IoT have been presented in Section 4. Finally, the 

conclusion has been given in Section 5. 

2. Literature review 

The issue of secure communication with optimal usage of resources 

in a heterogeneous environment of IoT is vital because without hav-

ing a guarantee of security of data, seamless communication plus 

the adoptability and sustainability of IoT for mission-critical appli-

cations will be a question mark. Though the individual efforts to-

wards securing communication channel among WSN and inter-

net/IoT besides handling the issue of authentication and key man-

agement in perspective of IoT provides certain achievement to-

wards these goals but having a designed framework of integrated 

security at a different layer to be synchronized with many other 
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network parameters and resources becomes a bottleneck. Consider-

ation of architecture for secure communication for over-all require-

ments of meeting an objective of a balance between security and the 

application goal is the requirement to study and research in huge 

heterogeneity. Thus, the focus should be more on an open security 

system; however, it is a fact that provision of security system is not 

merely a core technical problem, it needs the collaboration and syn-

chronization of many policies, laws, and regulations to have a com-

plete and faultless system for mutual collocation [18], [19]. 

The market time of conceptualizing the application and technolog-

ical improvement gap is meager today, so many solutions or tech-

nology vendors are having their initiatives towards architecting the 

secure models [20], where various questions are dealt with, and it 

is concluded that there is no single silver bullet and locking doors 

but leaving a window open isn’t enough. Fortunately, IoT security 

can be covered with four cornerstones: Protecting Communica-

tions, Protecting Devices, Managing Devices, and Understanding 

Your System with IoT system’s unique additional security needs 

and challenges. The research direction towards novel security ar-

chitecture has become a de facto in today’s research time domain 

[21-23]. Table 1 highlights the significant contribution along with 

the limitation of many prior works access management in the field 

of IoT. 

 
Table 1: Summary of the Findings 

Author Contribution Limitations 

(Zhao 

et al., 

2011) 
[24] 

A lightweight mutual identity au-

thentication scheme for IoT. 

• No concept of hi-

erarchical accesses 
control. 

• Consideration of 

general IoT.  

• Heterogeneity 

within the network 
not taken into ac-

count. 

(Ye et 

al., 

2014) 
[25] 

Efficient access control and authenti-
cation method for the perception 

layer of IoT. 

• Consideration of 

general IoT.  

• Limited applica-

bility 

• Heterogeneity 

among nodes at 

perception layer not 

considered.  

• Provides forward 

secrecy only. 

(Hu et 

al., 
2012) 

[26] 

Mutual identity authentication using 

modified elliptic mapping in authen-
tication and key update mechanisms 

for multi-hop relay. 

• Not tested on 

open architecture/ 

Standard architec-
ture. 

• Heterogeneity of 

the network not 

considered. 

• No distinctions 

between global and 

local IoT. 

• Absence of an au-

thorization compo-

nent. 

(Patel 
et al., 

2016) 

[27] 

Capability Based Access Control 

(CBAC) and Elliptic Curve Cryptog-

raphy based Mutual Authentication 
(EMA) model for securing authori-

zation 

• No distinctions 

between global and 
local IoT. 

• Heterogeneity of 

nodes not consid-

ered. 

(Ma 

and 

Chen, 
2016) 

[28] 

Authentication protocol based on 
quantum key distribution using the 

decoy-state method for heterogene-

ous IoT. 

• Authorization 

Component is miss-

ing. 

• Consideration of 

general IoT. 

(Bar-
reto et 

al., 

2005) 
[29] 

IBC-based signcryption scheme 
• Can’t be used for 

heterogeneous com-

munication.  

(Li et 

al., 
2010) 

[30] 

PKI-based signcryption scheme 
• Can’t be used for 

heterogeneous com-

munication. 

(Sun 

and Li, 

2010) 
[31] 

Heterogeneous signcryption scheme  

• Not Secure 

against Insider at-

tacks 

• High computa-

tional cost makes it 

unsuitable in WSN 
scenarios. 

(Huang 

et al., 

2011) 
[32] 

Heterogeneous signcryption with 

provisions of Key privacy.  

• High computa-

tional cost makes it 

unsuitable in WSN 

scenarios. 

(Li and 
Xiong, 

2013) 

[33] 

Heterogeneous Online / Offline 

based signcryption. 

• High offline stor-

age requirement 
limits its applicabil-

ity in PAN sensors. 

• Usage of point 

multiplication lim-

its applicability re-

source-constrained 
devices. 

(Li et 
al., 

2016) 

[34] 

Heterogeneous Certificateless 

online/offline signcryption. 

• No provisions to 

accommodate the 

secure mobility of 

motes. 

• Offline storage is-

sue is still un-
solved. 

3. Problem statement 

The security mechanism in traditional ad-hoc networks including 

wireless sensor network, mobile ad-hoc network, etc. is limited to 

small-scale node to node authentication and a viable key manage-

ment system [30], [35]. The applications where these networking 

paradigms are conceptualized are usually deployed in human-inac-

cessible areas, where all the nodes have pre-deployment keys. The 

communication takes place in a reverse multicast way, where all the 

sensor node data or aggregated data on the cluster head node need 

to be delivered to a sink node which is generally kept on the nearby 

distance from the deployment zone. Thus, a simple node to node 

authentication utilizing pre-installed keys is enough in some energy 

efficient ways to meet the resource as well as the security optimi-

zation goal in such a pure homogeneous system. The only possible 

alternative to disturb the security model is to perform a node capture 

attack, where physically the deployed nodes are taken for under-

standing the pre-installed keys and its exchange mechanism. Later, 

the spoofed nodes are deployed into the application terrain, where 

the solution approach like identifying the cloned node and revoca-

tion of a compromised node through some probabilistic approaches 

is adopted [36]. 

However, these ways of detection and revocation of a node can't 

come handy in the context of networks of massive scales like the 

Internet of Things with multi-dimension heterogeneities in terms of 

the type of nodes, communication standards, network protocol, etc. 

Within the context of IoT, it is critical for the participating sensor 

motes to communicate securely with the Internet or other upper lay-

ers of the IoT [37], hence establishing a process of a secure channel 

between sensor motes and internet emerges as an essential require-

ment in any secure communication framework for IoT eco-system. 

The development of the secure data transmission channel between 

the motes and gateways in IoT needs to handle various challenges 

including how to manage the differences in communication proto-

col between sensors and IoT gateways as it opposes the faster trans-

mission process among these two different subnets [38]. Further, 

the sensors can directly interact with the internet gateway; so, it will 

pose a potential threat to the gateway/TCP/IP overlay based com-

munication in IoT. The existing internet-based security protocols 

are less supportable owing to limited resource availability and 
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restricted computational capability available in sensor motes. These 

conventional protocols will cause overhead and thus offer a signif-

icant trade-off between security requirement and resource utiliza-

tion among sensor network and IoT [39]. 

The optimal process of secure communication among motes and 

IoT gateway only covers up one layer of the security requirements. 

The requirement of a secure architecture of IoT remains incomplete 

without the existence of a robust authentication mechanism. Au-

thentication, or verifying the genuineness of smart devices and es-

tablishing the trust for critical infrastructure, plays a vital role in the 

realization of the IoT [40], [41]. Moreover, devices in the IoT are 

frequently (i) resource-constrained, and (ii) deployed in unmoni-

tored, physically unsecured environments. Securing these devices 

requires tractable cryptographic protocols, as well as cost effective 

tamper resistance solutions along with handling the challenges and 

problems which are identified in this study as: 1) developing a 

scheme or modelling of authentication for global IoT (till date the 

authentication is primarily limited to only local IoT). 2) Existing 

research work towards security aspects of the system, network, and 

applications doesn't cover up all the security threats. 3) Existing au-

thentication mechanism towards IoT security mainly doesn't sup-

port forward security or robust mutual authentication and access 

control. 4) Present cryptographic protocols used are just an en-

hanced version of the existing protocols, and hence they could over-

come their legacy pitfalls. 5) Existing research work also empha-

sized incorporating a complex encryption mechanism with the us-

age of recursive orders [42]. 

In continuation, another essential requirement identified for the uni-

fied, secure framework of IoT is the optimization of key manage-

ment. The various problems which are detected while the study of 

the related literature to this research includes that 1) Occurrences of 

optimization techniques towards security measures are sporadic to 

be found on research work in route for IoT frameworks. 2) The ex-

isting secure communication protocols don't scale to massive pool 

IoT devices with resource constraints. 3) Current techniques of 

trusted key management don't offer any form of enhanced security 

for exponentially increasing threats over IoT [39], [43]. 

4. Recommended solutions 

The anticipated contribution/novelty of the proposed study are as 

follows: 

• Framework for Secure Transmission between Sensor & IoT: 

A very simple framework that relates the bridge of transmis-

sion between sensor and internet host by incorporating secu-

rity transmission. The framework targets to accomplish max-

imum security standards, e.g. non-repudiation, integrity, pri-

vacy, etc. Use of heterogeneous security protocol on trans-

mitting and receiving node is also new to be seen in the pro-

posed study. The study will also support encryption in case 

of availability as well as non-availability of active internet 

host thereby supporting a highly flexible encryption scheme 

in IoT. 

• Framework for Robust Authentication in IoT: This is the first 

time where a research-based framework will be presented to 

address the problem of integrating securely local and global 

IoT. The authentication protocol equally supports both for-

ward and backward secrecy as well as it maintains a robust 

mutual authentication mechanism among any actors involved 

in the process of IoT. With the usage of lightweight cipher-

text-based encryption, it is expected to obtain faster response 

time good enough to complete authentication while resisting 

any forms of lethal threats. 

• Optimized Framework for enhancing key management in 

IoT: This part of the study will present a novel optimization 

towards secure authentication that targets to create a secure 

communication pipeline among users and highly distributed 

cloud clusters to offer secure service delivery. The complete 

optimization will be carried out towards enhancing the exist-

ing key management system in IoT. 

The application framework of IoT comprises of devices that are 

highly heterogeneous and compute migrations from sensor to IoT 

gateways to edge/fog computing to the cloud and then back to the 

client along with various alarming components. As observed from 

the review work, providing security for such networks is in its 

young stage in the form of an integrated architecture offering per-

fect security together with network and application possibilities alt-

hough the shortcomings of IEFT and IEEE contribute more towards 

the same. Besides, the present researchers have not yet achieved the 

actual threshold of real-time performance potentials with respect to 

lesser computational complexity (less time and space complexity), 

usage of smaller key size, conformable security, lesser memory 

overheads, smaller ciphertext size, speedy processing time of algo-

rithms (quicker response time), robust to possible threats and re-

duced communication/network overhead for ensuring a lighter se-

curity mechanism. Thus, the essential security challenges in IoT can 

be tackled with some of the recommended solutions given in this 

paper that are presented below:  

4.1. Secure transmission between sensor & IoT 

The basic principle behind this framework design is grounded on 

the effective supportability offered by public key cryptography to 

sensor nodes [44]. This section of the study takes into consideration 

that internet gateway (IoT) comprises of the receiver and sensor 

motes comprise of transmitters. Both of these have computational 

as well as architectural differences; therefore, two separate security 

protocols shall be devised, one primarily for the sensor nodes in 

WSN and another for internet gateway. The targeted data shall be 

captured by the transmitter (i.e. sensor node) and subjected to the 

process of ciphering using digital signature and encryption. This 

encrypted data shall then be sent to the internet host. Fig. 1 given 

below shows the schematic representation of this design. 

Public-Key 

Cryptography

Set of Security 

Policies

Digital 

Signature

Encryption

Decryption

Security protocol-2

Secret keySignature

Message

Message

Security protocol-1

 
Fig. 1: A Tentative Schema for Secure Transmission between Sensor and 

IoT. 

 

Two algorithms shall support the proposed framework; the first one 

shall involve the preliminary security parameter set employing 

unique public key cryptography. It formulates master key as well 

for computing the public key (master). After that, a process of key 

generation is performed for each security protocol. The first proto-

col shall select a particular attribute (to be scrutinized) for public 

key encryption which also computes the secret key whereas the sec-

ond protocol shall comprise a collection of security policies and 

roles. Further, the secret key shall be computed in this protocol by 

random number selection performed by receiver nodes, i.e., sensor 

motes in IoT. To enhance the cryptosystem efficiency, this study 

shall implement encryption as well as a digital signature in one step 
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only, referred to as signcryption. For strengthening the protocol fur-

ther, secure communication prospects need to be explored between 

various sensor nodes linked to IoT gateways directly or indirectly, 

i.e., whether or not the IoT gateway is the subsequent immediate 

host for some specific sensor mote. Lastly, decryption shall be per-

formed taking into consideration the signature as well as a secret 

key. 

The application of the recommended solution shall result in the fol-

lowing desired outcome: 

• Lesser computational cost (low time and space complexity). 

• Optimal key size. 

• Higher security. 

• Optimal ciphertext size. 

4.2. Robust authentication in IoT 

In this part of the study, secure modelling of global and local IoT is 

the prime concern. Global IoT signifies formation of a centralized 

network involving several diverse applications while local IoT sig-

nifies a network comprising only one application. Primarily, simple 

modelling is being performed for defining actors involved in global 

IoT (network associated with data centres) as well as in local IoT 

(target IoT, data centres, sensors). The research methodology ten-

tatively being followed is displayed in Fig. 2. 

 

Exchange of Challenge & Response

Verification module

Algorithm for backward secrecy

Algorithm for forward secrecy

Local IoT

Global IoT
Data Centers

Sensor 

Node

Target IoT

Ciphertext-based 

encryption

Dynamic 

evolution function

 
Fig. 2: Tentative Outline for Robust Authentication in IoT. 

 

A challenge-response based strategy is being incorporated for de-

signing a novel authentication scheme among actors residing inside 

global and local IoT domains. A highly sophisticated verification 

unit responsible for validating the requestor node's legitimacy will 

be developed. To maintain backward as well as forward secrecy in 

the presented authentication framework, two separate algorithms 

will be designed to offer protection against numerous probable 

threats. A unique dynamic evolution function and Ciphertext based 

encryption will be employed to improve the strength of the authen-

tication technique further. 

The solution will offer the following desired outcomes: 

• Fast response time or fast algorithm processing time. 

• Reduced communication operating costs. 

• Access control through hierarchical means. 

4.3. Enhancing key management in IoT 

An extra actor in the form of an auxiliary node will be considered 

among users and cloud clusters in the proposed framework. 

With the help of auxiliary authenticator node, the cloud cluster 

which is widely distributed and geographically spread offers the re-

quested resources to the clients. The widely distributed cloud clus-

ters and the multiple authenticators share a distinct secret key. The 

client will be expected to claim the secret key from the auxiliary 

node, which ultimately will offer the concerned client with a secret 

key along with a shared key identity. The information received by 

the client regarding the keys will be employed for the establishment 

of protected communication between user and cloud clusters. 

Tentative schematic illustration of the presented technique is shown 

in Fig. 3. 
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Fig. 3: Tentative Outline for Key Management Enhancement in IoT. 

 

The design of the optimization algorithm will be based on the rev-

ocation information as well as on the key expiry specifications plus 

on the Message Authentication Code (MAC). The robust imple-

mentation of the proposed authentication amongst the diverse actors 

in the IoT based network will be achieved by utilizing the frame-

work of previous phases.  

Utilization of the said solution will offer the following desired out-

come: 

• Immune to numerous substantial attacks such as DOS, replay 

attacks, etc. 

• Ability to scale well. 

• Conforming with space and time complexities as well as able 

to bridge the computation and communication trade-off. 

5. Conclusion 

The research presented in this paper construed that the Internet of 

Things poses daunting challenges. Thus, compulsorily implementa-

ble security features should be incorporated in the primary IoT pro-

tocols, although those features expand the device potential. Moreo-

ver, key management automation is in itself a challenge, but it is 

more crucial for IoT protocols to avoid the dependence on pre-

shared keys. The credentialing or registration of devices constitutes 

another major problem, and a well-understood pairing of protocols 

can be a prospective solution set to the same. Besides these issues, 

privacy may encourage the embracing of novel technologies which 

aim to prevent leakage of information in military/intelligence envi-

ronments. To solve the problems found in IoT, three schematic 

frameworks have been suggested in this study.  
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