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Abstract

The sensor nodes in wireless sensor networks may be deployed in unattended and possibly hostile environments. In addition, node fail-
ures and environmental hazards cause frequent topology changes, communication failures, and network partitioning. This in turn adds a
new dimension to the fragility of the network topology. In this paper we propose the modified distributed algorithm that could notice the
defective nodes existing pool system and upon detection removes those in order to safeguard the faulty data may arrive the wireless net-
work. The algorithm works with twofold former one is to check for the node observations and related with them previous observations to
make sure for consistency of data and later is to publish to the neighboring nodes to know the status of the error and eliminates complete-

ly from the network.
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1. Introduction

In recent days with improvements in equipment and remote sys-
tem innovation, minimal effort, low-control and different capacity
sensor gadgets are accessible in handy utilize. A wireless sensor
nodes (WSN) comprises of more intensity of sensor nodes spread-
ing over a topographical region [11]. The principle utilizations of
wireless sensor nodes incorporate ecological checking, security,
region observation, fabricating, and automation in the industries,
and so forth [12]. With advancement the sensor node is subtle for
the reason that of unforgiving conditions and restricted energy
resources, the sensor nodes may neglect to perform redress activi-
ties. In addition, the association between sensor nodes is inclined
to transitory or lasting disappointment under extreme situations.
Then again, organize correspondence depends on bundle switch-
ing among sensor nodes. Node failure can seriously impact ar-
range execution. It is important to give a conclusion instrument to
testing the operational sensor organize, with the end goal that the
system framework [18], [19] can be checked and kept up based on
framework status data got from the finding component. In this
paper, we deliberate a modified faulty node detection system for
WSNs. The analysis system is occasionally propelled to screen
every node progressively and recognize faulty nodes.

As delineated in Fig. 1, fault recognition strategies for wireless
sensor nodes can be comprehensively arranged into concentrated
and disseminated approaches. In particular centralized methodolo-
gies, usually accepted that a directing authority is accessible to
examine the analytic messages and spread symptomatic data. The
usage of such a methodology would put a restricted access on the
system lifetime. Thus, the circulated analysis has been presented
and considered.

As appeared in Fig. 2, specific faults could be present in every
corner of the elements present in the node likewise at ADC stage,
sensors stage, the processor stage and the actuator stage apparently
that detect the failure rate in the nodes of a system.
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Fig.1: Nomenclature framework for fault detection techniques

In remote sensor systems, because of constrained battery control,
inside least time, detecting ought to be appropriated defectives
nodes could be evacuated when they are recognized. In this paper,
we depict and decide a fault location calculation and assess the
execution of the proposed calculation utilizing the given parame-
ters like threshold values, connectivity and Time excess.

In [13], the authors worked how to check the wastage of the ener-
gy in the WSN during the defective of the particular nodes to be
found in the community and inform to its nearby base station of
the status of the node failure so that necessary actions can be tak-
en. In [20], the authors similarly worked on process mechanism of
the nodes at the defective stage so that there should not be a cata-
strophic events may happen in the node [21]. In [14], the authors
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pulled consideration in WSN look into network, defect conclusion
fills in the instrument upgrades information dependability, occa-
sion revealing, and viable transmission capacity usage of the sys-
tem. Specifically, it expand system span for better information
transportation.
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Fig. 2: Typical sensor node

As per above views intermediate sensor nodes will disperse vitali-
ty in handing-off this off base data. In presence of high failure
intensity, there could be system span data transmission could be
seriously destroyed. On behalf of interactive media sensor organ-
izes, this turns out to be surprisingly more dreadful. This is on
account of image information requires a transmission data transfer
capacity that is the request of extent higher than accessible sen-
sors. In the domain of image processing field necessitate multifar-
ious equipment vitality utilization can be calculation practically
identical to correspondence vitality dissemination [15].

In [16], the authors suggested that especially, the nodes which are
ignorable at the base station of the node due to defective can able
to send data along these paths can consumes more energy and
dissipation rate be high. Also, the incorrect choice may prompt
pointless energy utilization because of recuperation and re-
grouping of the system. Fault analysis in WSN tends to a rundown
comprehending conceivable defective nodes. However it is clear
that the rundown, assist recuperation forms to end up conceivable,
for example, rectifying faulty readings, replacing breaking down
nodes with that of higher ones, or separating defective nodes in the
pool which as adequate excess [17].

The main contributions and organization of this paper are summa-
rized as follows: In section 2 we describe background details of
different fault mechanisms. The section 3 proposed work. The
section 4 deliberates results and discussions. Finally in section 5
we concluded the paper.

2. Background work

Nowadays strictly speaking the WSNs are monitoring the node
groups with leverage power that incorporate office buildings in-
door and all other industrial places outdoor that makes work easier
to complete the job very easily with less effort. Meanwhile, insig-
nificant exertion node centers are as often as possible passed on in
an uncontrolled and brutal topographical space, are slanted to have
defects. It is in like manner verifiable to find, locate the fault sen-
sor center points, and evade them from the framework all through
the run of the mill task except if they could be used as correspond-
ence sensors without sensor usefulness [7].

In [1,3], the authors try to work on how to necessary diagnosis in
the regular manner for the faultiness in the nodes with less effort
and less time so that can fix very easily, they suggested the
scheme in which it try to find the error bound with least number of
neighbour nodes to reduce the overall system burden. Similarly
the authors in [3] worked over the exact location of fault computa-

tion in WSN in which it have the ability to investigate the status of
the faultiness intensity close to its node and the other neighbour
nodes based on the correlations amid its very individual detected
information and neighbours’ created information, while consider-
ing the occasion zone of its neighbours [4].

A straightforward disseminated calculation suggested that endures
momentary faultiness in the suggested process. Round about other
faultiness administration plans are visible to the study composed
by authors suggested in [2]. In [5], the authors research the three-
stage fault administration process, that is, fault recognition, find-
ing, and recuperation. They examine express and verifiable recog-
nition, unified and appropriated approaches, neighbour coordina-
tion, grouping, and circulated discovery strategies. In [6], the au-
thors additionally give a study to fault management in WSNs.
They portray fault avoidance, location, and seclusion, ID, and
recuperation strategies independently. In [8], the creators arrange
fault location strategies into four classes: manage based techniques,
estimation strategies, time arrangement examination based tech-
niques, and learning-based techniques. In [9], the authors present a
model including different kinds of WSN oddities. They outline an
arrangement of abnormality recognition methodologies and parti-
tion them as indicated by concentrated, dispersed, and crossover
designs. They additionally give a few structure rules for incon-
sistency recognition procedures. In [10], the authors assess fault
diagnosis apparatuses in WSNs in a relative way. The correlation
structure comprises of structural, practical, and dynamic angles as
different measurements.

3. Proposed framework

The proposed scheme calculates the connectivity of every node
and computes the range of faulty associated nodes as a percent of
total connectivity and subsequently prevents the detection accura-
cy being reduced with time. In this paper the system suggested
computes for each and every node for connectivity to the network
as well number of faulty nodes present in the network, so the de-
tection probability increases. It also checks for interminable faults
nodes and thus eliminated from the given network, on the other
hand temporary faulty nodes in the network and let them provide
readings for certain time slot set by the threshold value. When the
node find to be faulty it is immediately removed from the network.

3.1. Modified algorithm:

The algorithm explained with the aid of flow diagram as below.
Fault recognition: Consider the network so that the sensor node
can be treated as a binary variable that can store its location, so
that we can run the operation of the node faulty location with the
assisted network.

Fault detection: Contemplate the given network be signified with
the assistance of a digraph G (V, E), where the variable V signifies
collection of sensor nodes present in the inside community and E
signifies collection of boundaries of the particular nodes in the
network.

Threshold test: With this test every node should relates their data
with other neighbour node in the network. If the error maintained
seems to be above threshold value J, they are treated to be faulty
nodes.

Dissemination test: With this test, easily one can notice faultiness
intensity grade with the degree of faultiness present in the edges
present in the network. If the detected quantity seems to be below
the threshold value, treated to be faulty node.
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Create the communication graph of WSN as a diagraph G (V. E)
where V is the set of deployed nodes and E be the set of edge or
degree of the node and the neighbor table at a node be
represented by a matrix NT [][] and the number of nodes be n, let the
number of times reading is taken to apply time redundancy be q and
the readings be stored in a n*q matrix TIME.

create a matrix M=[mij]=-1
for each (1) where NT[1][j]-1 && (E(1)—E())
for k=1 to q
if [TIMEik-TIMEjk[> 6 for a minimum of 61 times
set [mij]=1
else set [mij]=0 s

For each ieM
calculate the connectivity of each node and percentage faulty
if %faulty nodes>62
F=1 //set the node as faulty
else
F=0

End

Fig.3: Proposed flow chart

4. Results and discussion

The algorithm was simulated on 1000X1000 grid size on Matlab
tool with 100sec simulation time run with 10 iterations to evaluate

the performance of the network.
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Fig.5: Simulation curve of FAR and Detection accuracy

From figure 5, it is clear for the improvement in the considerable
accuracy and fast growth in FAR due to presence of random
observations below the threshold value.
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Fig.6: Comparison of traditional and modified algorithms

From figure 6, it is clear that ©2 is the number of faulty nodes to
total connectivity of the nodes. The modified algorithm detection
accuracy is outperformed related to the initial algorithm.

5. Conclusion

With the advancement of wireless applications sensor nodes can
be treated to be great use today. From the above discussions there
is more chances of faulty nodes growth increase day by day, so
there is need of detection scheme that can able to capture faulty
nodes. In this paper modified distributed algorithm is implemented
and compared with traditional initial algorithm and evaluate its
performance in expressions of detection correctness, FAR. The
simulated outcomes gave satisfactory results.

Acknowledgement

Authors would like to express sincere gratitude to management
and principal of SR Engineering College, for their support and
encouragement to carry out the research work

References

[1] Myeong-Hyeon Lee, Yoon-Hwa Choi, “Fault detection of wireless
sensor networks” 31 (2008) 3469-3475, Elseivier publications

[2] Arunanshu Mahapatro, Pabitra Mohan Khilar “Online Distributed
Fault Diagnosis in Wireless Sensor Networks™ (2013) 71:1931-1960,
Springer Science Business Media New York 2012

[3] Bhaskar Krishnamachari, Sitharama Iyengar,” Fault-Tolerant Event
Region Detection in Wireless Sensor Networks”53(2004), IEEE
Transactions for computers

[4] Farinaz Koushanfar, Miodrag Potkonjak, Alberto Sangiovanni-
Vincentelli,” On-line Fault Detection of Sensor Measurements”,
8103-8133,2003 IEEE transactions for computers

[5] M. Yu, H. Mokhtar, and M. Merabti, “A survey on fault management
in wireless sensor networks,” in Proceedings of the 8th Annual Post-
graduate Symposium, 2007.

[6] L. Paradis and Q. Han, “A survey of fault management in wireless
sensor networks,” Journal of Network and Systems Management, vol.
15, no. 2, pp. 171-190, 2007.

[71 Gaurav Gupta Mohamed Younis,” Fault-Tolerant Clustering of
Wireless Sensor Networks” (2003) IEEE, 1579-1584

[8] A. B. Sharma, L. Golubchik, and R. Govindan, “Sensor faults: detec-
tion methods and prevalence in real-world datasets,” ACM Transac-
tions on Sensor Networks, vol. 6, no. 3, article 23, pp. 1- 39, June
2010.

[9]1 R. Jurdak, X. R. Wang, O. Obst, and P. Valencia, “Wireless sensor
network anomalies: diagnosis and detection strategies,” in Intelli-
gence-Based Systems Engineering, chapter 12, pp. 309-325, Springer,
2011.



International Journal of Engineering & Technology

229

[10] A. Rodrigues, T. Camilo, J. S. Silva, and F. Boavida, “Diagnostic
tools for wireless sensor networks: a comparative survey,” Journal of
Network and Systems Management, vol. 21, no. 3, pp. 408-452,
2013.

[11] I. Akyildiz, W. Su, Y. Sankarasubramaniam, E. Cayirci, Wireless
sensor networks: a survey, Computer Networks 38 (2002) 393-422.

[12] D. Cruller, D. Estrin, M. Srivastava, Overview of sensor networks,
Computer 37 (2004) 41-49.

[13] [13] G. lJian-Liang, X. Yong-Jun, and L. Xiao-Weil, “Weighted-
median based distributed fault detection for wireless sensor net-
works,” J. Software, vol. 18, no. 5, pp. 1208-1217, May 2007.

[14] A. Moustapha and R. Selmic, “Wireless sensor network modeling
using modified recurrent neural networks: Application to fault detec-
tion,” IEEE Trans. Instrum. Meas., vol. 57, no. 5, pp. 981 —988, May
2008.

[15] L F. Akyildiz, T. Melodia, and K. R. Chowdhury, “A survey on wire-
less multimedia sensor networks,” Computer Networks, vol. 51, no. 4,
pp. 921 — 960, 2007.

[16] H. Min, Y. Cho, and J. Heo, “Enhancing the reliability of head nodes
in underwater sensor networks,” Sensors, vol. 12, no. 2, pp. 1194—
1210, 2012

[17] S. Guo, Z. Zhong, and T. He, “Find: faulty node detection for wire-
less sensor networks,” in Proc. 7th ACM Conference on Embedded
Networked Sensor Systems. New York, NY, USA: ACM, 2009, pp.
253-266.

[18] Y.Nagender, Y. Chanti, B. Vijay Kumar, D.Mahesh, "Protection
Issues and Disputes in Wireless Sensor Networks" in International
Journal of Computer Science Engineering (IJCSE), Volume 6, Issue
12, Page No(s) 706 - 713, DEC. 2017, [ISSN (Print):2319-7323].

[19] B. Vijay Kumar, Srinivas Aluvala, K. Sangameshwar, "Energy Map-
ping Approach for QoS in MANETS" in International Journal of
Computer Sciences and Engineering, Volume 5, Issue 10, Page No(s)
273 - 275, OCT. 2017, [ISSN(Print):2347-2693, ISSN(Online): 2347-
2693]

[20] Deepika Vodnala, Dr. S. Phani Kumar, Srinivas Aluvala, "An Effi-
cient On-Demand Link Failure Local Recovery Multicast Routing
Protocol” in Advances in Intelligent Systems and Computing, Vol-
ume 467, lIssue 1, Page No(s) 603 - 616, OCT. 2016, [ISSN
(Print):978-981-10-1644-8], DOI: 10.1007/978-981-10-1

[21] Mahapatro, Arunanshu, and Pabitra Mohan Khilar. "Fault Diagnosis
in Wireless Sensor Networks: A Survey", IEEE Communications
Surveys & Tutorials, 2013.



