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Abstract

Many organizations have initiated efforts to manage the security of their information by implementing an Information Security Manage-
ment System (ISMS). ISMS is a set of guiding principles for managing organization’s confidential information and minimizing risk for
business continuity. However, information security remains a major challenge and the effectiveness of ISMS is often argued due to the
exposure of organizations to information security threats, incidents, risks, and vulnerabilities. One of the reasons is the unsuccessful
ISMS current practices amongst all employees and lack of ISMS awareness in organizations. Several critical success factors are identi-
fied from previous studies that lead to the ISMS success. Among the success factors are human, organizational and technical factors.
This study explores the factors that contribute to the success of ISMS and identify the organizational factors that relate to the information
security effectiveness. The conceptual model is developed and will be tested within the Malaysian Public Sectors (MPS) organizations to
provide a preliminary insight, understanding, and clarification of the organizational factors, together with the significant effects on ISMS
effectiveness. This study used a quantitative approach and data collected from personnel’s that were directly involved with the ISMS

implementation through a questionnaire survey.
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1. Introduction

Information in the context of people, technology and process ele-
ments plays an important role in managing an organization’s busi-
ness operations [1]. Due to the valuable information to the organi-
zations and overall business operations, it could be exposed to
information security risks or threats that might cause potential
losses in terms of financial, legal and reputations [1]-[5]. Thus, in
order to ensure that information remains secure and continues to
provide beneficial support to an organization’s business opera-
tions, several key features of this information need to be pre-
served. These features include confidentiality, integrity and avail-
ability (CIA) that requires to be managed properly and make it
worthwhile for the organization [6].

By adopting an official guideline, organizations can ascertain their
commitment to address any information security related issues in
business practices [7]. Consequently, many organizations have
implemented the Information Security Management System
(ISMS) involving information security processes, policies, proce-
dures, controls and organizational structures as an effort in han-
dling their information [8]. An ISMS is based on risk approach
and governing all types of security measures in achieving the CIA
of information assets [6]. The main objective of ISMS is to ensure
that the security objectives are aligned with the business needs of
the organization. This is important in order to protect the infor-
mation assets, through management and technical actions against
unauthorized disclosure by irresponsible people [7]. Apart from
that, ISMS is a comprehensive approach to protect information
assets from any intrusion, damage or abuse, which involves im-
plementation of all security requirements and controls in the or-

ganization [9].

In order to facilitate the development of ISMS in organizations,
ISO 27001 standard has been adopted by organizations worldwide
[10]. A growing number of literatures have highlighted the issues
concerning the information security in a technological context, but
due to the increasing number of security incidents, researchers’
have begun to explore the management role in ISMS. Within the
Malaysian context, ISMS implementation in Malaysian Public
Sector (MPS) has started since 2010. Accordingly, Malaysian
Administrative Modernization Planning and Management Unit
(MAMPU) has advised all agencies under public sector to get the
ISO/IEC 27001:2005 ISMS certification, to ensure continuity in
the service delivery with minimum impact of interruption in the
business operations [11]. Despite the efforts made by the MPS to
provide an efficient service delivery through the ISMS implemen-
tation, information security still remains a serious challenge and
the effectiveness of ISMS has often been questioned due to the
exposure of organizations to information security threats, inci-
dents, risks and vulnerabilities. One of the reasons is due to the
unsuccessful in carrying out ISMS practices amongst all employ-
ees and lack of ISMS awareness in organizations. The current
ISMS approach in the MPS merely involves the Information
Technology (IT) department and more towards the technical ori-
ented tasks without involving the entire departments in the organi-
zation. Therefore, there is a need to assess the success factors that
cause this phenomenon from the organizational perspective rather
than looking only at the technical aspects.

Gathered from the previous analyses, the study discovered several
key factors from various perspectives that contribute to the suc-
cess of ISMS such as technological, strategic, tactical, operational,
technical, organizational, formal, informal, people and processes
[2], [9], [12], [13]. However, there is little evidence that empha-
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sizes solely on the relationship of organizational factors and the
significant effect on the ISMS effectiveness in the public sectors,
especially in MPS. Hence, this research intends to fill up this gap
by exploring the key factors that contribute to the success of
ISMS, focusing on the role of organizational factors. The as-
sessing factors will help MPS to understand the employees’ inten-
tion towards ISMS compliance and will guide organizations to
improve ISMS implementation in the future.

2. Methodology

This study was conducted in two (2) stages:

The first stage: A systematic approach and extensive search were
carried out on a high-quality information systems journals data-
bases including Emerald Insight, IEEEXplore, ScienceDirect,
ACM Digital Library and Scopus. In addition, Google Scholar
search engines and online articles related to information security
were utilized using the same keywords. The searching keywords
are: “ISMS”, “information security”, “information security man-
agement system”, “information security effectiveness”, “critical
success factors”, “organizational factors” and some other key-
words. As a result, a total of 153 articles related to information
security in general, has been downloaded for further processing.
However, this study is limited to the critical success factors
(CSFs) related to the success of the ISMS and information securi-
ty effectiveness. Thus, nine (9) papers have been selected as the
main references.

The second stage: The CSFs in existing studies were extracted to
examine the organizational factors. The proposed constructs were
extracted to identify five top constructs and the conceptual model
was developed along with the hypotheses. Thus, these organiza-
tional factors as the independent variables will be tested in MPS to
explore the role and its significant effect on the ISMS effective-
ness. For this study, a quantitative approach was employed to
collect data from personnel who directly involved with ISMS
implementation through a questionnaire survey.

3. Literature Review

Information Security can be defined as a well-protected of infor-
mation assets to ensure the CIA of information through risk man-
agement and application of security controls. CIA is the key ele-
ments of the Information Security aspects to avoid the threats and
maintain business continuity. Confidentiality means protecting the
information from unauthorized exposure by ensuring that the in-
formation is shared only to the permitted users. Meanwhile, integ-
rity concerns the information accuracy including completeness,
preserving its sources and precision from being modified, deleted
or added; and availability means that information is allowed to be
accessed by the right person and at the right time [14], [15].
Information security has traditionally been technology oriented
[16]. In spite of many technical leading-edge solutions, infor-
mation security remains as a challenge to manage due to threats
and vulnerabilities found as a result of the emergence of IT/ICT
media. Besides the technological aspects, non-technological as-
pects of information security should also be considered due to
employees being a significant threat and essential resources to
prevent incidents from happening [16]. This suggests that man-
agement of information security should be emphasized to incorpo-
rate business process and organizational issues beyond the tech-
nical controls [17].

Information security involves all employee’s accountability from
the top management, all management levels and the general em-
ployees [18]. Information security has a very essential role to sup-
port the activities of the organization. Hence, it is crucial to im-
plement ISMS in organizations for managing information assets
effectively. Through ISMS, organization puts in place a set of
policies to define, structure, develop and sustain security of their

information assets [19]. To this effect, it is crucial to implement
the ISMS in order to protect the organization from potential
threats and security breaches.

3.1. Information Security Management System (ISMS)

Effective information security management is increasingly attract-
ing stakeholders attention since it has been a vital strategic subject
in organizational management [5]. For this study, ISMS is de-
fined as managing an organization's sensitive information through
systematic policies and procedures to minimize risk and to ensure
business continuity.

The core objective of ISMS is to ensure the information security
objectives are aligned with the organization’s business needs [20].
Apart from that, ISMS goal is to ensure that all personnel under-
stand the information security policy, procedures, standards and
other requirements up to an appropriate level when managing the
organization's information assets. Successful implementation of
ISMS is governed by analyzing and applying appropriate security
controls as in ISO/IEC 27001 to safeguard the organizational in-
formation assets [10].

3.2. ISO/IEC 27001 Standard

This standard emerged in 1995 as BS-7799, and further revised in
2005 and the latest by 2013. The ISO 27001 standard has been in
earlier versions ISO/IEC 27001:2005, which focused on the CIA
protection of the information. The newer versions of ISO/IEC
27001:2013 replace the old version by focusing on information
from a business perspective to ensure security objectives is
aligned with the business needs of the organization [20]. ISO/IEC
27001 Information Security Management System (ISMS) — Re-
quirements is the certification standard. Organization gets the
certification to increase safeguard level of their information and
information systems. Therefore, an ISO 27001 certification can be
used as a mean of maintaining an effective ISMS in the public
view, including current and future clients, and Industry Regula-
tors.

Nowadays, ISO 27001 has already become a widely regarded
standard for information security by organizations as the basis for
the management of the organization’s policy and information se-
curity implementation by both commercials and the government.
It is being implemented across various business sectors be it small,
medium and large organizations. Accordingly, in line with the
implementation of ISMS, the Malaysian government have adopted
this standard to preserve information and manage weaknesses in
the delivery of IT-based services [13], [21]. In Malaysia, as of
December 2015, 240 enterprises and organizations including gov-
ernment agencies have been certified by ISO/IEC 27001 [22].

3.3. ISMS in Malaysian Public Sector

ISMS was implemented in MPS since 2006 with the National
Registration Department (NRD) was the first certified agency in
2008. The adoption of ISO/IEC 27001:2013 is one of the im-
portant approaches to deliver an efficient public services to the
citizens [21]. The awareness of information security is important
in the MPS, which then brings the MPS to include information
security in one of The Public Sector ICT Strategic Plan
(PSICTSA) strategic cores. The PSICTSA is a 5-year plan (2016-
2020) that outlines the strategic direction of the implementation of
ICT practices and policies in the public sector. From the six Stra-
tegic Thrusts in PSICTSA, ISMS falls under the Strategic Thrust
3: Optimize Shared Services and Strengthen Cyber Security.

The challenges in ISMS implementation can come from various
aspects including individuals, managerial and organizational is-
sues [13]. One of the key challenges is to recognize how organiza-
tional, technical and individual factors together, influencing in-
formation security outcomes in an organization [23]. According to
Dzazali et al. [24], the challenges faced by the MPS in managing
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information security are related to risks that have an impact on
public confidence, national power, national security and service
delivery. Key findings from The Malaysian Computer Emergency
Response Team (MyCERT) indicated that, a total of 7,962 inci-
dents in 2017 based on General Incident Classification Statistics
[25]. Malicious codes, frauds and intrusions were among the top
incidents reported to Cyber999, the helpline center for cyber inci-
dents managed by MyCERT.

According to Tu and Yuan [5], identifying critical success factors
is important to implement an effective ISMS in the organization.
Finding by Zammani and Razali [2] also claimed that the lack of
understanding of the success factors and lack of awareness on
information security is the key factors to be emphasized for the
ISMS effectiveness. Failing to understand these factors can cause
a burden to government agencies because they have to allocate
huge investment yearly for ISO/IEC 27001 certifications and yet
the effectiveness of the ISMS still cannot be improved. Further-
more, lack of awareness and oversight of the vital factors may
hinder the organization's efforts to understand the full benefits of
ISMS. Therefore, there is a need to identify what are the factors
that affect the success of ISMS implementation.

4. Critical Success Factors Contributing to the
Success of ISMS

The Critical Success Factors (CSFs) can be defined as “the limited
number of areas in which satisfactory results will ensure success-
ful competitive performance for the organization” [26]. Defining
the factors behind the successful implementation of ISMS has
become a major research question in previous research. Thus,
identifying CSFs that contribute to the success and effective ISMS
can narrow the gap between literatures and the current practices of
ISMS.

Effective information security entails focal point on identifying
the CSFs on carrying out ISMS. In addition, organizations can
streamline information security with business goals and improve
forthcoming security, investment and policy enforcement preser-
vation [12]. Based on the literatures, there are various CSFs of
ISMS within an organization and for the purpose of this study, the
CSFs are referred to as factors. Table 1 summarizes the factors
that contribute to the success of ISMS discovered by previous
researchers [2], [5], [9], [12], [13], [20], [27]-[29].

CSFs of ISMS implementation have been investigated from sever-
al diverse point of view. This study identified several CSFs related
to the success of ISMS from the previous nine (9) studies. Among
the finding of CSFs, organizational factor is one of the elements
that gives an impact on employee compliance towards information
security. The study by Ernest Chang and Ho [28] found that there
were significant impacts between organizational factors such as
environment uncertainty, IT competence of business managers,
type of industry and size of organization, and the effectiveness of
information security management.

In another study, Narain Singh et al. [20] categorized various
organizational information security management functions into
tactical, strategic and operational levels. Meanwhile, N. Waly et
al. [30] discovered organizational factors, training factors and
employee behavioral factors influenced the security breaches.
Furthermore, Munira et al. [29] stated that the top management
involvement and participation is one of the organizational factors
that has an effect on the information security governance. In this
regard, organizational factors are one of the utmost important
issues to be looked into when implementing ISMS. Thus, the aim
of this study is to determine the organizational factors for ISMS
effectiveness in MPS domain.

5. Organizational Factors

A successful information security management can be seen as

what the organization should do as an obligation due to the infor-
mation security is an organizational and social problem [31], [32].
Organizational support originates from the organizational factors,
which are interrelated to the organization structure involving all
level of employees and managerial decisions of information secu-
rity [33].

This study focuses on one of the CSFs that has the most signifi-
cant effect on the effectiveness of ISMS implementation, which is
the organizational factors. In a previous study conducted by
Kankanhalli [27], the author proposed an integrative model that
relates organizational factors and stressed on applying the controls
of information security within organizations. The author conclud-
ed that a stronger management support initiates the engagement in
more preventive efforts, compared to organizations with a weaker
support from the top management.

Organizational factor can be regarded as the characteristics of an
organization that might have a significant impact on their decision
such as top management support, organizational size and technol-
ogy readiness [34]. The challenge in implementing ISMS is to get
management commitment and awareness in tackling the insider
threats [18]. Experts now realize that organizational factor plays
an important role and can lead to improvements in implementing
and establishing ISMS [35]. Thus, to manage the problem of secu-
rity breaches effectively, it is essential to focus on organization
rather than to human factors [15].

In a different study, Ernest Chang and Ho [28] examined that the
organizational factors influence the adoption of BS7799, an in-
formation security management (ISM) standard. From their 59
surveys on various organizations in Taiwan, the author concluded
that organizational factors such as environmental uncertainty, IT
competence of business managers, organization size and type of
industry significantly influenced the implementation of ISM. In
other studies, it is shown that the environmental uncertainty in-
volving industry environment and macro environments such as
competitors’ behavior, technology rapid change, security require-
ments of customers’ and changes in regulation have effects on
security management [33]. In addition, the policy development,
compliance, awareness and implementation of best practices, are
organizational factors for basic measurements for information
security [32], [36]. Literatures showed that ISMS implementation
is heavily influenced by organizational factors and need to be
explored.

6. Identifying The Organizational Factors to
be Examined

The conceptual model and hypotheses were developed from the
literature findings by extracting the CSFs in existing studies to
develop an understanding of the organizational factors. Nine (9)
studies were referred to as the main literature because these schol-
ars have outlined various CSFs that have an impact on the effec-
tiveness and success of ISMS. Based on the nine (9) studies in
Table 1, the organizational factors have been examined from the
list of CSFs, as illustrated in Table 2 to develop a construct.
Hence, for this study, the constructs were calculated to extract the
top five (5) constructs the organizational perspectives as shown in
Table 3.

Table 3 shows the organizational factors as the independent varia-
bles in this study, which include: (1) Information Security Policy,
(2) IT Competency, (3) Management Commitment, (4) Infor-
mation Security Awareness, and (5) Information Security Standard
Compliance.

A study by Alavi et al. [37] indicated that organizations often
overlook the human factors for effective information security. The
author concluded that human factors played a major function and
lead people to make an error. Many security incidents are due to
the human troubles who neglect the information security policy
within their organizations rather than any technical problems. It
should be noted that in spite of significant innovations in the tech-
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nical solutions, organizations are still confronted with the security
breaches. Many researchers claimed that the security violation was
not related to technology but usually, occur because of non-
technical in nature. As Eminagaoglu et al. [38] noted, the success

or failure of information security management in organizations
depended on people. Most of the security breaches are not only
because of technology but associated more or less with humans.

Table 1: List of ISMS Success Factors in Organization
S, & ) S, = = ) = g,
SErEs — o~ ™ < o © ~ © o
No. Factors
1 IT Competencies/Information Security / / / / /
Training
2 Industry Type / /
3 Uncertainty Environment /
4 Organization Size and Type / /
5 Top Management Support/Management / / / / / / /
Commitment/Organizational Support
6 Business Alignment /
7 Information security policy/ Information / / / /
security procedures
8 Information security awareness/ Organiza- / / / / /
tional Awareness
9 Information security culture /
10 Information security audit / /
11 ISM best practices/Compliance with IS / / / /
International Standard/Law Enforcement
and Compliance
12 Asset management /
13 Information security incident management /
14 IS Security Architecture /
15 Business Connections /
16 IS Security Strategy /
17 Dynamic Evaluation of Information Secu- / /
rity Effectiveness / Performance Evalua-
tion
18 Risk Assessment Process/Risk Manage- / / /
ment
19 Information Security Integration /
20 Project Accomplishment /
21 Budget/Resources Planning / /
22 ISM Team /
23 IS Audit Team /
24 Employee/Job Responsibilities/Motivation / /
25 Third Parties Compliance /
26 Business Continuity Management /
27 Implementer Competency
28 Implementer Commitment
29 Using the services of the information secu- /
rity external advisors
Table 2: List of Organizational Factors Dynamic Evaluation of Information 2/9 [12], [5]
Organizational Factors Number Source Security Effectiveness / Performance
of cited Evaluation
IT Competencies/Information Secu- 5/9 [28], [5], [20], [2], Information Security Integration 1/9 [12]
rity Training [12] Project Accomplishment 1/9 [12]
Industry Type 2/9 [27], [28] Budget/Resources Planning 2/9 [12], [2]
Uncertainty Environment 1/9 [28] ISM Team 1/9 [2]
Organization Size and Type 2/9 [27], [28] IS Audit Team 1/9 [2]
Top Management Sup- 8/9 [27], [5], [20], [12], Employee/Job Responsibili- 2/9 [2]. [9]
port/Management Commit- [2], [13], ties/Motivation
ment/Organizational Support [9]. [29] Third Parties Compliance 1/9 [2]
Business Continuity Management 1/9 [2]
Business Alignment 1/9 [5]
Information security policy/ Infor- 419 [20], [2]. [91, [5] Table 3: Construct of Organizational Factors
mation security procedures Constructs Number of cited out of 9
Information security awareness/ 5/9 [5], [20], [12], [2], studies
Organizational Awareness [l Information Security Policy 4/9
- - IT Competency 5/9
Information Se_curlty Cultgre ' 1/9 [20] Management Commitment 3/9
ISM best p_ractlces/Comleance with 4/9 [20], [12], [9], [5] Information Security Awareness 5/9
- I Standfird/LaW = Information Security Standard Compli- 4/9
forcement and Compliance A
IS Security Strategy 1/9 [12]
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The literature highlighted that the problem remained for years.
Therefore, the exploration of the organizational factors is essential
to improve the information security management. Thus, from the
CSFs that contributed to the success and effective ISMS, five
(5) organizational factors were identified to test the significant
effect of that factors on the effectiveness of implementing ISMS.
These five (5) factors were chosen, as it is able to represent most
of the organizational factors from the past studies.

7. Development of Conceptual Model

The conceptual model with five (5) construct as per Figure 1 is
derived based on the literature reviews. The conceptual model is
developed in order to investigate the significant effects of organi-
zational factors on the ISMS effectiveness. The model has five
constructs: information security policy, IT competency, manage-
ment commitment, information security awareness and infor-
mation security standard compliance. The model will be tested in
the MPS organization to identify the relationship between organi-
zational factors and the effectiveness of ISMS implementation in
an organization.

Information
Securitv Policy

Information
Technology (IT)
Competency

Management H3
Commitment

ISMS
Effectiveness

Information
Security H5
Awareness

Informatien
Security Standard
Compliance

Figure 1: Conceptual Model of ISMS Effectiveness
7.1. Information Security Policy

Information Security Policy is the main or top-level policy, which
outlines other support policies for ISMS implementation. Content
guides of information security policy document are stated in the
ISO/IEC 27002. Information Security Policy can be defined as a
declaration of employees’ roles and responsibilities to defense the
IT resources of their organizations [39]. Information security poli-
cy documentation is supposed to be reviewed regularly to guaran-
tee that it remains up to date and pertinent to the information secu-
rity objectives including employees, stakeholders and external
parties [2], [40].

A well-written information security policy must be clear and brief,
easy to understand and free from legal and technical jargon [16].
In addition, it must be practical, functional, well disseminated to
employees and enforceable as policies and procedures associated
with information security often vary depending on the workplace
changes on an ongoing basis.

Recent research indicated that the compliance of employee behav-
iors against information security policy from the social-
organizational views reduce the risk of information security viola-
tions in organizations [41]. Therefore, the following hypothesis is
formulated:

H1: Information Security Policy has a significant effect on the
effectiveness of ISMS implementation.

7.2. Information Technology (IT) Competency

Dealing with the whole aspects of ISMS, IT competency plays an
important key role in effective information security management
and enables the organization to design, arrange, execute, and make
an investment pertaining to the information security [5], [28]. IT
competency refers to the interrelated ability of constant elements
that are essential in meeting IT or business objectives [5]. Em-
ployees are required to have sufficient skills to deal with the re-
quirements of information security policy [37]. In addition, em-
ployees with adequate competence in managing information secu-
rity issues are more likely to comply with organizational infor-
mation security management [41].

Studies have found that there are two categories of people exists
when involving ISMS implementation in the general government
organizational structure [2]. The author highlighted that ISMS
processes such as planning, implementing, monitoring and impro-
vising ISMS embrace the individual and teams in the organization.
It consists of the Top Management, Employees, Third Parties,
Coordinator Team, Information Security Team and the Infor-
mation Security Audit Team. All of these people is required to
have the competencies including knowledge, leadership, responsi-
bility, skills, cooperation and awareness associate to the infor-
mation security policy, threats, risks and controls. For instance,
employee as an individual should aware and comply with the poli-
cies and procedures as stated in the Information Security Policy, in
order to reduce security incidents. While, the Information Security
Team is a team consists of several nominated staffs involved in
most of information security activities with knowledge, expertise,
commitment, willingness and teamwork to run the ISMS process-
es. Furthermore, scholars also have emphasized the importance of
integrating a strategy with technical competence to improve secu-
rity alignment between social and organizational component [42].
Moreover, the heightening of IT competency can help strengthen
the strategies of organizational information security management.
Therefore, the following hypothesis is formulated:

H2: IT Competency has a significant effect on the effectiveness of
ISMS implementation.

7.3. Management Commitment

Prior studies had paid most attention on management support,
which can be seen very essential to the success of information
security in the organization including actively supports, the com-
mitment of funding, and organizational structuring [1], [27], [33],
[42]. Allocation of resources including human and financial, pro-
motion of buy-in and highlighting the importance of security to
other groups in the organization is one of the ways of support that
can be demonstrated by the top management [42]. Moreover, the
success of ISMS is strongly related to the top management
knowledge, leadership and their commitments to the organization.
Therefore, it is important that the top management is clear about
their roles and understanding of information security objectives,
so that they are able to establish an ISMS governance in order to
shape the security compliance behavior among the employees [2].
Similarly, research finding by Hu et al. [23] concluded that the top
management plays a proactive role and have a significant impact
in forming employee’s compliance behavior.

A formal information security organizational structure that cen-
tralized all security functions is enormously crucial to the success
of ISMS in order to develop and deploy organization-wide poli-
cies and standards [42]. Thus, there is a need for a stronger man-
agement commitment to ensure that a clear direction and strong
support against the security efforts. Therefore, the following hy-
pothesis is formulated:

H3: Management commitment has a significant effect on the ef-
fectiveness of ISMS implementation.
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7.4. Information Security Awareness

Information security awareness can be defined as the extent to
which employees understand the importance of information secu-
rity, the realization of the levels of information security in the
organization, knowing their individual roles against security, and
acts accordingly [43]. Given the broad increase in reliance on IT
systems and information stored electronically, organizations
should focus on human’s attention to the security process through
education, training, and awareness rather than focusing purely on
technologies and policies [44]. This is fundamental to ensure that
all employees’ acts in an appropriate manner to keep sensitive
information secure and aware of the possible security threats.
Having and promoting information security awareness programs
in place is one of the socio-organizational roles to increase the
information security compliance in organizations [45]. The wide-
ranging awareness programs features including web portals, ad-
vertisement campaigns, guidelines booklets, posters, awareness
training workshops, newsletters, security awareness programs,
forums to enable users to interact, alert and news sections, online
surveys and statistics [42], [44]. All relevant groups in the organi-
zation including all managers and employees should be catered
with adequate training and awareness in order to protect infor-
mation assets effectively.

Employee’s skills and understanding on information security are
increased through trainings, while awareness programs ensure that
they are aware of their roles and responsibilities in handling
threats as well as understanding the information security policy
[2]. The study by N. Waly et al. [30] examined that it is vital to
increase the effectiveness of trainings and awareness programs by
inspiring the employees and improving their motivation to practice
the skills learned in their workplace. Therefore, it should be noted
that a sufficient awareness of the roles and responsibilities among
all level of employees is needed and this is a focal point of atten-
tion in ISMS [37]. Therefore, the following hypothesis is formu-
lated:

H4: Information Security Awareness has a significant effect on the
effectiveness of ISMS implementation.

7.5. Information Security Standard Compliance

Information security compliance refers to the information security
standards and policies applied by the organization in order to safe-
guard the information assets [14]. One of the key factors to the
successful ISMS is the effectiveness of information security com-
pliance to the international standard. An international standard is a
benchmark to regulate information security governance since in-
formation security has a very essential role in supporting the activ-
ities of the organization [46]. There are many related information
security governance standards that are widely used by organiza-
tions such as BS 7799, ISO 27001, PCIDSS, ITIL and COBIT
[47]. Amongst them, ISO 27001 is the most widely used standard
in the ISMS domain.

It is widely recognized that, through the compliance of ISO 27001
Standard, the organization may fulfill and get certified in increas-
ing protection level of their information [48]. Apart from that,
adopting a compliance standard increases users confidence, trust
and satisfies the security requirements of organizations of public
services [14]. Information security audit is the necessities in ISO
27001 Standard. The audit process will establish the compliance to
the information security policy, procedures, processes, controls,
and activities that can be monitored, measured and evaluated [2].
Thus, with the periodical audit, all the process is continuously
monitored, performance was measured, ISMS was reviewed effec-
tively and finally, the application of corrective and preventive
actions are taken to achieve continual improvement of information
security practices [49]. Therefore, the following hypothesis is
formulated:

H5: Information Security Compliance has a significant effect on
the effectiveness of ISMS implementation.

8. Discussion

By applying the critical success factors approach, this study ex-
plored the factors that contributed to the success of ISMS and
identified the organizational factors related to the information
security effectiveness. By reviewing the literatures in the infor-
mation security field, five (5) organizational factors are identified
and the relationship of these factors with the ISMS effectiveness
is proposed. These five (5) factors were selected because they
represent most of the organizational factors from the previous
studies.

The results from the literatures reveal that information security
policy, IT competency, management commitment, information
security awareness and information security standard compliance
are the organizational factors for effective information security
management. Thus, a conceptual model along with the hypotheses
were proposed and will be tested in MPS to investigate the signifi-
cant effect of organizational factors on the effectiveness of ISMS.

9. Conclusion

The role of organizational factors need to be explored to ensure
that employees comply with the information security policy,
standard, procedures, laws and regulation in order to reduce secu-
rity breaches and increase business performance in the organiza-
tion. Previous studies clearly stated that organizational factors
might influence the ISMS effectiveness. Thus, the researcher tried
to identify these factors and the significant effect on the success of
ISMS.

Understanding the significant effect of the organizational factors
would assist MPS organizations in formulating a more effective
information security strategic planning and designing the deploy-
ment of information security awareness tailored for all employees,
from top management to the subordinates.
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