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Abstract

Authentication is a security component that maintains user access to applications. It has been the primary reason for users to create user-
names and passwords before they can use applications. In creating usernames and passwords; users are required to fill in their personal
information in which it is a time-consuming process. Additionally, it also increases the number of usernames and passwords that users
need to remember which leads to password fatigue. Social login is a way to address this problem. With the benefits that social login
could offer, this study aims to study the usability of social login for mobile learning. Further, the user’s preference towards authentication
mechanisms used for mobile learning applications was identified. An experimental study was conducted using a mobile learning applica-
tion named LANGKAWI ISLANDS. Forty participants participated in this study on a voluntary basis and used the traditional and social
login on LANGKAWI ISLANDS. The time taken by the participants to sign up the application using both mechanisms was recorded.
The usability of the authentication mechanisms was evaluated using a self-report questionnaire. Then, the participants stated their prefer-
ence for the authentication mechanisms. The results suggest that the social login is more usable than the traditional authentication
mechanism. Further, the users’ signup process for LANGKAWI ISLANDS is much faster using social login and has been the primary

users’ preference for mobile learning authentication mechanism.
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1. Introduction

Today's smartphones and tablets have enabled users to access
various applications on a mobile basis without having to use a
desktop computer as before. These applications include mobile
banking, mobile payment, mobile shopping and mobile learning
[1]; just to name a few. In the context of education, mobile learn-
ing encourages independent and collaborative experience among
learners [2]. Mobile phone technology has been combined with
learning theories to give students more flexibility and engaging
learning experience. It is essential to ensure that learning is
appropriately designed so that it can transform teachers’ and stu-
dents’ mindset towards a more productive learning environment to
achieve effective integration [3]. Further, a successful learning
process is highly depending on the learning environment’s service
quality and stakeholder satisfaction [4]. The process of delivering
learning content to students through smartphones involving the
technical design of mobile applications including interface, navi-
gation, accessibility, and personality is an example of service
quality and satisfaction.

Many applications (either web or mobile) enforce users to create a
credential (usually a username and password) for authentication
and personalization. Apart from the credentials, the traditional
authentication mechanism requires users to provide their personal
detail such as name, gender, and age during the registration or
signup process which is a time-consuming task for many people.

It also increases the number of credentials that users have to re-
member which may lead to password fatigue [5]. Developers shift
from the traditional authentication mechanism to social login; a
mechanism to log in to a particular application using social net-
work credentials to improve this issue [6]. Currently, there is a
growing interest among developers to use social login such as
Linkedln, Google+, Facebook or Twitter for authentication
mechanism of their applications. Social login is simple, and it
provides a useful mean for user authentication without having to
create an additional profile [7, 8].

Social login has been found as a standard feature of social com-
merce websites [9]. Recently, there is a growing interest among
mobile learning application providers on the use of social login for
their user authentication. Social login has been used in popular
mobile learning applications such as Coursera and Course Guru.
Looking at the benefits that social login could offer, this study
aims to evaluate the usability of authentication mechanisms for
mobile learning applications from three perspectives namely use-
fulness, ease of use and satisfaction. Further, the study intends to
understand learners’ preference towards these authentication
mechanisms. This article describes the detail information about
this study. First, the following section explains the concept of
social login and its application in mobile learning environment
briefly. Then, Section 3 describes the method, hypotheses, the
materials, the participants and the procedure for conducting the
experimental study.

The results obtained from the experimental study is presented and
discussed in Section 4. Finally, the limitations of the study and the
future works are explained in Section 5.

Copyright © 2018 Authors. This is an open access article distributed under the Creative Commons Attribution License, which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work is properly cited.
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2. Mobile Learning Using Social Login Au-
thentication

Authentication mechanisms are initially needed in critical systems
to validate that users are legitimate and have access right to the
content requested from a particular system. However, nowadays,
as the technology grows exponentially with various innovations in
systems are being introduced, authentication mechanisms work
beyond that function. For example, within the web and mobile
applications, authentication mechanisms also aim at providing
users with adaptive content. Hence, it will increase the user ex-
perience in several ways when they use the applications. However,
the increasing number of applications that require users to create
username and password has led to password fatigue [10], an ex-
hausted feeling that users experience when they have to remember
too many usernames and passwords every day to login to many
systems and applications. Due to this situation, researchers and
developers have started on working towards reducing the number
of login credentials that users have to hold at one time. An authen-
tication mechanism through social login is among one of the fea-
sible solutions aims at accommodating a user demand for a reduc-
tion in login credentials [11]. New users who need to use applica-
tions will sign in with their existing username and password for
social networking services such as Facebook, Twitter, and
Google+ [12],[13].

Fig. 1: Example of social login buttons

As described earlier, application providers use social login to al-
low users to access to their applications by using the users’ exist-
ing social network credentials [6]. The use of social network cre-
dentials will reduce password fatigue and eliminate the registra-
tion process [8] where users do not have to key in their personal
information anymore. It eliminates the need for the users to refill a
form, choose a username and secure password and simplifies the
registration of a new user to an application. Ultimately, it simpli-
fies the whole registration process which shortens the time to ac-
cess the application for the first time, and straight away direct the
users to the content of the application. By signing in using the
social network username and password, users are allowing mobile
applications to access their public profile such as demographic
data, email address and friends as well as to request extended pro-
file properties including the history of users' likes or recorded web
activities. This profile information will be useful to the application
providers for creating personalized content for individual users.
From the perspective of application providers, social logins allow
applications and services easier and faster to develop and deploy
[14]. It does not require the providers to create a specific database
for user credentials and does not need to prepare a separate form
for user’s registration. Further, users’ profile information can be
derived from the social network providers and can be customized
to the requirements of the intended applications.

Although social logins address password fatigue successfully,
users and developers are concerned on the security aspects of the
authentication mechanism as many parties are involved and how
the credentials are being protected from attacks and threats is not
transparent. Social login might not be suitable for a particular
domain of application such as mobile banking; however, a less
critical domain such as mobile learning could benefit from it.

There is an increased interest among mobile learning application
providers on the integration of social login on their application.
For example, Coursera and CourseGuru, among a prevalent web
and mobile learning providers embed social login (Facebook and
Google+) to their applications as shown in Figure 2 and 3 respec-
tively.
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Fig. 2: Facebook login button in Coursera app
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Fig. 3: Facebook and Google+ login buttons in Course Guru app

The mobile learning environment should be adaptive to individual
learners’ needs to achieve more effective and engaging learning.
Adaptive mobile learning applications could employ social logins
to extract information about the learners [15]. It is inconvenient to
register a user account one by one manually. Many of the maobile
applications today support social login. For mobile learning appli-
cations designed for institutions, it is a tedious job to create user
credentials for every learner in the institution. Managing and
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communicating the temporary credentials are also tedious if it
involves many users. Sometimes students hardly used the creden-
tials created by the institutions, which consequently hinder mobile
learning. By using social login, learners just need to sign in the
mobile learning applications with their social network credentials
and the server will automatically pull the data from the corre-
sponding authentication service providers (e.g., Facebook). As a
result, the application providers can avoid running the signup
process and instead directly run the application to trigger the so-
cial login interface. Further, social logins are more familiar to the
learners and make it more convenient for them to participate in the
mobile learning, as they only need to memorize and maintain sin-
gle username and password [16]. End users choose social login
because of the convenience of the overall authentication process.
Social network credential provided by the primary social network
providers (e.g., Facebook, Twitter, Google+) has gone beyond the
service that focused on authentication and identity management
solutions. It also provides useful user profile information. The user
profile can be customized to create personalized content for indi-
vidual learners [17],[18] of mobile learning applications. Personal-
ized learning content is essential to assist learners to understand
the topic of learning better, and provide an engaging learning en-
vironment.

Research by Egelman [19] shows that although the users of social
login understand the implications of privacy, the majority of them
still choose to use social login function because of convenience.
Convenience in this context is a component of usability where
mobile applications should be easy to use to achieve the users’
objective [20]. As the integration of social login in a mobile learn-
ing application is limited in terms of its application; hence, there is
a need to study how users perceive the usability of the authentica-
tion mechanisms in the mobile learning environment.

3. Experimental study

3.1. Method and Hypotheses

This study was carried out following the within-subject design
experimental study. The independent variable was the types of
authentication mechanism (i.e., traditional and social login) while
the dependent variables were usability of the authentication
mechanism; signup time (in seconds), and user’s preference. The
following three hypotheses were formulated for this study:

HA: There is a difference concerning the usability of LANG-
KAWI ISLANDS using social login and the traditional authentica-
tion mechanisms;

HB: There is a difference concerning time taken for the partici-
pants to sign up LANGKAWI ISLANDS using social login and
the traditional authentication mechanisms; and

HC: There is a difference concerning users’ preference of social
login and traditional authentication mechanisms for LANGKAWI
ISLANDS.

3.2. Materials

The experimental study was conducted using two main instru-
ments that include a mobile learning application namely LANG-
KAWTI ISLANDS and a questionnaire asking on the participants’
background information (i.e., age and gender), the usability com-
ponents (i.e., usefulness, ease-of-use, and satisfaction) and their
preference of the authentication mechanisms. Usefulness, Satisfac-
tion, and Ease of use (USE) Questionnaire [21] was adapted in this
study. It contained 26 items measured in a seven-point Likert scale
where one represents strongly disagree, and seven represents
strongly agree. USE Questionnaire has also been used as an in-
strument for measuring usability of computer systems in other
studies such as in Mahmoud and Hassan [22], Sabri and Hussain
[23], Hussain et al. [24], and Razak et al. [25].

LANGKAWI ISLANDS is a mobile learning application that
provided the learners with the history of Langkawi Islands in Ma-
laysia. The mobile learning application was developed using
Eclipse integrated development environment (IDE). Android
software development kit (SDK) and Facebook SDK were im-
ported into the IDE. OAuth 2.0 was the authorization protocol for
integrating the Facebook login into LANGKAW!I ISLANDS for
representing the social login authentication mechanism. Adobe
Illustrator CS5 was used as the graphics editing tool. The proto-
type runs on mobile operating system Android 4.3 Jelly Bean for
the experimental study. Figure 4 shows the home interface of
LANGKAWI ISLANDS, and one example of the learning inter-
face is visualized in Figure 5.

l Kora Maneue)

Maheuri was a young woman who lived in Langkawi, Malaysia either
during the 14th century. Acconding to folkdore, she was accused of
aduhery and executed by stabbing.

h
didn't work. After every execution attempt failed, Mahsuri told them
10 kil her with her famlly's kris. When she was stabbed, white blood
flowed from the wound, signifying her innocence. Some birds flew
above her to cover har body. With her dylng breath,Mahsurl cursed
Langkawi to have seven generations of bad luck.

Fig. 5: The example of learning interface in LANGKAW!I ISLANDS

LANGKAWI ISLANDS mobile learning application was devel-
oped in two versions to demonstrate the social and traditional
logins as shown in Figure 6. The traditional login requires the
participants to sign up for the first time by creating a username,
and password as shown in Figure 7. The social login used the
Facebook login button to represent the social login as in Figure 8.
Figure 9 shows an example of the interface when a user has suc-
cessfully signed in using his/her Facebook credential. Table 1
compares the components of the two authentication mechanisms
including the registration process, usernames and passwords and
login features in LANGKAWI ISLANDS.

l Lancraw Is1anps |

O Uit o eerved

Tc krcw more s-out ~he legends of Langkaw! Islandes,

Fig. 6: The login interface of LANGKAWI ISLANDS
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Welcome to sign up an new account with us here!

tional login followed by social login, while the participants in
Group B used the reversed sequence of the interfaces. Table 2
shows the procedure for conducting the experiment. During the
experiment session, the time spent by the participants to complete
the signup process was recorded in second(s) by the experimenter.

User Name
J

Password Table 2: The procedure for conducting the experiment

STEPS TASK
Confirm Password GROUP 1 | GROUP 2

Step 1: The participant was required to provide demographic and

Creste hccourt background information.
Step 2: The participant was required | The participant was required
to execute the test scenarios | to execute the test scenarios
- - — it St gt ool for traditional login. for social login.

Fig. 7: The interface for the traditional signup process Step3: | The participant answered | The participant answered
post-task questionnaire for | post-task questionnaire for
traditional login. social login.

N Step 4: The participant answered the | The participant answered the
post-session questionnaire for | post-session questionnaire for
traditional login. social login.

_— Step 5: | The participant was required | The participant was required
e to execute the test scenarios | to execute the test scenarios
for social login. for traditional login.
. ) ) 1 Step 6: The participant answered | The participant answered
Qi sbont. the lagercls of LamghatriSeerig post-task questionnaire for | post-task questionnaire for
— social login. traditional login.

Step 7: The participant answered the | The participant answered the
post-session questionnaire for | post-session questionnaire for
social login. traditional login.

Fig. 8: The interface for the social login Step 8: The participant answered the post-session questionnaire for
preferred login facility.
Step 9: The participant participated in the post-session interview. (8
participants)

facebook

Devinix Kang Hean Yong

Fig. 9: The interface of a successful login using social login

Table 1: The features of social and traditional logins

Components Social Login Traditional Login
Registration No. Social network accounts Manually. Users were
process for the evaluation purpose has required to create a
been created and active in a user account by typing
mobile device. in user profile informa-
tion.
New No. Users used the existing Yes. Users need to
username social network account user- remember the new
and password | name and password. username and pass-
required word created.
Login feature | Yes. Users need to click the Yes. Users were re-
login button provided on inter- | quired to supply
face and auto login without username and pass-
providing username and pass- | word each time login
word. to the system after
logout.

3.3. Participants and Procedure

A group of 40 students (i.e., twenty-two males and eighteen fe-
males) from Tunku Abdul Rahman College University (TARUC)
aged between nineteen and twenty-four years old participated in
this experiment on a voluntary basis. The participants were as-
signed into two groups at random. Group A consists of nine males
and eleven females while group B consists of thirteen males and
seven females. The participants in Group A worked with tradi-

During the experiment, the participants were divided into two
groups, and the two mobile applications with different authentica-
tion mechanisms were presented to them in a different order.
Therefore, a non-parametric Mann Whitney U test was performed
to find out whether the order of presenting different mobile learn-
ing applications affect the users’ rating on the questionnaire. The
results of Mann Whitney U test returned the z values range from -
0.285 to -1.097 with a significant level of p<0.05. The results
suggested that the order of presenting different authentication
mechanisms have no effect on the respondents’ usability response
during the experiment.

4. Results and Discussion

SPSS version 19 was used in data analysis and the statistical tests.
A codebook was created to ease the process of data entry. Before
starting any test, all the data went through the screening procedure
(descriptive statistic) to identify missing values and improve the
integrity of data entry. All the test items also suggested high inter-
nal consistency where Cronbach’s Alpha coefficient values rang-
ing from 0.705-0.903. The data were tested for normal distribu-
tion using Kolmogorov-Smirnov tests. The result indicated that
not all the dependent variables were normally distributed (p <
0.05). Therefore, the data analysis was conducted based on non-
parametric tests particularly the Wilcoxon Signed Rank Test and
Chi-square goodness-of-fit test.

4.1. The Participants’ Background

Most of the participants had high-frequency usage of mobile ap-
plications. 90% of them used mobile applications on a daily basis.
37.5% had three or less mobile accounts that need a password, and
another 37.5% had four to ten mobile accounts with password.
The rest of the participants had quite many mobile accounts (i.e.,
21 or more). Within these participants, 82.5% had the experience
of using social login to sign up multiple mobile applications.
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92.5% of the participants mentioned that they knew about social
login.

4.2. The Usability of Authentication Mechanisms for the
Mobile Learning Applications

The respondents’ usability responses for both authentication
mechanisms were analysed by calculating the means, the standard
deviations, and the medians as shown in Table 3. The means for
three components of usability (i.e., usefulness, ease of use, and
satisfaction) for the traditional login are lower than the social
login. This has also led to a higher score of the overall usability
for social login of the authentication mechanisms.

Table 3: The means, standard deviations and mean ranks (N=40)

Table 5: The means, standard deviations and mean ranks (N=40)

Components Social Login Traditional Login
Mean | S.D. | Med. | Mean | S.D. Med.
Time (in seconds) 6.05 4.50 | 5.00 51.65 | 20.16 | 47.50

A Wilcoxon Signed Ranked test was carried out to compare the
time for the signup process, and the results are shown in Table 6.
The median time is 47.50 and 5 seconds for the traditional and
social logins respectively. The results indicated a statistically
significant difference in the signup time where z=-5.512, p<0.05,
and effect size r= 0.62. These results revealed that social login in
LANGKAWI ISLANDS provided the participants with shorter
time to sign up. Based on the result, HB is accepted.

Table 6: The statistic values of Wilcoxon Sign Rank Tests (N=40)

Components Social Login Traditional Login
Mean S.D. Med. Mean | S.D. Med.
Usefulness 5.74 0.69 5.94 4.27 1.16 | 4.38
Ease of Use 5.75 0.58 | 5.73 4.40 1.07 | 4.45
Satisfaction 5.77 0.89 | 5.86 4.08 1.15 | 4.29
Overall Usability 5.75 0.52 5.58 4.25 1.06 4.18

Components | Negative Positive Tie | Stat. Sig.
Rank Rank
N Mean N | Mean
Rank Rank
Time (in z=-5.512,
seconds) w0 | sy b v p<0.05. Sig.

A Wilcoxon Signed Rank test was conducted on the participants’
usability responses. The median score on the result showed that
the first component of usability (i.e., usefulness) was higher for
social login (Md = 5.94) as compared to the traditional login (Md
= 4.38). A statistically significant difference also occurs in the
usefulness of LANGKAWI ISLANDS application with z=-4.949,
p<0.05, and effect size r=0.55. A statistically significant differ-
ence also appears in the ease of use of the usability component
with z=-5.081, p<0.05, and the effect size r=0.57. The same goes
for the satisfaction component where a statistically significant
difference with z=-4.976, p<0.05, and effect size r=0.56 was re-
ported. The median score shows that the ease of use was lower for
the traditional login (Md = 4.45) as compared to social login (Md
= 5.73). On the other hand, the satisfaction of social login score
(Md =5.86) is higher than the traditional login (Md = 4.29). Table
4 shows these values.

Table 4: The statistic values of Wilcoxon Sign Rank Tests (N=40)

Components | Negative Positive Rank | Tie | Stat. Sig.
Rank

N | Mean N Mean

Rank Rank
Usefulness 4 | 8.88 35 | 21.27 1 7=-4.949,
p<0.05. Sig.
Ease of Use 4 | 6.50 35 | 21.54 1 z=-5.081,
p<0.05, Sig.
Satisfaction 4 | 8.38 35 | 21.33 1 z=-4.976,
p<0.05, Sig.
Overall Us- | 2 | 7.25 38 | 21.20 0 z=-5.316,
ability p<0.05, Sig.

In overall, the test results showed statistically significant differ-
ences in usability evaluation with z=-5.316, p<0.05 and effect size
r=0.59. The median score of overall usability was improved in the
social login (Md = 5.58) as compared to the traditional login (Md
= 4.18). Thus, all these results suggested that the social login
mechanism had higher usability as compared to the traditional
login mechanism concerning its usefulness, ease of use, and satis-
faction. Hence, HA is supported.

4.3. The Time for the Sign up Process

As mentioned above, the time taken by the participants during the
signup process was recorded. The analysis of the individual par-
ticipants® time suggested that the mean for the signup time (in
seconds) of LANGKAW!I ISLANDS using traditional login is
51.65 seconds which is 45.6 seconds more than the social login.
Table 5 shows the mean, standard deviation and the median time
for both social and traditional logins.

4.4. The Users’ Preference on Login the Mechanisms

The participants were asked about their preferred authentication
mechanism with a question: “In future, if you are going to use this
mobile application during your trip, which approach would you
use to log in?” Thirty-three participants preferred social login
which equals to 82% of the participants. Figure 10 shows the pie
chart for the participants’ preferred authentication mechanisms.

Preterred
Traditional
Login, 7,

18%,

Login, 33,
82%

Fig. 10: User’s preference on authentication mechanisms

A Chi-square goodness-of-fit test was conducted, and the result
revealed that the test statistics is significant with X2 (1, n=40) =
16.90, p < 0.0005. Therefore, it is suggested that there is a
statistically different in the preference of the authentication
mechanisms, with fewer people preferring the traditional login
(N=7) as compared to social login (N=33). The reasons for their
preferences include, 25% of them mentioned that social login was
easy to use, 21% of them felt that social login helps to save time in
login process, 18% of them emphasized about the convenience of
social login, 15% of them felt that social login is faster than
traditional login, 3% of them believed that social login helps to
reduce the number of passwords to remember, and the remained
18% stated no reason. Among 7 of the participants who preferred
traditional login, the majority of them (71%) concerned about the
security issue, and 29% of them concerned about the privacy is-
sue. Based on the result, HC is accepted.

5. Conclusion, Limitations and Future Works

This paper presented a study on the usability of authentication
mechanisms for mobile learning applications. A mobile learning
application named LANGKAW!I ISLANDS was used in the ex-
perimental study accompanied by the USE questionnaire. Two
types of authentication mechanisms namely social login and tradi-
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tional login were embedded in LANGKAWI ISLANDS for the
usability evaluation. Three hypotheses were formulated and tested
in this study covering the usability of the authentication mecha-
nisms; the time taken by the participants for signup process of
LANGKAWI ISLANDS, and the preferred authentication
mechanisms.

The results of this study confirmed that social login is more usable
in terms of usefulness, ease of use, and satisfaction as compared to
the traditional login. Further, the results also confirmed that social
login is able to speed up the signup process of mobile learning
applications; where the average time taken by all participants in
registering themselves to the application was shorter than the tra-
ditional login. Finally, the results of the study revealed that the
social login had been the preferred authentication mechanism for
accessing content in mobile learning applications. The findings
obtained in this study could provide a general guideline to devel-
opers, designers, or instructors of mobile learning applications.
They could improve their applications by providing an alternative
authentication mechanism for increasing users’ convenience.

The outcomes of this study should be used with consideration of
limitations in the design of the experimental study. First, it is im-
portant to note that the participants were volunteers from a higher
learning institution aged between nineteen to twenty-four years
old. More generalized results can be obtained if the experiment
involves other institutions and different students from various
courses.

Further, users with different background and level of academic
study could lead to different results. Second, the social network
used in the experimental session only involved Facebook with
OAuth 2.0 protocol. The steps to complete the OAuth 2.0 connec-
tion could be different from other protocols such as OpenlID and
SAML. Therefore, the result of this study only limited to those
social login mechanisms using OAuth 2.0. Further, social login by
other social network providers could also lead to different usabil-
ity results due to the steps in the signup process. Lastly, this ex-
perimental study only used one single mobile device for partici-
pants to conduct the designed task in the different time frame. The
network connection and bandwidth speed were assumed to be
same across the different time frame. Besides that, all the partici-
pants are first time user of the LANGKAW!I ISLANDS which
could also affect the results.

Limitations found in this study can be used as the improvement
for other similar studies in future. A couple of research idea could
be carried out to improve the results of this study. First, partici-
pants for such experimental study could be gathered from diverse
backgrounds like a mixture of students across different institutions
or users from different academic levels. Second, there is an oppor-
tunity to study the relationship between security, privacy, and
convenience of social login for mobile learning applications.
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