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Abstract 

Nowadays the usage of handheld devices in a young generation were constantly increasing. Handheld devices had been involved in high 

profiles cases that involved children, therefore strict monitoring of children’s devices usage are required for safety risks. This project is to 

develop Stealth-based Android Parental Monitoring App to help parent monitor their child’s mobile activity silently. The mobile usage 

behavior can be analyze and then parents can plan for proactive measures to deal with the problem. This application was developed based 

on client server application, where Android based application is developed for client side and web application is developed on the server-

side. Authentication process is required to activate the application, as only authenticated user can manage the application and at the same 

time, the application will run stealthily, invisible from the users. Pattern Lock and password method were used for authentication process. 

For the purpose of stealth process, “secret door”  technique,  where  developer will disable  an application component;  this  technique  

will  have the effect of removing  an  application  shortcut  from  any Launcher. The application at android based will be able to log the 

location, message log, call log, network log, and device information. The collected data will be uploaded to a web server to be reviewed 

through the internet-enabled devices. The functionality testing were done on both Android Based client side application and web applica-

tion server side web application. For client side application eight test cases were developed: Android Authentication Module, Android 

device registration module, Android logging module, Android uploading module, Android system cleaner module, Android stealth 

hide/reveal icon module, Android stealth launch application via dialer module and Android protection module. For each test case, the 

result is indicated as pass. For Server Side Web application, four test cases were developed; Web Application Registration Module, Web 

Application Authentication Module, Web Application Monitoring Module and Web Application Disconnect Device Module. For each 

test case, the result is indicated as pass. Android Based Parental Monitoring Apps has been successfully developed and meet the devel-

opment objective to collect Android critical data including network log, call log, device information log, incoming or outgoing SMS and 

Call logs in stealth and synchronized it to the server where it can be used as digital evidence if necessary. The result of this project is 

hoped to benefits the society by providing a better monitoring technique for the concerned parent via implementing an alternate way on 

how to continuously collect and monitor their children/teen mobile activity. 

 
Keywords: Stealth-based; Parental Monitoring Tool; Android 

 

1. Introduction 

The world nowadays was shifting rapidly, and the usage of tech-

nology especially handheld devices was continuously increasing. 

A report by [14] revealed that smartphones ownership in Malaysia 

has constantly seen a growth almost every year. Based on their 

report which targets around 43 million of the mobile user from 

various telco company in Malaysia also discover that 1.8% (778 

464) of the mobile user in 2014 was under 15 years old. This is 

appalling and dangerous as the children or teenager, especially the 

pre-teenager itself cannot sense danger as they still in a learning 

process in their life. The children/teenager can easily be manipu-

lated and without proper guidance and monitoring from the parent, 

this situation could be a hazard and dangerous for them. The usage 

of the smartphone at this early stage of their age may expose them 

to online predators, adult or harmful content etc. Due to this situa-

tion, parental control application was developed in order to con-

tain this problem. However, the drawback of an existing parental 

control tool today is too restrictive or difficult to configure; thus, 

does not always work for the kids nowadays. Kids from Genera-

tion Z nowadays tends to be more technical savvy compared to 

Gen Y generation as they were born with a highly-sophisticated 

media and computer  environment [13].  Upon realizing the exist-

ing of parental control tool, they might feel insecure, try to bypass 

the restriction or even become more creative in finding an alterna-

tive to the problem. This situation worsens when there’s some 

parent abdicate their responsibility to keep monitoring their chil-

dren/teenager after installing the parental control software as 

thinking that step is enough [17]. Through analyzing the children 

mobile usage behavior, the parent may plan for proactive 

measures ahead to deal the problem instead of blocking all the 

application or internet access.  

1.1. Proposed System 

The main purpose of this project is to deliver an alternative way 

for a parent to keep track and monitor all mobile activities of their 

children/teenagers continuously by stealthy collecting the data and 

upload it to the server to be observed and analyzed anytime they 

want later. The Android open source platform has been chosen for 

this project due to its popularity which dominated the smartphone 

market in the world now [11].This reputation is contributed most 

by their policy towards “openness” of their source code. Accord-

ing to [4], Android has a good design application integration 

which enables the developer to write an application which can 
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http://www.sciencepubco.com/index.php/IJET


International Journal of Engineering & Technology 183 

 
leverage the core function secure and seamlessly. An Android 

development kit, for example, Android SDK also available free 

without any upfront cost. 

2. Literature Review 

Ownership of smartphone in the world has increased at a rapid 

rate and has been adapted as one of the most important parts of 

our life. Other than we can gain an information at the fingertips, 

the smartphone also acts as a gateway to connect and socialize us 

with others. [5] claimed that more than half of children have ex-

posed to the internet and online social network by the age of 10. 

They also agreed that without parental guidance and monitoring, 

the children might expose to the various threat which may affect 

their morale and behavior as being displayed in table 1. [2] also, 

claimed that most of the parents do not know their chil-

dren/teenager online activity. Therefore, a suitable mechanism 

was necessary to help parent or authorities to monitor and track 

their location as early as possible in order to save them before it’s 

too late. 

 

Despite the existing of parental control tools, they often bundled 

with several problem and weaknesses. Too restrictive is the com-

mon problem for this tools. The restriction might work on children, 

but not for a teenager. They might start to argue, rebel and feel 

insecure. Current parental control also tends to be too obvious 

while the children/teenager from this generation was extremely 

tech savvy. Upon realizing the presence of parental control, they 

might try to uninstall or bypass the restriction thus will defy the 

main parental control objective. Based on the situation raised, it is 

understood that the stealth android parental monitoring control is 

necessary to help the parent to monitor their children/teenager 

continuously. 

 
Table 1: Internet Risk to Children/Teenager 

 Commer-

cial 

Aggres-
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Sexual Values 

Content 

(Children 
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ent) 

Advert 
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Sponsorship 
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Info 
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content 
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ic or unwel-

comed sexu-
al content 

Bias 

Misleading 

Info 
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Tracking 
Harvesting 

Personal 

Info 

Being 
Bullied 

Harassed 

Stalked 

Meeting 
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Being 

groomed 

Self-harm 
Unwel-

come 

Persuasive 

Content 

(Children 
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Illegal 
download-

ing 

Hacking 
Gambling 

Financial 

scam 
Terrorism 

Bullying 
or harass-

ing others 

Creating or 
uploading 

inappropri-

ate materials 

Provide 
misleading 

info / ad-

vice 

2.1 Parental Monitoring Tools 

[9] had defined the monitoring system as a software which is used 

to quietly monitor and log the device activities of family members, 

employees etc. However, in order to distinguish this mechanism 

from the malicious application, the following criteria must be met 

in order to be considered as legal including: 

1. The software owner must also the owner of the device which 

going to be installed on. 

2. The software owner must be a parent of a minor child 

3. The software owner must consent all the user which affected 

by the software 

In Android, there are various data that can be collected in order to 

help the parent or forensic investigator to analyze the mobile us-

er’s activity. 

2.1.1 Types of Information Data 

In order to effectively analyze the user behavior and their online 

activity, a proper data was necessary to provide the parents or 

forensic investigator a better insight of children/teenager mobile 

activity. Those important criteria and features listed as follows: 

 

1. Message tracking 

This feature used to collect and log the client conversation 

data including SMS, MMS, and social networking. This data 

is important to have an idea of their children/teenager behav-

ior and at the same time able to detect an inappropriate be-

havior, for example sexting, cyberbully etc. 

2. Location tracking 

This is another important feature usually used by existing pa-

rental monitoring tools to monitor and tracks the chil-

dren/teenager location. This feature relies heavily on the us-

age of GPS (Global Positioning System) which mostly em-

bedded within the devices itself. However, the GPS was rare-

ly enabled as this service consumes a lot of battery.  

3. Network activity tracking 

This tracking activity involves the process of retrieving the 

connected network data from the service provider. The data 

that can be collected including Internet Protocol (IP) address 

and Network Name (SSID). This critical data may give lots 

of clue on target activity especially when they are on location.  

4. Call tracking 

This tracking method logs the incoming and outgoing call.  

This information is valuable, as it will help to know who and 

whom their child was contacting with, especially when it in-

volves missing or run away from home cases.  

5. Device Information Tracking 

Device information occasionally imperative in providing par-

ent a better insight of target device, which in this case their 

children. The usually collected data including current battery 

level, total RAM and OS version. 

2.2 Current Method of Android Based Parental Tools 

Based on the research that has been conducted on the vast amount 

of application which available in the market, the developer had 

identified the common method which has been used by the appli-

cation which is local based application. 

 

2.2.1 Local based application 

The oldest and the most basic method of parental monitoring tools. 

A specific script/command was used in order to collect and log the 

required data, for example, SMS history and store it in a form of 

files, usually in XML (Extensible Markup Language) or HTML 

(Hypertext Markup Language) format. In order to access and col-

lect this kind of data, a proper permission which  is  needed  to  

access  the  resources  must  be  declared  within  the An-

droidManifest.XML file as this kind of request usually falls under 

the dangerous permission group category [6].All of the data or 

logs which has been collected was typically stored securely within 

the “data/data/<application name>” folder but however, a physical 

access toward the devices is necessary when analysis or viewing 

of the captured logs is required.  

2.2.2. Client-server based application 

This technique contains the essence of locally based application 

meanwhile provide an enhancement for the previous method of 

parental monitoring tools. By exploiting the internet technology, 

the captured logs were uploaded into the web server. The collected 

logs then were first stored inside local SQLite database before 

synchronized to the server. The uploaded data then will be dis-

played on the website thus enable an easy analysis of the data by 
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utilizing an internet browser from any internet-enabled devices. 

According to [16], The Android API has a various set of functions 

which enable the developer to use the HTTP requests. [8] defines 

the Hypertext Transfer Protocol (HTTP) as services which work 

as the request-response protocol between the client and servers. 

 

The most popular method of HTTP request methods is POST and 

GET. The GET HTTP request used to request the data from a 

specified resource while the POST HTTP request was used to 

submit data be processed to a specified resource. The POST func-

tion, however, is the most related functions for this project as this 

services allow the developers to upload and update the contents of 

a file in a web server.  

 

In addition to the permission requested in the previous technique, 

this method requires another permission, which is the INTERNET 

permission enabled within the AndroidManifest.XML file. This 

permission is necessary in order to enable the application to use 

the internet connection for synchronizing and uploading captured 

data.  

 

2.2.3. Advantages of Android-based parental monitoring tools 

 

The benefit of using this mechanism has been identified and listed 

as follows: 

1. This method offers a simple yet powerful technique of in-

formation gathering. 

2. These tools help parents to monitor their child/teenager ac-

tivity. 

 

2.3 Security Mechanism 
 

2.3.1. Uninstallation Protection 

The android Device Administration is an API, which has been 

introduced since version 2.2 (Froyo). According to [11], this ser-

vices focused on offering a support for the enterprise applications 

by enabling the application admin to enforce security policy, for 

example, prompt user to set a new password, lock the device im-

mediately and even perform a factory reset or data wiping remote-

ly. If any breach of the security policy by the user, it is up to the 

application itself to decide on how to handle it. However, if the 

device admin application was not enabled by the user, he was not 

subjected to its policies. In order to force stop or uninstall the 

device admin applications, the user itself must disable or deacti-

vate the application as a device administration as shown in figure 

1.  
 

 
Fig. 1: Device Administration Process 

 

In order to prevent the application from being forced to stop or 

uninstalled, most of the applications, which have been reviewed, 

were using this mechanism. In addition, they also enforce a securi-

ty policy where when the user wants to disable the device admin 

application, the application will lock the device automatically by 

using the DevicePolicyManager.lockNow() and prompt a pass-

word in order to continue. The password can beprompt via local 

operating system or remote authentication server. 

 

The device administration API involves the following classes, 

including: 

 

1. DeviceAdminReceiver 

This base class must be included within the Device Admin-

istration application and used to interpret the raw intent ac-

tion sent by the system. 

 
Fig. 2: Android Administration Receiver 
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2. DevicePolicyManager: Responsible for managing the policy 

enforced on a device.  

3. DeviceAdminInfo: Used to specify metadata for a device 

administration component. 

 
2.3.2. Stealth 

In area of software and application, this term was related most 

with the viruses, worm etc. In Android, this term refers to the 

ability for an application to run virtually undetectable or, at least, 

hard to be detected by the user [15]. There is a various technique 

which currently available in the market for example: 

1. Application “secret door” 

One of the most popular technique or method used to hide the 

installed application from others. By using this method, the 

developers disguise their application as another application 

for example antivirus scanner, clock, notepad, calculator etc. 

This technique aimed to trick the others from knowing the 

existence of this application. Thus, only the valid user will 

know the secret way to reveal the PIN pad and open the real 

functionality of the application [7]. 

2. Hidden application shortcut 

This is another popular method used by the various applica-

tion within the marketplace. These programmatically meth-

ods require the developer to manually disable an application 

component via PackageManag-

er#setComponentEnabledSetting() as shown in figure 3. This 

method will have the effect of removing an application 

shortcut from any Launcher [12]. 

 

 
Fig. 3: Example of setComponentEnabledSetting 

 
As the application was hidden from others, a proper way was nec-

essary to launch the application for the valid user so that others 

cannot launch it same way. To solve this problem, the developer 

had enables the application to be launch just via the dial pad. In 

order to launch Application from Dialer, the developer itself need 

to register a receiver for that in AndroidManifest.XMLfile as 

shown in Fig. 4. These features are made possible by exploiting 

the broadcast intent and filter for an outgoing call. By using this 

technique, any application that wants to enable this features can 

define their own code and subscribe to those broadcast. One the 

secret dial number has been set, the application can be executed by 

simply dialing the secret code number, for example, ##1234 from 

the dial pad. 

 
Fig. 4: Example to register receiver within AndroidManifest.xml 

3. Methodology 

The development of this project were divided into two major cate-

gories which are client side Android application and server side 

web application.  

3.1 Client Side System Design 

For client-side application, the design will cover 1) user authenti-

cation; 2) device registration; 3) log data to local SQLite; 4) up-

load recorded data to server; 5) delete unneeded record from 

SQLite; 6) launch application via dialer module and; 7) protect 

itself from being uninstalled or force stopped. Figure 5 show 

Swimlane activity diagram of the Client side application.  

 

 
Fig. 5: Swimlane activity diagram for the client side application 

3.1.1. Authentication Module 

Authentication is the very first process, which will be prompt to 

the user before they were able to use the functionalities. This pro-

cess is vital to ensure that only a right person was able to view and 

monitor the devices.  

3.1.2. Device Registration Module 

International Mobile Equipment Identity (IMEI) is a unique 14 to 

16-digit decimal string, which can be used as simple identification 

for each mobile device [2]. In order to distinguish between each 

device which has been connected, the collects this information and 

validate it towards the record saved in the server. 

3.1.3. Logging Module 

Information logging is the core activity for client-side Android 

application. This logging module involves the application to be 
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executed in the background and able to function without user in-

tercession. The app will silently collect numerous critical infor-

mation which can be used as digital forensic evidence for example 

SMS, call, network, device information and network log and save 

it locally inside SQLite database. Then later, periodically those 

record will be synchronized with the server. 

3.1.4 Uploading Module 

Without this module, the previous logging module will be wasted.  

This module main purposes are to upload and synchronize the 

collected data with the MYSQL server.  The process starts when 

the application periodically requests for IPV4 in the background. 

Failure to retrieve the IPV4 indicates that the unavailability of 

internet connectivity thus the application will go idle for a moment 

before it starts to request the IPV4 again. Once the application 

managed to grasp the IPV4, it will start to search and upload all 

the native record to the MYSQL server. The data was sent in a 

form of encoded JSON object before being decoded back by the 

PHP function on the server-side receiver to be processed.  

3.1.5 System Cleaner Module 

Data that had been uploaded into MYSQL server, no longer bene-

ficial in SQLite. Therefore, as being suggested by its name, this 

module does a cleaning task where it will delete those records 

within SQLite database, in order to optimize overall application 

space and performance. 

3.1.6 Stealth Module 

 
Fig. 6: Stealth Module 

 

This module is another core component for the app. In order to 

accomplish “stealth” capability, three minor components have 

been used. The first component for this module is an ability to be 

hidden from the recent task. A task as shown in figure 6 is a col-

lection of activity which arranged in the stack when performing a 

certain job. A capability for an application to be hidden from this 

task list will help to keep the application concealed from being 

exposed in case if the user forgot to clear the recent task 

 

 
Fig 7: Android Display the Recent Task List 

 
The following stealth component is by naming the application 

similar to an existing inbuilt system application for example 

“Google Play Service”. By default, Google Play Service is an 

application developed by Google, which functions to provide core 

functionality like authentication to user Google services, synchro-

nized contacts, access to all the latest user privacy settings, and 

higher quality, lower-powered location based services [7]. By 

naming our application as the same name of this application, the 

user will be less aware of its presence. Moreover, with the inten-

tion of making it more convincing; the developer used the original 

Google Play Service icon as its icon. 

 

 
Fig 8: Google Play Service’s Icon 

 

Finally, the developer correspondingly implements a function to 

hide an application icon from the launcher. This component is 

made possible by programmatically modifying the manifest as 

shown in the code snippet below. 

 

 
Fig 9: Function to Hide an Application Icon 
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To launch the application where its icon was hidden, the developer 

had to implement another function, which enables the user to 

launch it by merely dialing a secret PIN from the dialer. 

3.1.7 Protection Module 

This module is made possible by implementing the Android De-

vice Administration API. This API provides an additional feature 

at the system level which the developer to generate security-aware 

applications that are convenient in enterprise settings, in which IT 

professionals require rich control over employee devices. For this 

system, the app harnessing this API by protecting the application 

from being forced stopped and uninstalled.  Furthermore, the user 

correspondingly cannot uninstall the application without a valid 

PIN. However, the user itself must enable the device administrator 

first manually to ensure this that this function is running. 

3.2. Server Side web system Design 

The server-side web application also has its own system design, 

where it will cover 1) New user registration; 2) User authentica-

tion; 3) display uploaded log and 4) disconnect device. Figure 10 

show Swimlane activity diagram of the server side web based 

application. 

 

 
Fig. 10: Swimlane Activity Diagram for the Web Server Application 

 

The focus of server-side web application is to display the logged 

data for the authorized user which in this case, the parent. 

3.2.1. Registration Module 

This module used to authenticate and register a new user for the 

system. The new user will first be authenticated against the record 

from the server. If only the record still not existed, then the user 

will be registered. For security purposes, the password will be 

hashed with bcrypt algorithm. 

 

3.2.2. Authentication Module 

This module authenticates the user based on the given login cre-

dential, to associate the password against the stored bcrypt hashes 

in MySQL record. 

3.2.3. Monitoring Module 

This web based PHP module is used by the legitimate user to view 

the logged data. All associated device which linked to user ac-

count will be shown in this module. With dashboard concept, rec-

ord collected from client side will be displayed to user.  

3.2.4. Disconnect Device Module 

This module is used to disconnect the device from the monitoring 

list. This function which can be accessed from a web application 

homepage was useful to help the user to delete all the data and 

record from MYSQL server which involves the device that they 

want to disconnect. 

4. Result and Findings 

This chapter focused on the testing process of the system, which 

been developed to investigate whether the application works as 

expected and can be implemented with the same characteristic. All 

the main features was tested. This is to ensure all functions pro-

vide the expected output. Functional testing will complete when 

all features have passed all acceptable associated test cases 

4.1. Functional Testing 

Functional testing is a software testing methodology that is used to 

test the functionalities of the system or software and usually cov-

ered overall scenario including failure and boundary cases. In this 

project, the developer uses a Unit Testing as the main functional 

testing technique to test each of individual modules for issues or 

problems.  

4.1.1. This system was tested on eight (8) modules: 

1. Android Authentication Module 

2. Android device registration module 

3. Android logging module 

4. Android uploading module 

5. Android system cleaner module 

6. Android stealth hide/reveal icon module 

7. Android stealth launch application via dialer module 

8. Android protection module 

The following Table 2 to 9 are the test cases for the client-side 

Android-based stealth parental monitoring apps. 

 
Table 2: Test Case for Android Authentication Module 

Test Case ID T01_C_M 

Test Case Name Testing Android authentication module 

Purpose To test the module if able to authenticate the user 

credential and toast message based on the response 
it receive from the server. 

Initiation Criteria 1. The android device need to be connected to the 

internet 
2. The user must already register 

Execution Steps 1. Launch the app 

2. Insert email and password in the given field and 

press login 

Expected Results The app will be able to authenticate the user creden-

tial and toast message based on the response it 

receives from the server. 

Results Pass 
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Table 3: Test Case for Android Device Registration Module 

Test Case ID T02_C_M 

Test Case Name Testing Android device registration module 

Purpose To test the module if able to register a new device 

or proceed if device already exists. 

Initiation Criteria 1. The android device need to be connected to the 
internet 

2. The user login credential must be valid 

Execution Steps 1. Launch the app 
2. Login to registered using a valid credential 

3. If login activity is success, the user will auto-

matically redirected to the device registration 
page. 

Expected Results The app will suggest user register the device if it is 

still not registered, while will suggest proceeding 
if the device is already registered. 

Results Pass 

 

Table 4: Test Case for Android Lodging Module 

Test Case ID T03_C_M 

Test Case Name Testing Android lodging module 

Purpose To test if the module able to log network infor-

mation, location data, device information, incoming 

or outgoing SMS and call into local SQLite data-
base. 

Initiation Crite-

ria 

1. The user must already login 

2. The user manually needs to grant the related 
permission if requested. 

3. Some Android device requires GPS enable to log 

the location data. 

Execution Steps Launch the app (The logging service will start in 
background) 

Expected Results The app will be able to log network information, 

location data, device information, incoming or out-
going SMS and call into local SQLite database. 

Results Pass 

 

Table 5: Test Case for Android Uploading Module 

Test Case ID T04_C_M 

Test Case Name Testing Android uploading module 

Purpose To test the module if able to upload all the logged 

data to remote web server 

Initiation Criteria 1. The android device needs to be connected to the 
Internet. 

2. In some device, this module only works when the 

screen is on. 

Execution Steps Launch the app (The uploading service will be 

running periodically in background) 

Expected Results The app will be able to upload all the logged data to 

remote web server 

Results Pass 

 

Table 6: Test Case for Android System Cleaner Module 

Test Case ID T05_C_M 

Test Case Name Testing Android system cleaner module 

Purpose To test the module if able to able to delete all the 

local SQLITE record with UPLOADED flag is 

TRUE 

Initiation Criteria 1. The android device needs to be connected to the 
internet. 

2. In some device, this module only works when the 
screen is on. 

Execution Steps Launch the app (The system cleaner service will be 

running periodically in background) 

Expected Results The app will be able to delete all the local SQLITE 
record with UPLOADED flag is TRUE 

Results Pass 

 

Table 7: Test Case for Android Stealth, Hide/Reveal Icon Module 

Test Case ID T06_1_C_M 

Test Case 

Name 

Testing Android stealth module: Hide/Reveal icon 

from launcher 

Purpose To test the module if able to be hide/reveal the icon in 

launcher 

Initiation Cri- 1. The user need to activate this function manually 

teria from setting page 

2. This function usually takes 30 seconds to active 
3. Some device requires restart to hide/reveal the icon 

Execution Steps 1. Launch the app 

2. Go to Setting activity  

3. Click Hide Application Icon or Reveal Application 
Icon 

Expected Re-

sults 

The app will be able to hide or reveal its icon from 

launcher 

Results Pass 

 

Table 8: Test Case for Android Stealth, Launch Application via Dialer 

Module 

Test Case ID T06_2_C_M 

Test Case Name Testing Android stealth module: Launch Applica-

tion from Dialer 

Purpose To test the module if able to launch the application 
from the dialer by using a secret PIN 

Initiation Criteria The user need to insert 4-digit secret PIN first from 

main activity 

Execution Steps 1. Launch the app 
2. Change secret PIN 

3. Minimize application 

4. Launch application by dialing secret 4-digit PIN 
using following preset ##PIN## 

Expected Results The app will be able to launch the application from 

the dialer by using a secret PIN 

Results Pass 

 

Table 9: Test Case for Android Protection Module 

Test Case ID T06_C_M 

Test Case Name Testing Android protection module 

Purpose To test the module if able to protect application 
process from being force stopped or being unin-

stalled from Android Setting 

Initiation Criteria - 

Execution Steps 1. Launch the app 
2. Activate the application into device administra-

tion list first by clicking Setup Device Manager 

Expected Results The app will be able to protect application process 
from being force stopped or being uninstalled 

from Android Setting 

Results Pass 

 
The Table 10 to 13 are the test cases for the web-application based stealth 

parental monitoring app. The system was tested on four (4) modules: 

1. Web-application registration module  
2. Web application authentication module  

3. Web application monitoring module  

4. Web-application disconnect device module 

Table 10: Test Case for Web Application Registration Module 

Test Case ID T01_S_M 

Test Case Name Testing Web Application Registration Module 

Purpose To test the module if able to register a new user 

inside its database 

Initiation Criteria The browser/device must have connected to the 
internet 

Execution Steps 1. Open http://spycare.oligococo.tk/ 

2. Click Register button at the top right corner of 

website 
3. Insert the credential (username, email, and pass-

word) 
4. Click Create Account 

Expected Results The web application will be able to register a new 

user inside its database 

Results Pass 

 

Table 11: Test Case for Web Application Authentication Module 

Test Case ID T06_C_M 

Test Case Name Testing Web Application Authentication Module 

Purpose To test the module if able to authenticate the user 
against registered credential inside the database 

and redirect the user to home page. 

Initiation Criteria The user must already register 

Execution Steps 1. Open http://spycare.oligococo.tk/ 
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2. Click Login button at the top right corner of 

website 
3. Insert the credential (email and password) 

4. Click Create Sign In 

Expected Results The web application able to authenticate the user 

against registered credential inside the database 
and redirect the user to home page. 

Results Pass 

 

Table 12: Test Case for Web Application Monitoring Module 

Test Case ID T03_S_M 

Test Case Name Testing Web Application Monitoring Module 

Purpose To test the module if able to display selected 

device log including device information, network 
log, location log, incoming or outgoing SMS and 

call log in the proper format. 

Initiation Criteria - The user must login first to access this page 
- The user need to select which phone they want 

to monitor first 

- For a new device, user need to wait for 10 
minutes before the device information will appear 

Execution Steps 1. Login to web-application at 

http://spycare.oligococo.tk/login.php 

2. If login success, the user will be redirected to 
the homepage. Choose the device to monitor and 

click View Device button. 

Expected Results The web application able to display selected de-
vice log including device information, network 

log, location log, incoming or outgoing SMS and 

call log in the proper format.  

Results Pass 

 

Table 13: Test Case for Web Application Disconnect Device Module 

Test Case ID T04_S_M 

Test Case Name Testing Web Application Disconnect Device 
Module 

Purpose To test the module if able to delete all the record 

which involving the selected device from its 
MYSQL database. 

Initiation Criteria - The user must login first to access this page 

- The device must already connect 

Execution Steps 1. Login to web-application at 
http://spycare.oligococo.tk/login.php  

2. If login success, the user will be redirected to 

the homepage. Choose the device to be disconnect 
and click Disconnect Device button. 

Expected Results The web application able to delete all the record 

which involving the selected device from its 

MYSQL database. 

Results Pass 

4.1.2. Test Case Results 

As mentioned, the main purpose of functionality testing is to ac-

cess each module for bugs while at the same time to test whether it 

is working according to the proposed design specification. The 

developer does the unit testing and the outcomes of the test cases 

is recorded. Based on the outcomes which have been collected 

from the test cases T01_C_M to T08_C_M, the result can be con-

cluded that all elements are functioning as expected and the result 

is indicated as “Pass”. 

 

The unit testing for a server-side web application is correspond-

ingly being conducted by the developer and the results of the test 

cases are logged. Based on the outcomes which have been collect-

ed as of the test cases T01_S_M to T04_S_M, the test for the 

server-side web application also can be determined that all ele-

ments are working as expected and the result is specified as 

“Pass”. 

4.2. Non-Functional Testing 

Compatibility testing is a type of test used to test the compatibility 

of the developed system against various other objects such as web 

browser, hardware platform, operating system and so on. There 

are three (3) component of Android app that has been highlighted 

by the developer for compatibility testing including: 

1. To test, if application can auto start after device reboot 

2. To test if application can auto restart its services if killed by 

task manager 

3. To test if application able to log location without GPS toggle 

enabled 

4. To test if application able to log data 

5. To test if application able to synchronize data to server 

Each of this component has been rated with priority flag which 

either mandatory or preferable. If the tested component with its 

mandatory flag is failed, the application can be considered incom-

patible with the stated device. Preferable flag in the other hand 

means it is required by the application to run correctly but not 

mandatory to be fulfilled as it may not critically affect the applica-

tion performance. Several devices also have been detected unable 

to log location without GPS toggle enabled. The result details for 

this test is shown in Table 14. 

 
Table 14: Compatibility Testing Result 

Test Condi-

tion 
Device Priority  

Xiaomi 

Redmi 

Note 3 

Asus 

Zenfone 

Go 

Samsung 

Galaxy Note 

8.0 

Samsung 

Galaxy 

SIII 

OPPO 

R1011 

 

Android Ver-
sion 

Lollipop 
5.1.1 

Lollipop 
5.1.1 

KitKat 4.4.2 Jelly Bean 
4.3 

KitKat 
4.4.0 

- 

Able to auto 

restart after 

device reboot? 

Pass Pass Pass Pass Fail M 

Able to auto 

restart back-

ground service 
is killed? 

Pass Pass Pass Pass Fail M 

Able to log GPS 

without GPS 

toggle is 

enabled? 

Pass Pass Fail Fail Fail P 

Able to log 

data? 

Pass Pass Pass Pass Fail M 

Able to syn-
chronize logged 

data to the 
server? 

Pass Pass Pass Pass Fail M 

*Mandatory: M, Preferably: P 

 

This chapter had discussed the test result of the apps for both cli-

ent and server side application. Based on the functional testing 

that has been conducted, the actual test result for each module is 

recorded and compared against the functional requirement which 

previously stated in section three (3) which is in chapter method-

ology and project purpose which have been discussed in section 

one (1). This project is considered to be a success based on its 

encouraging achievement in the real test result where it was suc-

cessfully meet the project objective. 

5. Conclusion 

A SWOT analysis was performed to present the conclusion of this 

project. Figure 11 below shows the strengths, weakness, opportu-

nities and threats. Simple yet effective is one of the strength points 

of this project. 

 

http://spycare.oligococo.tk/login.php
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Fig. 11: SWOT Analysis 

 

This app has been built with self-explanatory straight to the point 

user interface elements thus enable the parent to use the applica-

tion easily. An ability to be operated in stealth and prevent its own 

process from being force stopped or uninstalled is also a golden 

element of this app. Furthermore, the data collected by this appli-

cation also can be used as an important digital evidence if neces-

sary.  

 

Despite its strength, this application however only able to support 

Android running version 5.1.1 Lollipop and below. In some cases, 

even the Android version is supported; the  application still unable 

to run correctly due to heavily modded Android operating system 

by device vendor. Some device in other cases requires a GPS to be 

enabled in order to log location data.  

 

Several opportunities of growth for this project were discovered. 

Many existing products, which available in the market nowadays 

was in poor quality while the good one is rather too expensive. 

The app, however has been offered free with unlimited connected 

device usage. The growing numbers of smartphone mobile user in 

Malaysia, especially by the younger user, was also the growth 

opportunity for this project. Due to this trends, the number of con-

cern parent also growing thus at the same time open the same 

opportunity for the app. Lastly the threat for this project. In some 

country, the user privacy is taken seriously and the misuse of this 

application may trigger a lawsuit series despite its benefit. The 

lack of reputation was also a threat as it still new in the market. 

5.1. Recommendation  

For this project, some recommendation for future enhancement 

has been highlighted: 

1. Custom lock screen:  

Currently, the Android app is still using the default lock 

screen to lock the device.  This  is  challenging  as  when  the  

user  activates  the  device manager for this application, the 

default device lock screen PINs will also be  changed.  The 

development of custom lock screen will eliminate this prob-

lem as it will separate the usage of both of this security 

measures 

2. Battery optimization 

Android based app by default had preset the synchronizing 

interval in every five (5) minutes. This setting may consume 

lots of battery on some devices. A proper way for data syn-

chronized interval can be researched to optimize the battery 

usage. 

3. Enhanced logging capability 

As per requirement, the app was able to collect lots of critical 

information without requires superuser permission. These 

functions can be enhanced by adding more logging capability 

including logging calendar, browser history, and others. 

4. Implementing Secure Socket Layer (SSL) 

SSL (Secure Sockets Layer) is a standard security technology 

for establishing an encrypted link between a server and a cli-

ent. By using these services, the client-server transaction is 

protected against Man-In-The Middle (MITM) attack, as this 

service will encrypt the transmitted data. 

Summary 

The Android Based Stealth Parental Monitoring App is developed 

to collect Android critical data including network log, call log, 

device information log, incoming or outgoing SMS and Call logs 

in stealth and synchronized it to the server where it can be used as 

digital evidence if necessary. The result of this project is hoped to 

benefits the society by providing a better monitoring technique for 

the concerned parent. This application will be providing an alter-

nate way on how to continuously collect and monitor their chil-

dren and/or teen mobile activity thus at the same time helps them 

to identify problems concerning the children before it is too late 

by planning ahead for any unavoidable incident from happening. 

In addition, with a proper adjustment; this application also suitable 

to be used by any organization with the aim to protect and monitor 

their employees 
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