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Abstract 
 

This paper proposes a model for “Mission Critical Multiple Clients and Single Server Operation for Failure Detection and Recovery Sys-

tem”. The proposed model is based on SAPE model with few amendments that consists of five phases: 1) Establish Connection 2) Sense 

3) Analyze 4) Plan and 5) Execute. The proposed model is implemented using “Mission Critical Multiple Clients and Single Server Sys-

tem for Failure Detection and Recovery” to simulate various types of failure. In order to test the system, four sets of experiments are 

conducted: 1) Interval timer between server and clients, 2) Disrupt Client, 3) Disrupt Server, and 4) Disrupt Network. Findings show the 

system is successfully executed; the system is able to detect and recover from various types of failure as long as there is incoming data 

between the clients and the server. In future, it is suggested that the system should include the following module: 1) flexible adjustment 

of default interval timer between clients and server, 2) introduce multiple clients and multiple server, and 3) add more simulation of fail-

ures. This enhancement is needed to ensure the system can sustain its capability in detecting and recovering any mission critical opera-

tions. 
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1. Introduction 

Mission critical system is used for monitoring the operations in 

the organization in order to avoid failure in a system or a subsys-

tem [6]. Here, multiple clients and single server communication is 

referred to the architecture of multiple clients which is connected 

to the single server. In the multiple clients and single server sys-

tem, usually the client will send a request to access the data at the 

server, whereas the server will wait for any request from the client 

and respond back via the network [16].  

In mission critical system, there are few requirements that is nec-

essary to ensure the system is more reliable which can minimize 

faults, avoid faults and eliminate faults. Therefore, these require-

ments are vital to guarantee that the system can support any mis-

sion critical in real time. Further, the communication delay be-

tween “Mission Critical Multiple Clients and Single Server Sys-

tem” might occurs due to several factors that cause the operation 

to fail or success. The communication delay can occur by the fol-

lowing factors: the clients and server system crash the client ran-

domly disconnected from server [4], and network disruption 

which can affect the operation of the mission [15]. 

In addition, failure detection and recovery is important in every 

mission critical system to detect and recover fault in the system by 

maintaining the original purpose of the system even tough facing 

an unexpected possible degraded state [14]. Several studies have 

been conducted related to the issues and factors of failures in the 

mission critical system. Failures in the “Mission Critical System 

of Multiple Clients and Single Server” can occur due to: increas-

ing number of clients, network connection failure, hardware fail-

ure and environmental factors, single point of failure (SPOF), 

malfunction server and many more related to the system failures.  

 

This paper focusses on “Mission Critical System of Multiple Cli-

ents and Single Server” which suffers many problems during the 

operations. This paper presents the design and implementation for 

the “Mission Critical Multiple Client/ Single Server Operation 

Failure Detection and Recovery System”. Therefore, a new model 

for “Mission Critical Multiple Client and Single Server Operation 

for Failure Detection and Recovery System” is proposed. A new 

model is designed based on the adaptation from SAPE model with 

few amendments. The proposed model consists of five phases: 1) 

Establish Connection 2) Sense 3) Analyze 4) Plan and 5) Execute. 

Next, the model is verified using the “Mission Critical System of 

Multiple Clients and Single Server” to simulate various types of 

failure, such that the system can detect and recover the simulated 

failures accordingly. 

2. Background 

2.1. Mission critical system 

Mission critical system can be defined as a failure in a system or a 

subsystem that will cause inability to maintain the whole opera-

tional capability for mission continuity [6]. According to this re-

search [6], every component of the system has its own software, 

thus fault might occur to this software. In addition, resources such 

as switches, routers, gateways, service platforms, security devices, 

applications, storage facilities, and transmission facilities must be 

taken care to ensure that any given mission can be achieved with-

out any faulty. However, all these resources might fail due to im-
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proper design, environmental factor, physical defect and operator 

error. Besides, server disruption, power outage and problems in 

software also can occur due to improper integration and testing [7]. 

 

According to the previous research [11], mission critical system 

also can be defined as operational to save human lives during 

critical situation such as tactical operation, unexpected natural 

disasters and bombings, which requires a high speed data trans-

mission to ensure the real time situational information is updated. 

The successful distribution of mission critical operations also de-

pends the ability of network; the bandwidth and speed limits of 

data transfer [5]. Thus, to save human lives, the emergency re-

sponder must be straightaway send off to the disaster zones by 

means of ubiquitous and strong communication to ensure the 

search and rescue operations can successfully be implemented [6]. 

In fact, in future, the communication system should consist of: 

location and status information, video, audio/voice, push-to-talk, 

real time text messaging (RTT), broadcasting and multicasting, to 

support the operation [6]. Therefore, the effective coordination of 

the search and rescue operations can be organized systematically 

through the communication system. 

2.2. Multiple clients and single server 

Multiple clients and single server can be defined as a number of 

clients connected with one server. Generally, the client will send a 

request to access the data at the server, whereas the server will 

wait for any request from the client and respond back via the net-

work [16]. There are two types of communication networks: 1) 

data networks and 2) control networks. Data networks normally 

involves transmission of large data packets, while control net-

works involve transmission of small data packets that must meet 

time assurance with frequent transmission [1]. Figure 1 shows the 

architecture of multiple clients and single server. 

 
Fig. 1: The communication between multiple clients and single server 

architecture [8]. 

 

Based on Figure 1, the multiple clients and a single server com-

munication is established when a proper connection is linked. 

Here, the web socket text and data are sent in full duplex mode, 

where the data transmission can be sent from both directions sim-

ultaneously [12]. The communication between the clients and 

server starts when the client sends a handshake request via web 

socket protocol and the server responses back by sending a re-

sponse to the handshake. The web socket transmissions can be 

represented as "message" where a single message can be a part of 

few information plans [8]. A concurrent server by means it has an 

ability to handle multiple clients in parallel. In multiple client 

environment, each client has to compete with each other for the 

network bandwidth due to many clients are connected to the server 

that caused the performance of network traffic to degrade since the 

clients have to send their messages only once [2]. Yet, this archi-

tecture has its own advantages as the client has to maintain a sin-

gle connection to the server, no matter how many clients are con-

necting to the server [13]. 

3. Issues in Multiple Clients and Single Server 

System 

There are number of problems in the multiple client and single 

server system. For example, increasing number of clients can 

cause the system’s performance drop as the client need to wait in 

the queue before the task can be sent to the server [1]. In other 

case, there will be a delay in processing tasks at the server. Anoth-

er issues in the multiple client and single server system is the net-

work connection failure. This problem is due to the network parti-

tion failures, which can be related to omission failures [4]. The 

omission failure is a situation where the server fails to respond to 

incoming request [17]. This failure may occur during the network 

fragmentation; the network is split into two or more sub-network 

that effect the clients and server communication. 

 Research related to hostile environments has been conducted 

using mission critical of multiple clients and single server system 

[9]. According to this research, there are several factors related to 

communication issues caused by hardware failure and environ-

ment factors such as high radiation, electric disruption and high 

temperature of the hardware [9]. Besides, single point of failure 

(SPOF) also affect the communication between the multiple cli-

ents and the single server system. SPOF can affect the whole sys-

tem when one of the system component malfunction during the 

operation. For example, if the server suddenly fails during opera-

tion, then all the clients might be unreachable. This problem 

caused all the data that is stored in the server to vanish [10]. 

4. “Mission Critical Multiple Clients and Sin-

gle Server Operation for Failure Detection 

and Recovery System” Model 

According to [14], fault tolerance system is similar to failure de-

tection and recovery system; a system that has the ability to detect 

and recover fault in the system by maintaining the original pur-

pose of the system even facing an unexpected possible degraded 

state. The main objective of the failure detection and recovery 

system is to minimize mean time to fail (MTTF) that can improve 

the reliability in computer systems [3]. Here, the “Mission Critical 

Multiple Clients and Single Server Operation for Failure Detection 

and Recovery System” Model is based on the “Sense-Analyze-

Plan-Execute” (SAPE) Model [3]. This model is previously re-

formed for autonomic computing. The model consists of four main 

phases: 1) Sense 2) Analyze 3) Plan and 4) Execute.   

 

However, the “Sense-Analyze-Plan-Execute” (SAPE) model has 

been modified for the “Mission Critical Multiple Client and Single 

Server Operation for Failure Detection and Recovery System” in 

order to suit with the scenario under studied. Figure 2 illustrates 

the new model, where the model consists of five main phases ra-

ther than 4 phases as the following: 1) Establish Connection 2) 

Sense 3) Analyze 4) Plan and 5) Execute. 

 

 
Fig. 2: The “Mission Critical Multiple Client and Single Server Operation 
for Failure Detection and Recovery System” Model. 

 

In order to understand the process of “Mission Critical Multiple 

Clients and Single Server Operation for Failure Detection and 

Recovery System” Model, Figure 3 illustrates the flow of the sys-

tem in details. In Phase 1, the connection between the clients and 

the server will be established. Here, the clients will be connected 

automatically to the server. If there is any failure, the failure will 
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be detected in Phase 2. When the failure is detected, the system 

will analyze the failure in Phase 3. In Phase 4, the system will take 

appropriate action for failure recovery based on the findings from 

Phase 4. In Phase 5, failure recovery process will be executed to 

ensure the system work successfully between the clients and the 

server. 

 

 
Fig 3: Details flow of the “Mission Critical Multiple Clients and Single 

Server Operation for Failure Detection and Recovery System” Model. 

5. Implementation and Simulation Results  

Firstly, there are two hardware that need to prepare and configure 

(i.e. router and tablet) in order to implement the system. The rout-

er acts as a communication device, whereas, the tablet acts as a 

client and server. In the experimental setup, N750 Wireless Dual 

Band Gigabit Router TL-WDR4300 is the chosen brand for the 

router and Microsoft Surface Pro 3 is the chosen brand for the 

tablet. Here, the router acts as a communication device for the 

“Mission Critical Multiple Client/ Single Server Operation Failure 

Detection and Recovery System”. The router connects multiple 

clients and single server in order to simulate various Scenarios for 

failure detection and recovery using the system. 

 

The router N750 Wireless Dual Band Gigabit Router TL-

WDR4300 is used in the experiments (see Figure 4). The router 

needs to configure correctly before it can connect to the server and 

the clients. The configuration will follow the TPLINK Router 

configuration and setup as in Figure 4. 

 

 
Fig 4: N750 Wireless Dual Band Gigabit Router TL-WDR4300. 

 

There are a few configurations that need to be performed, includ-

ing: wireless configuration, wireless distribution system (WDS) 

status, SSID name, wireless channel and Wide Area Network 

(WAN). In the quick setup page (see Figure 4 (a) and (b)), for 

instance two wireless configurations 2.4 GHz and 5 GHz is set to 

SNAKENET24A and SNAKENET5A. However, in the experi-

ments, only the SNAKENET5A is tested for “Mission Critical 

Multiple Client/ Single Server Operation Failure Detection and 

Recovery System” as it is lack of interference. Next, WAN port is 

unplugged as no internet access is required for the experiments.  

 

 
Fig 4(a): The configuration status of N750 Wireless Dual Band Gigabit 

Router TL-WDR4300. 

 

 
Fig 4(b): The configuration status of N750 Wireless Dual Band Gigabit 

Router TL-WDR4300. 
 

Next, the tablet acts as the clients and server for the “Mission 

Critical Multiple Client/ Single Server Operation Failure Detec-

tion and Recovery System”. The Microsoft Surface Pro 3 tablet is 

chosen as its’ battery life can withstand up to nine hours and its’ 

weight is light as shown in Figure 5. In order to ensure the system 

is running properly, the tablet will connect automatically to the 

SNAKENET5A during the experiments. 
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Fig 5: Microsoft surface pro 3 tablet. 

 

In order to implement the system based on the proposed model, 

there are 20 clients that were simulated to connect and communi-

cate with a single server using a router. There are three steps to 

establish the connection between the clients and the server. Firstly, 

the system will identify the IP address of the server. Secondly, the 

system will synchronize all the 20 clients with the IP address of 

the server. Finally, the system will execute the “SenderTestBatch” 

file. All three steps of the configuration process should be per-

formed before the connection between the clients and the server 

can establish. The clients and server be able to detect problem 

failures in the system and reconnect automatically within 5 sec-

onds. All the experiments illustrated below used N750 Wireless 

Dual Band Gigabit Router TL-WDR4300 router with full gigabit 

ports for communication to ensure crucial transfer speeds. It also 

support all the communication protocols between clients and serv-

er. 

 

Four sets of experiments and scenarios were performed: 1) inter-

val timer set-up between clients and server, 2) disrupt client, 3) 

disrupt server and 4) disrupt network. In Experiment 1, the “inter-

val timer” function is used to control the speed of data transmis-

sion between the clients and the server. Here, by default the “in-

terval timer” is set to 100 milliseconds. In certain case, the interval 

timer needs to be set to a certain limit to ensure the stability be-

tween the clients and server. For this experiment, the “interval 

timer” between the client and the server were tested and set to two 

condition: 1) less than 200 milliseconds and 2) between 200 milli-

seconds to 1000 milliseconds. 

 

Table 1 presents the results for different setting of the “interval 

timer”. Based on the observation, the results showed that when the 

“interval timer” was set below than 200 milliseconds, the speed of 

data transmission between the clients and the server was slower 

and caused the connection to be unstable. However, when the 

“interval timer” was increased greater than 200 milliseconds, the 

data transmission between the clients was stable. In this case, the 

system must be in a stable state before the following experiments 

are executed: 1) disrupt clients 2) disrupt server and 3) disrupt 

network are carried out. 

 
Table 1: Results of the interval timer setting between clients and server 

using N750Wireless Dual Band Gigabit Router TL-WDR4300. 

Interval timer between the clients 

and the server (milliseconds) 

Results  

Less than 200 Unstable connection 

200> x> 1000 Stable connection 

 

In Experiment 2, the “Disrupt client” function is used to simulate 

failures by disconnecting the communication between the clients 

and the server randomly. Before this experiment can be performed, 

the connection between the clients and the server must be in a 

stable state. Findings from Experiment 1 showed that the “interval 

timer” must be set to a certain limit (i.e. more than 200 millisec-

onds) to ensure the stability of connection between the clients and 

server. Here, the “interval timer” was set to 500 milliseconds be-

tween the clients and the server to control the speed of data trans-

mission between the clients and the server. Figure 6 shows the 

results after the “disrupt clients” function is executed. 

 

 
Fig 6: Results when “disrupt clients” function is executed. 

 

When the “disrupt clients” function was executed, a number of 

clients from the total of 20 clients were disconnected from the 

server and the system detected the failures. In this experiment, the 

failures were detected based on the status displayed on: 1) “blue 

data timer”, 2) “slider bar” and 3) “color change for each client”. 

Table 2 shows the results and the systems’ status after the “disrupt 

clients” function is executed. 

 
Table 2: Results and the systems’ status after the “disrupt clients” function 

is executed. 

Disconnection Sign Results 

Blue data timer No movements 

Slider bar Moving to the right end 

Color change for each clients Changing to red color 

 

As the “disrupt clients” executed to the system, the disconnection 

sign also change. This is because no incoming data transmission 

between clients and server during operations. The colour change 

for each client turn to red colour to shows clients disconnected one 

by one from the server. For example, random clients disconnected 

become red and the other will remain white colour as long as there 

is incoming data transmission between clients and server. The 

system will reconnect the clients to the server again within 5 sec-

onds to recover the failures (see Figure 7). Table 3 shows the re-

sults and the system’s status after the recovery process. 

 

 
Fig 7: One client connected to the server. 
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Table 3: Results and the systems’ status after recovery process. 

Disconnection Signal Results 

Blue data timer Moving to show the presence of incom-

ing data. 

Slider bar Remain stop 

Color change for each 

clients 

No changes 

 

In Experiment 3, the “Disrupt Server” function is used to simulate 

failures where the server is unable to respond. Here, the server 

suffers immediate failure and terminates the operation. In this 

experiment, the “interval timer” was set to 500 milliseconds to 

control the speed of data transmission between the clients and the 

server. When “disrupt server” function was executed, a red box 

was appeared and displayed a message “over flow error arise”. 

Here, the system automatically restarted and reconnected the cli-

ents to the server again within 5 seconds to recover the failures. 

Figure 8 shows the results after the “disrupt server” function is 

executed. 

 

 
Fig 8: Results when “disrupt server” function is executed. 

 

After the system recover the failures by rebooting and restarting 

the server, the “interval timer” by default is set to 100 millisec-

onds. According to previous results, this set-up is inappropriate 

which caused unstable connection. Therefore, the “interval timer” 

needs to adjust and set to 500 milliseconds for establishing a sta-

ble connection between the clients and the server. 

 

In experiment 4, the “disrupt network” function is used to switch 

off a network adapter (i.e. “Marvell AVISTA Wireless AC” net-

work controller) that installed in the tablet (i.e. “Microsoft Surface 

pro 3”). Here, the network adapter was set to zero. 

 

Fig 9: Results when “disrupt network” function is executed. 
 

When the “disrupt network” function was executed, all the 20 

clients will be disconnected from the server after 30 seconds (see 

Figure 9). Next, the network adapter in the tablet was switched off. 

The system will recover the failures by switching on the network 

adapter after 30 seconds and will reconnect the clients to the serv-

er again within 30 seconds. Table 4 shows the results and the sys-

tems’ status after recovery process. 

 
Table 4: Results and the systems’ status of recovery process. 

Network Adapter Set-Up Time Interval 

Time taken to switch off Network Adapter 

(seconds) 

After 30 s 

Time taken to switch on the network adapter 
(seconds) 

Within 30s 

Time taken to reconnect 20 units of clients 

(seconds) 

Less than 30s 

 

All the four sets of experiment were conducted to cover different 

scenarios that produced different outcomes such as disrupt clients, 

disrupt server and disrupt network. As from that, some improve-

ment needs to be considered to overcome the weaknesses. 

6. Conclusion and Future Work 

The overall research is to propose a new model for the develop-

ment of “Mission Critical Multiple Client and Single Server Oper-

ation for Failure Detection and Recovery System”. In this paper a 

new model for the development of “Mission Critical Multiple 

Client and Single Server Operation for Failure Detection and Re-

covery System” is proposed based on SAPE model. In order to 

suit with the scenario under studied, SAPE model has been modi-

fied for this system. The proposed model consists of five main 

phases: 1) Establish Connection, 2) Sense, 3) Analyse, 4) Plan, 

and 5) Execute. In the proposed model, an enhancement has been 

made by adding “Establish Connection” phase. This phase was 

important to initiate a connection between multiple clients and 

single server so that the incoming data can exist and the data 

transmission can form. The advantages of adding “Establish Con-

nection” phase in the proposed model was to ensure the consisten-

cy of the simulated system. The consistency of “Mission Critical 

Multiple Client and Single Server Operation for Failure Detection 

and Recovery System” are required to ensure every modules and 

function can be done smoothly during experiments. 

 

In order to test the new proposed model, four sets of experiments 

were conducted based on four main modules and functions such as: 

1) Interval timer between server and clients, 2) Disrupt Client, 3) 

Disrupt Server, and 4) Disrupt Network. The “Mission Critical 

Multiple Client and Single Server Operation for Failure Detection 

and Recovery System” must be in a stable state before the follow-

ing three experiments can be executed: 1) Disrupt Clients, 2) Dis-

rupt Server, and 3) Disrupt Network. Findings show that the sys-

tem is able to detect and recover from the three types of failures as 

long as there is incoming data continuously between the clients 

and the server. 

 

Based on the current system implementation, there were several 

works that need to be enhanced for the “Mission Critical Multiple 

Client and Single Server Operation for Failure Detection and Re-

covery System” as follows: 1) flexible adjustment of default inter-

val timer between clients and server, 2) introduce multiple clients 

and multiple server and 3) more simulation of failures in the sys-

tem. This enhancement is required for the “Mission Critical Mul-

tiple Client and Single Server Operation for Failure Detection and 

Recovery System” to maintain the continuity and capability of the 

system for mission critical operations. 
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