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Abstract 
 

Sharing information would not only raise awareness and increase knowledge, but could also save lives. Occasionally, governments need 

to provide critical information to citizens accurately and in a timely manner. There are different information dissemination channels such 

as: Television, Radio, SMS and Social Media. However, these channels have several limitations. A dissemination approach is needed 

that intelligently target specific citizens with critical information that concern them from trusted sources on time. In this research, we 

propose a dissemination model that addresses these issues and utilizes the needed features. Comparing several dissemination architec-

tures, the proposed model is an enhanced architecture designed based on publish/subscribe. The study proposed a novel idea of infor-

mation dissemination by integrating many trusted sources in a unified source that can be accessed by the stakeholders at any time. The 

study would be a building block for an official information dissemination system in Saudi Arabia. 
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1. Introduction 

Sharing information would raise awareness, educate individuals 

and increase knowledge [1]. Individuals need information for 

different purposes such as: avoiding potential danger, learning 

about certain disease, and determining emergency arrangements. 

Therefore, governments aim to provide accurate information to 

citizens in a timely manner especially during emergencies [2]. 

There are different dissemination channels such as: Television, 

Radio, SMS and Social Media. Those channel show success in 

information dissemination. However, there are some limitation 

identified on those channels [3]. The Saudi government have done 

extreme efforts to reach as much citizens as possible and make the 

information easily available and accessible to the population. 

However, a great majority of population cannot receive any in-

formation from government due to various reasons. For example, 

failure to disseminate instantaneous messages, failure to reach a 

target number of individuals, trust of information source and in-

formation accuracy. In particular, even though newspaper, as an 

example, is a well-known dissemination channel, population could 

not get information about a warning in the right time because the 

content of the newspapers is prepared beforehand [3]. 

Individuals try to find information from different channels. Unfor-

tunately, finding an accurate information at the right time and in 

the correct form might be difficult. Therefore, there is a need for a 

dissemination system that publishes critical government infor-

mation to the right people at the right time. Critical government 

information is any information that should be received by all or by 

certain group of citizens in a timely manner, which could effect 

their safety. Such information includes warning of spread of virus 

in a certain area, a natural disaster in a region, etc. 

To address the limitation on the existing channels, the research 

looks into a way to publish critical, timely and accurate infor-

mation to population wherever they are. Therefore, there is a need 

to build a model that disseminate trusted information to public in a 

reasonable time frame. To design this model, the underlying com-

ponents, technologies and functions to build an information dis-

semination application will be examined to identify a suitable 

architecture to design this model 

2. Background 

Dissemination plays a major role in improving the knowledge and 

level of awareness of population by informing them about the 

critical information. For example, health information must be 

communicated and disseminated effectively in order to provide 

with instantaneous and accurate information [4]. This information 

can raise awareness about the risks for health issues and provide 

solutions [5]. The hajj ministry as well disseminate highly critical 

information to pilgrims in each hajj season. 

However, the above examples used traditional methods such as 

newspapers, TV, radio and short message service (SMS), where 

many people received the information, but many did not. Howev-

er, even with the intensive efforts to improve the existing dissemi-

nation methods, these methods still face significant problems such 

as the failure in warning people at risk on time and the difficulty 

of getting accurate information from trusted sources. Therefore, 

there is a need to utilize the new technologies (e.g. social networks 

and smart applications) in parallel with traditional methods to 

ensure complete coverage [6]. 

Internet-based approaches have emerged over the past decade and 

become very well-known in information dissemination [7]. These 

approaches are desirable because they reach millions of people 

concurrently. Besides that, they offer solutions to dissemination 

challenges such as cost and timeliness [8]. One of the benefits of 

using the internet for dissemination is the flexible nature of the 

media and the ability to make it interactive [9]. For example, 

Website is an efficient and powerful tool in disseminating infor-
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mation. However, the effect of using some websites are less than 

desirable [10]. 

Another example is the social media, which have shown a huge 

success in information dissemination in the healthcare sector. For 

example, using support groups, people can share experiences and 

important disease information [11]. Important information that 

published in social media has the opportunity to reach many more 

people than traditional dissemination channels [8]. Moreover, it 

enables delivering information to users with the most potential 

interest in that information. However, it allows people to publish 

outdated, inaccurate or false information especially during disas-

ters. 

There are different smart applications that are built with the pur-

pose of disseminating information to people. These applications 

showed a huge success and satisfied users [12]. They allow people 

to share and find information in a timely manner [13]. However, 

there is no app that send critical information from different trusted 

sources to target population based on their location and interests. 

Smart information dissemination had been explored in different 

context such as smart cities, smart health, traffic, emergency, sur-

veillance, education and weather. For example, Variable Message 

Signs (VMS) on the road have been used in different cities to in-

form drivers about traffic congestion, accidents and speed limits 

[14, 15]. In education, smart apps have been developed to pushes 

notifications of the lecture time and messages from the faculty 

members to students [16, 17]. 

3. Smart Dissemination Model Architectures  

There are many architectures that provide a communication para-

digm. However, not all could be suitable architecture for fulfilling 

the requirements of a critical government information dissemina-

tion model. 

For instance, in client/server architecture, clients send directly 

explicit calls to the server which in turns responses to these calls. 

A client does not share resources with the server, but it requests 

contents and services from the server. The large number of re-

quests could overload, cause congestion and break down the serv-

er. Client/server does not serve the objective of this study as client 

must initiate the connection [18]. 

Similarly, Peer-to-Peer architecture focuses on the communication 

between clients rather than communication via a central service. 

This architecture does not suite the proposed information dissemi-

nation model since the proposed model requires a central trusted 

source for service (e.g. government ministry). 

Service Oriented Architecture (SOA) is another communication 

architecture that contains service provider and service users. The 

service providers offer services to the users, and users send re-

quests to service providers. Enterprise service bus is an auxiliary 

component that works as a mediator between the users and pro-

viders. SOA allows adding new service after the deployment 

without stopping the whole system [19, 20]. 

Publish/subscribe architecture is based on the implicit invocation 

style where publishers and subscribers communicate through an 

intermediary [18]. Publish/subscribe adapts well with distributed 

environments such as mobile platform since the communication is 

asynchronous [21]. The publishers disseminate only events of 

interests to the subscribers through one operation. Publishers and 

subscribers are connected through a set of channels through which 

subscribers are notified for the events of their interest. Subscribers 

have to specify their interests by issuing a subscription and there-

fore, there are different subscription models such as topic and 

content based. 

Among the discussed architectures, Publish/Subscribe would satis-

fy the requirements of the proposed model as the government 

ministries would work as publishers and the individuals as sub-

scribers. Moreover, Publish/subscribe architecture satisfies the 

availability, performance, scalability, privacy requirement of the 

information dissemination model, as discussed in the following 

subsection. 

3.1. Publish/Subscribe Architecture 

Publish /subscribe delivers messages from sources (publishers) to 

interested users (subscribers). When a new event is created and 

published to the system, the publish/subscribe infrastructure is 

responsible for checking the event against all current subscriptions 

and delivering it efficiently and reliably to all users whose sub-

scriptions match the event [22]. 

Application that are designed based on publish/ subscribe requires 

publishers to distribute messages without expressly determining 

recipients or having information of planned recipients. This de-

coupling is typically fulfilled by a mediating element, which 

serves as a level of indirection and ensure privacy [23]. 

In publish/ subscribe, subscribers subscribe to events of their in-

terests and the notification service issues a subscription and regis-

ters it. There are different types of subscription models: subject 

based, content based and type based. 

In publish/ subscribe, there are two strategies to get information: 

push and pull. In pull strategy, the subscriber initiates the server to 

send him/her the required information. In the push strategy, in-

formation is pushed from the server to the users. The users receive 

information whenever the server pushed it. Pushing data to users 

is not directly supported by the transport protocols such as TCP 

and HTTP which implies that all such push services are imple-

mented in an extended pull style. For example, a piece of software 

is running at the client side in the background permanently polling 

for new information, so demonstrating a pushing server to the user 

which is called smart pull or pull. Moreover, there is another strat-

egy to demonstrate push which is server-initiated pull. The server 

sends a short notification to the user to report that there is a new 

document ready for delivery. The user then downloads this docu-

ment by a pull operation [24]. 

Users receive notifications either periodically after a specified 

amount of time or are initiated due to a data driven event on pub-

lish/subscribe. In the case of data driven event, subscribers get 

notification when a certain event occurs. For instance, receiving 

notification from the weather app when a temperature reaches a 

high degree. In our proposed model, data driven event is the ap-

propriate technique since information would be disseminated to 

subscribers whenever new events been published [24]. 

Location-based publish/subscribe (LPS) allows for communica-

tion depending on the location [25]. In LPS, the message delivery 

to subscriber undergoes three conditions. First, the content match 

between the message and the query of the subscriber. Second, the 

location match between the publisher and the subscriber. Third, 

the lifetime of the message as defined by the publisher condition 

message delivery.  

4. Dissemination Models - Related Work  

Few existing information dissemination model that built based on 

publish/subscribe architecture have been proposed. 

Ivan [26] developed a framework to disseminate information over 

wireless networks, where an architecture that allows system com-

ponents to independently propagate data synchrony has been pro-

posed. The study analyses different patterns of RESTful Web 

services within Publish/Subscribe to disseminate data to consum-

ers. However, the framework adapts a topic-based persistent event 
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channels which only disseminate information to consumers under 

a specific channel.  

Moreover, [27] proposed an ecosystem for mobile crowd sensing, 

which relies on the Cloud based Publish/Subscribe middleware 

(CUPUS) to acquire sensor data from mobile devices. CUPUS is 

an open-source publish/subscribe middleware that is designed for 

mobile IoT environments. 

5. The Proposed Dissemination Model 

The main purpose of this study is to propose a dissemination mod-

el that publish accurate and critical information on time to specific 

citizens by intelligently targeting only the concerned ones. The 

model is designed based on publish/subscribe where the main 

actors are: the government ministries, who would be publishers 

and the individuals, who would be subscribers. 

People who can be affected by any situation that occurs have the 

right to get accurate information about that situation from trusted 

sources on time. For example, when the Middle East Respiratory 

Syndrome (MERS-CoV) spreads in Saudi Arabia, the health min-

istry sent awareness messages to the population. Many people 

were able to receive these messages from the health ministry, but 

many did not. 

Figure 1 show the overall design of the proposed model. As can be 

seen, the model consists of several integrated systems to ensure 

maximum performance. 

 

Subscribers: The model requires subscribers to use their smart 

phones, to create a profile and subscribe into publishers. In their 

profiles, subscribers should include their demographic information 

(e.g. age, gender, spoken language) as well as their interest (e.g. 

pregnancy, education). Moreover, GPS signal from the phone will 

be used for location-based information dissemination [28]. Sub-

scribers will receive the information through a push paradigm 

from the mediator only if they fit the selection criteria based on 

their demographic and location information. 

Publishers: Only trusted sources are authorized and registered as 

publishers, which are substantial component of the model. These 

trusted sources guarantee that information received by subscribers 

are effective. The publisher in this proposed model are the trusted 

ministries, where they assure publishing critical, timely and accu-

rate information. The publishers send the critical information as-

sociated with subscriber’s selection criteria (e.g. based on GPS 

location) to the cloud broker. 

The Cloud Broke: The cloud broker is responsible for efficient 

and matching and load balance of disseminating data to subscrip-

tions. 

• The cloud broker uses a Message Receiver component that 

accepts and validates subscriptions and publications from 

publisher. 

• In contrast, the Delivery Service component outputs multi-

ple data streams, where each data stream is pushed to mo-

bile broker. 

• The cloud broker receives sensed data (GPS data) from mo-

bile broker and outputs publications received from publish-

ers to mobile broker. 

• The Cloud Broker uses a central processing unit within the 

cloud to receive and manage publications and subscriptions 

received from publishers and mobile broker [27]. 

• The cloud broker performs matching of active subscriptions 

to publications and delivers matching publications to sub-

scribers. 

Figure 1: Our Proposed Information Dissemination Model 



4 International Journal of Engineering & Technology 

 
• The coordinator is responsible for distributing the pro-

cessing load among matchers. 

Mobile broker: The Mobile Broker runs on smart phones and 

serves as a gateway for local sensors. The mobile broker compares 

the received sensor reading with a set of subscriptions in case of 

matching the obtained data is sent to the cloud broker [27].  

The model incorporates an intelligent Decision Support System 

(IDSS) to help in the decision-making process. The IDSS has to 

decide before a message is delivered to subscribers whether they 

met the criteria of receiving the message. The model disseminates 

information to subscribers based on their location, demographics 

and other factors. IDSS incorporates Heuristic optimization to find 

optimal subscribers who match a certain message. Moreover, it 

employs the personalization concept to deliver more personalized 

messages to subscribers. The conjunction of heuristic search and 

optimization would provide an optimal solution in a reasonable 

time. For example, the hajj ministry would publish a message to 

pilgrims to inform them about a stampede and give them the nec-

essary precautions to avoid deaths and injuries. Such types of 

messages must be disseminated immediately to subscribers priori-

tized based on their location to save their lives and avoid any dis-

asters. One of the major issues in publish subscribe system is se-

curity. A system is secured if it ensures confidentiality, integrity 

and authentication of messages as they deliver from publishers to 

subscribers. The malicious adversaries for example can create fake 

messages and subscription to tarnish the reputation of a publisher 

or mislead subscribers with false information [29]. 

This proposed model will use Khurana technique [29] to ensure 

the message confidentiality. The technique encrypts the message 

title with and allow publish/subscribe infrastructure to route the 

event using other fields such as age. This technique is selected 

because it does not require any security associations such as 

shared keys between the publishers and the subscribers and be-

cause of its speed performance [29]. 

6. Validation 

There are different techniques for validation such as inspections, 

desk-checks, walkthroughs and prototypes [30]. To validate the 

proposed model, this research used the prototype technique be-

cause of its benefit in validation. The prototype has been devel-

oped to run on Android devices (see figure 2). 

 
Figure 2: A screen shot from the developed prototype 

User satisfaction survey was conduced for 100 participants after 

using the prototype. The results showed high acceptance from the 

participants and positive satisfaction. The participants indicated 

that this model would overcome the gaps in the traditional dissem-

ination channels, which are the trust and accuracy of information 

since the information would be published from trusted sources 

such as ministries. 

7. Conclusion and Future Work  

This study introduces a dissemination method for critical govern-

ment information that can be used along with the traditional chan-

nels to disseminate information to public. The study addresses the 

issues of the information dissemination such as trust of infor-

mation, timely receiving and difficulty of getting information. The 

study would be a building block for information dissemination 

system as it proposes a novel idea of information dissemination by 

integrating many trusted information sources (ministries) as a 

unified source that can be accessed by the user at any time. Exist-

ing information dissemination systems do not use comprehensive 

models that disseminate information from different trusted sources 

and publishes them to users based on their demographics, interests 

and location. Therefore, this proposed model could be incorpo-

rated in different contexts. 
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