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Abstract

This paper discusses an approach to predict Web pages from an online newspaper using association rules mining and Markov model
decision process. We use a set of Web server logs from an online newspaper, process the logs using Web usage mining methodology,
generate transaction files for association mining and predict the web pages using Markov decision model process. We found that users
are reading articles from the same section and since majority of users only read one page in a session, it is hard to find associated news
articles in a same session. However, the association between section pages are legit and can be used to model the Markov chain for the

navigation.
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1. Introduction

The advancement in mobile devices plays major part in driving
high traffic to online news. Current research found that 85% of
adults in America are reading news on the mobile device [1], [2].
The easy to use interface of the mobile device is one of the
reasons why news content is among the most popular mobile
content [3]. On the other spectrum, social media is becoming more
significant in attracting traffic to the news website compared to
other external referrers such as search engine and blogs [4].
However, online newspaper provider is facing fierce competition
with blogs and news aggregator in getting users to access their
news site. Therefore, understanding of users‘ navigation is vital in
order to provide exceptional services to attract the users in
browsing more pages in the site.

Today, web applications are motivated to engage their users and
provide more personalised experience. Hence, it is important to
create an interaction with users and to be in the know of their
preferences when it comes to predicting the next accessed pages.
For a newspaper company, usage mining using web logs allows
the content provider to perform cross navigation strategies and to
increase more pageviews. In other respects, usage data is pertinent
to develop marketing strategies and promote the online news site
to wider audience. Moreover, the information derived from the
web logs enable the editorial team to provide best access routes to
other pages that may interest the users. Knowledge obtained from
web usage mining can be used to enhance web design, introduce
personalization service and facilitate more effective browsing [5].

In Web usage mining, there are various data mining, machine
learning and statistical analysis to obtain interesting knowledge.
Association rules are used to identify the pages that are being
accessed together is a session. Association rules can also be a
basis to predict future requests by users. The major problem with

association rules with large data items sets is the discovery of
large number of rules and difficulty to identify the rules that will
lead to correct [6].

Markov model is one of the many techniques that are used for
modelling and predicting user’s navigational behaviour. To predict
the most likely Web page a user will access, we can compare the
current access sequence with the previously Web page accesses
[7]1, [8]. However, for Markov models, low order Markov models
have the deficiency in accuracy of predicting web pages because
of not enough history. On the other hand, high order Markov
models have high state complexity [9].

In this work, we propose to use association rules to sample long
history for Markov state that provide ambiguous predictions. This
is because that association rules can help those states to increase
the accuracy rate for predictions. On the other hand, we use low
order Markov models to keep low complexity as well as high
coverage.

The findings of this study are beneficial because it assists the
editorial team to identify the categories of news most read together
and later to propose relevant content for the ease of access and
reference [10]. Additionally, for news producers the result of the
study may be beneficial because they can know the habits and
pattern of news consumptions for predicting the target for future
subscribers. This is in line with the objective to target specific aim
of online readers [11].

2. Related Works

In this section, we review previous works on Web usage mining,
and other works that have used association rules mining and
Markov model in predicting web pages.
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2.1. Web usage mining

Web Usage Mining (WUM) is the use of data mining techniques
to discover interesting usage patterns from Web server logs. The
information from the usage patterns is important in order to
understand the user behaviour. One of the important area in Web
mining is mining navigation patterns [12], [13]. Generally,
whenever user access a website, the user is interested to navigate
the pages in the site. The history of navigation or number of pages
within a period of time is referred to as a session. These sessions
are extracted from the Web server logs which contains the
sequences of pages that users have visited in a specified time [14].
Web usage mining consists of three phases; which are pre-
processing, pattern discovery, and pattern analysis [14]. The pre-
processing stage is to clean and filter the Web data in order to
have a clean data set. This stage includes data cleaning, user
identification, session identification and transaction identification
[15].

Pattern discovery and analysis applies various methods and
algorithms from statistical analysis and data mining. Some of the
data mining techniques that can be used in Web usage mining are
association rules, classification, clustering, sequential patterns and
dependency modelling [13].

2.2. Association rules

Association rule is an established and well-known method to
discover interesting relations between variables. The purpose is to
identify strong rules discovered in databases using different
measures of interestingness [16]. The idea of association rule is to
solve the problem of market basket analysis in finding customer
patterns from large transactional databases that will generate all
significant association rules between items in the database [17].
Association rule learning typically does not consider the order of
items either within a transaction or across transactions.

There have been many works that used the association rules
mining techniques based on log data or clickstream data. There are
work on predicting web pages [18], Web personalization [6],
analysing online consumer behaviour pattern [19] and recommend
web pages based on association rules of web logs data [20].

An association rule is an expression of A — B, where A and B are
itemsets and A N B = @. The inherent meaning of an association
rule A — B is that transactions which contain the set of items in A
tend to contain the set of items in B. The subset of A is the set of
antecedent items, or the body of the rule, also known as left-hand
side (LHS), while B is the set of consequent items, the head of the
rule or the right-hand side (RHS).

For example, the following rule is extracted from the data set of
web server logs of an online newspaper. The rule suggests that
there is a strong relationship between the article A and article B;
as users that view the article A, also view the article B. Each
transaction itemset represents the set of pages that are accessed
together in a single session. An association rule as shown above
means that the session that has itemset of article A, are likely to
also have itemset of page article B.

In the context of finding Web pages that are visited together, it is
similar as to find associations among items in transaction data-
bases or to find items that are bought together in a basket. A set of
session is defined as S = { S1, ..., Sn} where n is the number of
sessions in S and a set of URLs or page request is a humber of
URLs in S definedas U ={ U1, ..,Un}.

2.3. Markov model

Markov model is based on a principle of “memorylessness”,
where the next state of the process only depends on the previous
state. Markov models can be expressed in equations or in
graphical models. Graphic Markov models typically use circles

(each containing states) and directional arrows to indicate possible
transitional changes between them. The directional arrows are
labelled with the rate or the variable one for the rate. This
probabilistic algorithm is applied in many diverse areas such as in
the area of process control [21], acoustic surveillance method [22],
bioinformatics [23], image processing [24] and many more.
Markov model is one of the many techniques that are used for
modelling and predicting user’s navigational behaviour. To predict
the most likely Web page a user will access, we can compare the
current access sequence with the previously Web page accesses
[7], [8]- There have been many works performed on predicting the
Web pages using Markov model [25]-[29]. Some work combined
clustering before using the Markov prediction algorithm to predict
the next possible states [30] .

In web prediction, the K-order Markov model is the probability
that a user will visit the k™ page provided that she has visited the
ordered k-1 pages. For example, in the second order Markov
model, prediction of next web page the user visits are computed
based only on the two web pages previously visited.

We can model the transition probabilities between discrete states
by the aid of matrices. A discrete Markov Chain is a sequence of
random variables Xi, Xz, . . ., Xn, characterized by the Markov
property, also known as memoryless property. The Markov
property states that the distribution of the forthcoming state Xn+1
depends only on the current state Xn and does not depend on the
previous ones Xn+1, Xn-2, . .., X1

The set of possible states S = si, Sz, ..., sr of Xn can be finite or
countable and it is named the state space of the chain. The chain
moves from one state to another and known as either transition or
step. The probability pij to move from state sj to state sj in one step
is named transition probability:

pij = P r(X1 = sj|Xo = si). 1)

The probability of moving from state i to j in n steps is denoted by
pii ™ = Pr (Xn = sj—Xo = si).

3. Methodology

The dataset consists of Web server logs from a Malaysian daily
online newspaper called Berita Harian Online for a day on
Wednesday 5 April 2017. We adapt the Web usage mining and
combine it with association rule mining and Markov modelling
that is illustrated in Fig. 1.

The Web server log contains information of date and time of
access, URL that user requests, the HTTP status code representing
that the request is successful. A user agent string determines the
platform and device of the user and finally the IP address of the
user can be identified in the last part of the web server logs. Fig. 2
shows a sample entry of a Berita Harian’s web server log.

Before cleaning, there are 657 238 requests for that day. Firstly,
we chose the request with 200 status code that denote a successful
request. Then, we remove unsuccessful requests (status code 300
,400 and 500), robots, crawlers, images files, automated requests,
and RSS requests. After cleaning process, the total log data set is
reduced to 285 516. The Web server logs that we use do not have
any data about the users and the users are not a subscriber and not
logged-in, makes it almost impossible and very difficult to create a
reliable user profile [31]. Therefore, to identify users, we combine
the IP address and the user agent string that is type of browser and
operating system. If a user has the same IP address, but different
type of user agent, it is assumed that it denotes a different user
[14].
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Fig. 1: Methodology of web prediction, consisting of Web usage mining,
association rules and Markov modelling

[05/Apr/2017:03:36:01 +0000] GET / HTTP/1.1 200 26865
http://www.bharian.com.my/node/267485 Mozilla/5.0 (iPhone; CPU iPhone OS
10_2_1 like Mac OS X) AppleWebKit/602.4.6 (KHTML, like Gecko) Version/10.0
Mobile/14D27 Safari/602.1 183.171.70.83, 23.15.10.108
[05/Apr/2017:03:36:01+0000] GET /node/267777 HTTP/1.1 200 38354
http://m.facebook.com/ Mozilla/5.0 (Linux; Android 6.0.1; SM-J700F
Build/MMB29K; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0
Chrome/56.0.2924.87 Mobile Safari/537.36 [FB_IAB/FB4A;FBAV/111.0.0.18.69;]
175.144.25.80, 203.106.85.112, 23.15.10.102

[05/Apr/2017:03:36:02+0000] GET /sukan?page=1 HTTP/1.1 200 43573 Mozilla/5.0
(Linux; Android 6.0; PLK-LO1l Build/HONORPLK-LO1l) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/56.0.2924.87 Mobile Safari/537.36 115.164.190.165,
23.45.232.156

Fig. 2: A sample entry of Berita Harian’s Web server log

Session identification is intended to divide the page accesses of
each user into individual sessions. The literature suggests using a
timeout. In our studies, we adapt a five minutes time out. A
session is over after five minutes or more and the next page
viewed is then assumed to be a new session [32]. We categorize
the web pages to three main categories. The first category is the
main page or the index page of the Berita Harian Online website.
Example of the URL for mainpage is GET/HTTP/1.1 The second
category is the section page. There are twelve section pages in the
news website. This include National, Sports, Business,
Entertainment, World and many more. Example of URL section
pages are GET/duniaHTTP/1.1, GET/sukanHTTP/1.1,
GET/jenayahHTTP/1.1. Finally, the article page is denoted by
numbers  such as  follows  GET/node/268094  and
GET/node/268291.

3.1. Data and generating association rules

When the data is cleaned, we create the transaction file listing all
the pages in sequence that are accessed by users. Next, we
generate the association rules using the package arules for Apriori
association rule in R. In reference to transactions on the Web,
association rules capture the relationships between the pages. For
example, for pages of article A and article B is {A, B} = {C}
[support=0.01, confidence=0.5] represents the relationship of
users that access article A and article B pages whom also
accessing the page article C with confidence of 50%. The support
value represents that itemset {A, B, C} was present in 1% of user
sessions.

Table 1: Snippet of sequence ID, begin and end flow

UserID Session Page URL Seq SeqlID- Seg-
ID Begin ID

End

1 1 267984 70 BEGIN

1 1 267982 70

1 1 268135 70 END

2 1 267918 71 BEGIN END

& 1 268164 72

3 1 267977 72 END

4 1 267984 73 BEGIN END

4 2 267918 74 BEGIN

3.2. Modelling the data set using Markov flow

From the Web server log records, we build a Markov flow model
as a representation of the user’s navigation path based on the
users’ visit recorded in the web server logs. Hence, we can model
the transition probabilities between Web pages. We construct a
graph from the Web log file, consisting nodes representing the
web pages, links representing the hyperlinks and weights on the
link representing the probability of traversals on the hyperlinks.
The following explains how Sequence ID are added to the Web
server logs after the logs have were cleaned, users identified, and
session identified:

e Add sequence ID

The sequence ID is created based on the user and the pages in
each individual session. A new sequence ID is generated for every
new user. If the same users have a new session, another sequence
ID is made. From the Table 1, User 1 has a Sequence ID 70, and
the following new user of User 2 has Sequence ID 71. User 4 has
two sessions. The first time User 4 appears, he will get Sequence
ID 73. Since he has a second session, the next Sequence ID is 74
because it is a new session, although from the same user.

e Add ‘BEGIN’ and ‘END’ for a session

We set a RowlIDfor each row having a new user. For example, if
User 1 three rows of page access, he will have RowlID of 1,2,3. A
new RowID will be generated for a new user.

e ‘BEGIN’ tag

A BEGIN tag will be generated for every Sequence ID and an
‘End’ tag will be created after the session of a particular user
ended as shown in Table I.

e Calculate frequency of each flow.

From there, we calculate the total count of the beginning of each
type of page and the end navigation of that page. Since most of
the access is a single page access, we only select session with at
least two pages.

3.3. Integrating association rules and Markov model

After we have obtained the association rules; which are based on a
targeted support and confidence value, we use it as a benchmark
for the navigation flow using Markov. After we get the total fre-
quency of the pages, we only select those pages that are in the
rules mined

4. Results

First, we prepare transaction files for association rules for all the
pages; which includes the mainpage, the section page and the
article page. We set the support value to 0.01 and Fig. 3 illustrates
the item frequency plot for the pages. From Fig. 3, we can see that
the highest page is the mainpage, followed by the Sports section
page. The subsequent eight top items are also from section pages.
The article page of URL 267984, followed by another article of
URL 268164. We used arules package in R to generate the
association rules mining with support 0.005 and confidence of
0.02 and only the associations between the section pages appeared
such as shown in Table 2.

The support value that was higher than 0.005 did not yield any
results. The rules found are all section pages with the section
World (dunia) and Entertainment (hiburan) being the sections
highly associated. The rules found shows that readers are inter-
navigating the section pages.
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Fig. 3: Item frequency plot of pages of mainpage, section pages and article
pages with support value = 0.01

Table 2: Top 5 Association rules for all pages on Wednesday 5 April 2017
with support = 0.005, confidence=0.02

Table 4: Article titles found in association rules for 5 April 2017

No Article Title Total

1 268012 Amelina akur kemunculan semula | 722
kurang impak

2 267889 Sara Ali buka tudung? 2749

3 267911 Wujud Instagram anak elak penipuan - | 970
Stacy

4 268033 Harga minyak dunia naik 3169

5 268049 Seksyen 4(5) SOSMA diluluskan 2624

6 268131 United hampir diaibkan Everton 3400

7 268135 Leicester tambah derita Moyes 3449

8 267982 Gomez belum sah jurulatih Harimau | 4006
Malaya - TMJ

9 267984 FAM perlu RM40 juta 10192

10 267955 Lelaki maut motosikal langgar tembok 5374

association rules support conf lift

{dunia} = {hiburan} 0.006102 0.2334 6.9546
{semasa} = {dunia} 0.007932 0.1958 7.4923
{dunia} = {sukan} 0.007419 0.2837 4.7555
{hiburan} = {semasa} 0.007804 0.2325 5.7416
{sukan} = {hiburan} 0.007162 0.1200 3.5760

4.1. Association rules for articles in Wednesday 5 April 2017

There are no articles pages found in this association rule mining
with support of 0.005. Therefore, we further set a lower support
value to find the articles are read together in a session. We run the
R script again and set the support value lower to 0.0005 and
finally found the following rules for article pages as shown in
Table 3.

Since the articles are denoted by number, we examine the article
titles of the URL found from the association rule mining and list
the article titles in Table 4. Fig. 4 shows the item frequency plot of
the articles on 5 April 2017. Based on the item frequency plot, we
can infer that the highest articles are not in the top association
rules. For the articles on 5 January 2017, the top article is a Sports
news article, and the second highest article is from National news
article. However, the top two association rules are on
Entertainment articles. From the association rules found, we can
ascertain that users like to read articles of the same section. The
article titles are listed in Table 4.

Table 3: Association rules for article page on Wednesday 5 April 2017

association rules support conf lift
{268012} = {267889} 0.000515 0.1191 6.7255
{267889} = {267911} 0.000551 0.0311 4.9776
{268033} = {268049} 0.000508 0.0243 1.4585
{268049} = {268094} 0.000754 0.0453 2.4861
{268135} = {268131} 0.00118 0.0518 2.2927
{267982} = {267984} 0.000646 0.0238 0.3445
{267955} = {267936} 0.000863 0.0238 0.6362

|
- & FFES

Fig. 4: ltem frequency plot of artlcles that were accessed with support
value = 0.0005 and confidence = 0.01

4.2. Markov model of articles accessed by users

Fig. 5: Markov model of section pages that were found from association
rules mining

Fig. 5 shows the Markov model of all the three section pages that
were mined from the association rules. We are only taking in the
section pages because the support value for article pages were
very low; which means that the association between two or more
article pages is almost to none. This may be due to the reason that
users only read one article page in a session. Thus, it is very
difficult to find strong associated relationship between articles.
From Fig. 5, we can see very strong association between the same
section pages with itself. This means, that users have very high
probability to read the same sections in the same session. For
example, there is a high chance that users reading Sports (sukan)
section, will read the same section page within a session.

4.3. Simulating the Markov model

To create a Markov chain, we set the initial state to the first row as
found in the transition matrix from the association rules; which are
sukan=0.9, semasa=0.06, hiburan=0.04 as shown in Fig. 6. For
the first order Markov Chain the case is different because the
current state depends only on the previous state. Given that points
clear, a second order Markov Model will be a model that reflects
that the current state only depends on the previous two states
before it.

section
= hiburan
) semasa
< sukan

probability

timestep

Fig. 6: Plot of 1st to 4th Markov order model
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5. Conclusions and Future Work

In this paper, we present a usage navigation pattern prediction
system using the web server logs collected from an online
newspaper website. We combined the Web usage mining
methodology with association rules mining and Markov
modelling. In the first stage of web usage mining, the web server
logs that were collected were cleaned and formatted, identify users
based on user-agent string, perform sessionization and lastly
identify the page transaction for each user. In the association rules
mining, we mined the transaction file using R arules package. On
the other hand, we also processed the web server logs and
assigned sequence ID and BEGIN-END tag for each of the
sessions. From this, we calculated the frequencies of users’
traversal path from one page to another in order to generate the
Markov modelling.

Based on the association rules and the Markov model, we
integrate these two methods to predict Web page accesses. This
integration is based on a low order Markov model. The association
rules mined are used as a basis to generate the Markov model for
resolving ambiguous predictions by the use of long history data.
The integration will avoid complexity in high order Markov
model, as well as the limitation of short history. In addition, this
model reduces the large number of association rules.

From the association rules, we can prune redundant rules and only
use the rules that satisfy the support and confidence value that
were set. The support value that was set to 0.005 and confidence
of 0.02 only resulted to association rules with the section pages.
The highly association sections are between the World (dunia) and
Entertainment (hiburan) sections, followed by Current (semasa)
and World (dunia). The third pair of section pages of strong
association is between Sports (sukan) and World (dunia) sections.
We can infer that the World (dunia) section is particularly popular
among the news reader as it is strongly related with other sections
as well. To find the association between articles, we went further
down to 0.0005. We found that the strongly associated articles are
within the same section, with news articles from Entertainment
(hiburan) being the most strongly related.

As for Markov model, we based on the section pages because the
articles change every day; as compared to the section pages that
stay the same.
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