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Abstract

Phishing attack is one of the techniques used by attacker to get private information from Internet banking customers. This study will
systematically analyse published research exploring factors that influencing information security awareness on phishing attacks. A total
of 150 articles were used in our review a quality criterion was applied on this set of articles, a total of 20 articles were determined for
further analysis, and successfully identified eleven factors as being either directly or indirectly related to awareness on phishing attacks.
The factors are security concerns, user competence, computer literacy, self-efficacy, neuroticism, openness, response efficacy and years
of PC usage. Moreover, studies have also identified the important role played by motivation. In this way, one could group factors relating
to awareness on phishing attacks in three major groups including personality traits, motivation and individual differences. This review
may be significant in providing useful information on how to understand users’ susceptibility and vulnerability to phishing scams online.

Keywords: Information security, Phishing, Security awareness

1. Introduction

Given the fast-paced technological development and the incessant
increase in cyber security threats, ignorance of information
security issues can prove to be very costly. For instance,
individuals who rely on internet banking for conducting most of
their financial transactions are particularly vulnerable to threats
such as trojans, malware, phishing, spyware, and keylogger
software [1]. Among these cyber security threats, phishing is one
of the most prominent methods of compromising one’s Internet
banking security.

It is worth mentioning that The Oxford English Dictionary defines
phishing as “The fraudulent practice of sending emails purporting
to be from reputable companies in order to induce individuals to
reveal personal information, such as passwords and credit card
numbers.” [21]. Thus, it appears that in this particular threat a
scam email usually informs victims of an alleged security breach
in their account, and subsequently requesting users to change their
respective passwords [2]. In this particular instance, malicious
emails normally impersonate a trustworthy financial organisation
requesting account information, and when users actually respond
to it by logging into the bogus site, attackers gain access to their
bank account [3]. Moreover, it is quite interesting to notice that
many victims of phishing end up never realising that they have
actually been victims of phishing, and the vast majority of victims
end up not even reported [4].

Over the past 10 years, there has been a substantial increase in
deliberate attacks on users using deceptive techniques as means of
carrying out electronic fraud in the form of phishing [5]. It follows
that a considerable amount of research and scholarship has devoted
its attention to find solutions regarding the best ways to protecting
internet users from phishing attacks. Among these, one can
identify technical solutions such as anti- phishing toolbars that
connect to a database of blacklisted phishing websites [4]. One
should note that phishing has business and consumers in the
United States [6]. Thus, due to its prominence, phishing has
become a major cyber security threat nowadays, and one of the
ways in which to leverage security is through spreading awareness
on this issue.

The aim of systematic literature review (SLR) in this study is to
identify, assessing, interpreting and summarise all current
information and available research about information security
awareness (ISA) on phishing attacks in a comprehensive and
unbiased manner. This is in order to draw more general
conclusions regarding ISA on phishing attacks especially from
individual studies. Moreover, it will also help in identifying the
factors that influence the awareness of various industries
regarding the information security awareness in phishing.

None SLR has been in identifying factors that influence ISA on
phishing attacks. Therefore, it is needed to identify behavioural
factors, which increase users’ susceptibility to comply with bogus
requests from phishing emails. Research Question
Population, Intervention, Comparison, Outcomes, and Context
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(PICOC) structure of questions are shown in Table 1. The primary
focus in this study was to understand and identify the factors that
influence the potential factors influencing information security
awareness on phishing attacks from various industries. In order to
identify to what extent the information security on phishing
attacks study has been conducted, this work investigates to answer
the following primary research questions:

Table 1: Summary of PICOC

Any organisation

Information Security
Awareness on Phishing Attacks

Population
Intervention

Comparison None
Outcomes Information Security
Awareness on Phishing
Attacks
Context Review (s) of any published articles

of information security awareness

on phishing attacks within the domain
of any applied case study setting in
any organisation. No restriction on
the type of study applied.

Based on the PICOC structure, the primary question of this study
as follows:

What are the evidences of any information security awareness on
phishing attacks studies conducted in any environment settings
that investigated information security awareness effectiveness
align with phishing attacks?

The study of SLR also aimed to answer the following secondary
sub question: Sub question 1: What evidence is there regarding
factors that affect information security awareness on phishing
attacks, and which are the most effective factors? Sub question 2:
How was the information security awareness on phishing attacks
study has been conducted and being implemented in previous
studies?

2. Review Method

The study adopts a SLR to outline the related factors. This review
conforms to standard guidelines for conducting SLR of
Information Systems Research, as prescribed by [7]. The review
included only published articles conforming to the following
criteria: (a) publications of original data concerning factors
influencing awareness on information security in phishing attacks,
(b) papers published between 2010 and 2017, (c) publications,
which included both a quantitative and qualitative

design. In addition, the literature search was conducted using three
databases: Science Direct, Google Scholar and IEEE Xplore. The
keywords that were used in the search process included:
(information security AND security awareness AND phishing
AND systematic). A total of 20 articles were carefully selected
based on three main criteria including;
(1) articles belonging to disciplines other than information
security were immediately excluded,
(2) articles were selected only from the most credible and
reputable sources, and
(3) articles were mainly aligned with European and North
American research traditions within information security
because these countries are most targeted by phishing
attacks [45].

A structured approach was adopted as means of determining the
source of relevant materials for review. In this way, the primary
sources such as databases were given main preference. Data was
reduced to manageable proportions in order to make the review
feasible and in this way isolate journal articles, which were

relevant to information security and suitable for further evaluation.

A total of 150 articles were specified based on the keywords
search of its title and abstract: 10 articles were obtained from
Science Direct, 70 articles were obtained from Google Scholar, 50
articles were obtained from IEEE Xplore, and 20 papers were
obtained from Conferences. All articles were checked for
duplication, resulting in 50 several articles. Thereafter, these
articles were furthermore filtered by checking the content of their
title and abstract. 100 articles that did not meet the chosen criteria
were excluded accordingly. The remaining 60 articles were
accessed for eligibility, and 20 articles that sufficiently provide
information of its data source and used distinctive factors for
prediction were selected for the review.

3. Findings

Based on our search from the digital libraries through the
selection process, we identified three journals and two
conferences in the information security awareness and phishing
attacks fields as the baseline of our essential search. The first
stage of our search process provided a total of 150 studies using
“information security awareness” OR “awareness of cyber
security” search term. The selection execution was composed by
three stages as shown in Fig. 1.

In stage 2, we individually reviewed the papers based on their title,
abstract and keyword of the remaining 150 articles were filtered
and only 60 were chosen. By skimming the full text of the
remaining 60 studies was tested in greater detail. Each of these
studies was screened according to eligibility criteria and exclusion
criteria before being accepted for the synthesis of evidence. Any
duplicate studies were carefully checked to avoid redundancy. In
final stages, a total of 20 articles were therefore included in the
review.

Stage 1 Stage 2 Stage 1
N=150 N =60 N=20
* Activity: ® Activity: o Activity:
Identify Screening of Skimming
publication title, abstract the article
through and keyword « Filter:
database ® Filter Publication
search Publication laddressirllg
® Filter: Define concerning information
search & information secunty
literature security a\‘:m‘@ess in
source awaren-ess phishing
attacks

Fig. 1: Identifying relevant literature
2.1. Security Concerns

Security concerns is a reliable tool in predicting user’s attitudes
towards security awareness. A study conducted by [10] found that
there is a lack of empirical studies on information security
awareness, specifically when it comes to addressing issues relating
to Internet banking among students in tertiary education. Their
study had two key objectives including (a) to identify factors
which potential influence awareness of information security issues
for internet banking, (b) to examine the extent to what there is a
link between identified factors and tertiary students’ awareness on
information security for internet banking. In their study, a
questionnaire survey was used as the method for data collection.
Results identified eight factors influencing awareness, computer
literacy, regulatory literacy, security care, information support,
social norm, recovery facility, and security concern.

In article [30], it addressed security concerns like opening of email
attachments with potentiality of causing a phishing attack.
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According to [4] the people have become more conversant with
the security issues of information systems. The rise of the cloud
computing technology has a different meaning to various people.
It provides on-demand scalability of highly available and reliable
pooled computing resources. Despite the benefits of cloud
computing, it has brought security issues and concerns to different
people and organizations.

2.2. Computer Literacy

Based on [10], the user’s competence with information system
challenges such as free Wi-Fi, email practices or passwords is also
another factor that influences information security awareness in
phishing attacks and another attribute is the individual differences
which is made from a number of demographic and other variables.
For example, someone who has high level of computer literacy
and many years of usage, then the individual will be able to judge
the level of threat coming from a phishing attack. The works of [5]
in their literature review have found that the organizations have
given the users using personal computers that may or may not
support security best practices. The lack of computer literacy and
awareness among the users regarding

security issues have been identified as a significant issue in the
factors influencing security awareness.

2.3. Years of PC Usage

Much research devoted to investigate computer-based interactions,
deceptive communication, and non-verbal deception has
implicated it in the growing problem of cyber security [6]. For
instance, in a recent study by [8], it was found that the vast
majority of online users are still at high risk of becoming a victim
of phishing attacks. The study was focused on identifying factors
which influence user’s susceptibility to phishing attacks. As the
main task in the study, the respondents were required to
distinguish phishing pages from genuine ones. It is interesting to
discover that from the total number of participants, only a small
minority (25%) attained a score over 75%, which clearly indicates
the level of vulnerability that the average user is still exposed to
falling victim to phishing attacks, but most importantly, results
from the study has shown that years of PC usage and gender
significantly impact detection rate of pop-up and phishing attacks.

According to [37], the usage of personal computer is said to be the
weakest link in information system security. The home computers
do not follow the security practices and the actions taken as in
phishing compromise themselves. The survey looks at the factors
that influence security decisions for the personal computer users.

2.4. Personality Traits

When it comes to understand the relationship between personality
traits and phishing, the study conducted by [12] stands out quite
conspicuously. The study examined the relationship between the
Big Five personality traits and response patterns to a phishing
email. In addition, the authors also examined the way in which
these traits exert an impact upon users’ Facebook-related
behaviour such as privacy settings and posting of personal
information.

Their study revealed that neuroticism was the personality trait
which most correlated with responding to phishing emails.
Similarly, they also found a strong correlation between gender and
response to malicious emails. The identified factors can contribute
to susceptibility to online security and privacy attacks as well as
certain personality traits that might cause higher phishing
vulnerability.

In studies [24, 25], the Big Five Framework helps in explaining

the personality traits renders one vulnerable to phishing attacks
and how they affect the behaviour of a person about their gender,
race or age. The works of [35] advocate that the application of
information technology does not always end up in improving the
security. The human factors such as the personality traits play a
significant role in the computer security as it can impact on the
behavior. They argue information security behaviors are also
mainly influenced by the perception of risk by individuals. The
human factors are affected by the culture of the organization and
the security environment in their occurrence.

2.5. User Competence

In study conducted by [34], user’s competence was identified as
one of the factors that may be critical in preventing an attack when
a phisher uses free phishing kits including images, emails or web
page codes to initiate their attacks. The article [39] has discovered
that the security concerns depend on the users’ expertise and
stakeholders to prevent phishing attacks. The users need to be
trained and e-security awareness made. These play an important
role in law enforcement and the use of the recent security software
and systems. For this system and software to function correctly,
user competence is required.

2.6. Motivation

Another factor is the motivation, which made from constructs such
as self-efficacy, the perceived level of severity, response severity
and response efficacy. Indeed, the response and the reaction of the
individual towards a phishing attack is determined from his or her
ability to understand the nature of the threat but also on how he or
she believes that is able to respond on this. Based on study
conducted by [9], has found a motivation plays a major role in a
variety of behaviours relating to internet security. The study based
its assumptions upon Protection Motivation Theory (PMT) and
administered a survey on a student sample (N=202), as means of
assessing their behaviours concerning information security.

Results indicated that respondents’ motivation to practice security
is contingent upon the levels of perceived severity, self- efficacy,
response costs, as well as response efficacy. In other words,
students are highly motivated if they perceive that the
aforementioned factors are high. In turn, the authors concluded
that PMT is reliable to predict concerning individuals’ attitudes
towards information security. Article [41] advocates that the
information technology has influenced the human life
significantly. But the information security is a big concern for both
the users and the organizations. The human aspect should be
considered when dealing with information security. Different
individuals are motivated by various factors that influence their
security information awareness. The number of attacks is
increasing due to the desire for financial and criminally motivated
actions to gain access to personal and confidential information.

2.7. Individual Differences

It follows that a theoretical review of relevant literature conducted
by [11] investigated both contextual factors and individual
differences impacting the susceptibility to phishing attacks. Their
review was mainly concerned with exploring literature relevant to
factors, which can help reducing vulnerability and susceptibility to
such malicious attacks. From this review, it emerged that
individual differences seem to play a key role in both awareness
and likelihood behaviour in the presence of a phishing attack from
this review, it emerged that individual differences seem to play a
key role in both awareness and likelihood behaviour in the
presence of a phishing attack.

These factors will help in identifying the impacts of susceptibility
to such forms of malicious attacks in online contexts. Article [31]
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in their survey found that the predominant weakness in securing
information systems properly is the individual users in a given
organization. The individual users have differences that affect the
behavioral information systems. The paper has researched on the
approaches to understanding the hackers, how to improve the
compliance of security and cross-cultural behavior.

2.8. Openness

Openness seemed to be associated with posting more personal
information on Facebook, which in turn would lead users to be
more vulnerable to phishing emails. In contrast, there was no link
between respondents’ estimates of being vulnerable to phishing
attacks and actually being a victim of such malicious attack. In this
respect, [12] argued that susceptibility to phishing may have
nothing to do with lack of awareness. In this way, the authors
concluded by stating that better understanding of personality traits
is needed in order to better understand users’ vulnerability and
susceptibility to phishing attacks. According to the research
conducted by [44], the phishing attacks have increased for the
online computer users. The study focused on the factors that made
the users respond to the phishing tacks. The research found that
the people with high openness tend to post most of their
information on social media platforms and are less strict to the
privacy settings. This makes them more susceptible to the privacy
attacks. The susceptibility to phishing is not always due to lack of
awareness of the phishing risks. Understanding the traits that
contribute to the vulnerability can help the users come up with
methods the increase their privacy and security in the coming
years.

2.9 Neuroticism

Their study revealed that neuroticism was the personality trait
which most correlated with responding to phishing emails.
Similarly, they also found a strong correlation between gender and
response to malicious emails. The identified factors can contribute
to susceptibility to online security and privacy attacks as well as
certain personality traits that might cause higher phishing
vulnerability. Neuroticism is having a long- term tendency of
being in a negative state.

Works of [42] sought to know whether information security
awareness message themes are more or less compelling for the
various individuals based on their personality traits. The study
considered five different message themes that included deterrence,
molarity, regret, feedback and incentive and how they relate to the
Big Five, Machiavellianism and social desirability. According to
[43], neuroticism is the strongest predictor of social engineering.
The research aimed at investigating how organizational and other
individual factors shape other worker’s intentions to resist social
engineering. These deceive the users to undertake actions that
could make a way to leak their information. The phishing attacks
psychologically manipulate the users to reveal their confidential
information.

2.10. Perceived Level of Severity

The computer users should be educated on the phishing methods
as a way to combat these threats. If the computer users understand
the impacts of the phishing attacks, they would be more careful
when on the internet. The works of [38] developed a game to
educate the computer users to secure themselves against the
phishing attacks. If the users understand the severity level of the
attacks, they will be more careful while posting their personal
information on different online platforms.

2.11. Response Efficacy

These are the beliefs of a person to whether some given action

steps will actually help avoid the phishing threats. The works of
[6] aim at understanding the behavioral factors that increase the
user’s susceptibility to complying with phishing attacks and
request for personal information. Some of the response actions are
perceived by the computer users to protect them from phishing
attacks.

2.12. Self-Efficacy

Based on other study [17] there are four mail groups of factors
influencing information security behaviour in improving
awareness are namely self-efficacy, intention to IT security
practice, security practice-care behavior, and security practice-
technology.

3. Discussion

This review has successfully identified eleven factors that could
be classified as being either directly or indirectly related to
awareness of phishing attacks (see Table 2).

Table 2: Summary of Potential Factors Influencing Information Security
Awareness

Authors Method Factors
Adopted
[8,6,37] Quantitative Gender, years of
PC usage
[17] Quantitative Self-Efficacy
[38] Mixed method Perceived Level of
Severity
[34,39] Qualitative User competence
[10,5] Quantitative Computer literacy
[12, 35] Quantitative Personality traits
[24,25]
[15,16] Applying the Knowledge,
model attitude, behaviour
[9,41] Quantitative Motivation
[42,43] Mixed Method Neuroticism
[12,44] Mixed Method Openness
[6] Qualitative Response Efficacy

Moreover, studies have also identified the important role played
by motivation. In this way, one could group factors relating to
awareness of phishing attacks in three major groups including (1)
Personality Traits, (2) Motivation (3) Individual Differences [6]
(See Fig.2).

When examining relevant literature, it seems as though that there
are inherent differences between users when it comes to their level
of awareness, as well as the way they respond and comply to thee
phishers demands. But most importantly, personality traits such as
openness and neuroticism also seem to be related to vulnerability
to phishing.

From current findings, it would appear that the reasons why
individuals become victims of phishing attacks is far more
complex and multifaceted than previously anticipated. For
example, openness into a something new is a critical factor. There
are users who are open into something new, they may not be
aware that there may be a threat, while there are users who are
very hostile towards something new and therefore they will not be
open on when it comes.
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Personal
Neuroticism
Openness
Awareness
Motivation Individual
Self-Efficacy Differences
Perceived Level of Years of Usage
Severity Gender
Response Efficacy Computer Literacy
Security Concerns

Fig. 2: The interrelationship between awareness, personality, motivation
and individual differences

Another factor is the motivation, which made from constructs such
as self-efficacy, the perceived level of severity, response severity
and response efficacy. Indeed, the response and the reaction of the
individual towards a phishing attack is determined from his or her
ability to understand the nature of the threat but also on how he or
she believes that is able to respond on this.

There are individuals who may appear to have high levels of self-
efficacy and therefore they feel that even they are subject of a
phishing attack they are ready to cope with this and to response
appropriate, while the individual believes that he or she cannot
cope with this, the most probable is to avoid getting any
interference with something that may lead into a phishing attack.

Another attribute is the individual differences which is made from
a number of demographic and other variables. For example,
someone who has high level of computer literacy and many years
of usage, then the individual will be able to judge the level of
threat coming from a phishing attack.

For instance, when it comes to linking it to lack of awareness, it
has been demonstrated that there is no link between perceived
vulnerability and actually becoming a victim of phishing. Given
these pattern of results one could argue that a combination of
effective awareness campaigns, suitable cyber security training,
together with automated tools could significantly reduce and
prevent phishing attacks.

Thus, when it comes to developing a suitable theoretical model for
understanding how the extent to what awareness (or indeed the
lack of awareness) can contributed towards vulnerability one must
perhaps adopt a holistic model as proposed by [11].

With respect, it would be sensible to realise that awareness, as a
factor does not occur in isolation. As demonstrated in this review,
awareness co-occurs with other factors. This makes establishing
causal link between awareness and phishing quite difficult.

4. Conclusions and Future Work

Based on the discussion, it should be evident that the SLR
identified important factors such as security concerns, user

competence, computer literacy, personality traits, motivation,
individual differences, self-efficacy, neuroticism, openness,
response efficacy, years of PC usage. One must notice that the
association between level of awareness of internet security issues
and relevant factors was explored through quantitative studies.

The ever increasing usage of online services and the internet in
general, has made internet security a topic of paramount
importance. The take away message is that there are a variety of
factors directly or indirectly linked to awareness of phishing
attacks.

Moreover, as previously mentioned it is particularly difficult to
establish a direct link between awareness and phishing, given the
lack of correlational data linking the two. In addition, one must
also take into account that awareness may co-occur with
personality traits, individual differences, and gender to provide a
multitude of behavioural responses to phishing and internet
security related threats.

Therefore, future studies should thoroughly study the
aforementioned factors together and, thus, adopt a holistic model
to understanding users’ susceptibility and vulnerability to phishing
scams online. Finally, whilst acknowledging that awareness may
not necessarily be directly linked to vulnerability, it is still sensible
to assume that security against phishing scams can be enhanced
though both educational programs about cyber security, as well as
sharing important information regarding phishing attacks.
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