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Abstract

Deception detection plays a great role in the criminology field and it is a challenge for investigators and researchers for identifying real
liar from normal behavior. There is different methods available based on brain, face, voice, etc. each has its own advantages and disad-
vantages. Most of the lie detection methods are based on the variation of skin resistance, respiratory rate (breath rate), heart beat rate, etc.
by the physical contact of some sensors or equipment fixed on the body of the subject. These types of deception detection methods are
obtrusive. In case of non-contact deception detection methods there are no sensor used on the body of the subject and the testing is done
without the knowledge of the subject being tested. This paper gives a review on all these deception detection techniques.
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1. Introduction

Deception has become a part of life and a kind of character of
most of the human beings in various areas of life [1]. So there is a
need for automated deception detection in reliable and efficient
manner which will benefit in the applications such as interviews,
security screening in airport, crime investigation, etc. The focus of
the current article is to review various deception detection tech-
niques. There are lot of factors which are closely dependent on
lying behaviour of human beings. The analysis of such internal
and external factors will help to identify lying behaviour of a per-
son [2], but it is difficult to analyse an experienced lying person.
Some of the responses such as fear, stuttering speech, tension,
sweating, blood pressure, eye contact, facial micro-expressions
and sensory activities of brain may help to analyse a lying person.
It is a challenge for crime department and researchers to identify
the behaviour of learned and experienced intelligent criminals,
since they have lot of tactics to deceive investigators [3]. There-
fore, there is a need for developing an effective lie detection sys-
tem to discriminate the responses of a human from normal to lying
behaviour of intelligent liars.

Most of the lie detection methods are based on the analysis of the
variation of skin resistance, respiratory rate (breath rate), heart
beat rate, etc. by the physical contact of some sensors or equip-
ment fixed on the body of the subject. These types of deception
detection methods are obtrusive and due to the effect on the auto-
nomic nervous system (ANS), there is a chance for changing the
physiological conditions such as breath rate, heart beat rate, etc.
The subject who is being tested may be innocent but feels nervous
for being under test. This leads to an inaccurate decision about the
liar/innocent subject. There are some other deception detection
methods used in which there are no sensors used on the body of
the subject and the testing is done without the knowledge of the
subject being tested. Such types of deception detection techniques
are non-contact type.

Polygraph test is one of the popular method used for lie detection.
Guilty Knowledge Test (GKT) and Comparison Question Test
(also called Control Question Test (CQT)) are the two standard-
ized protocols used for crime investigation. There are brain based
deception detection methods such as functional Magnetic Reso-
nance Imaging (fMRI), EEG modality and brain fingerprinting.
Apart from these methods face based lie detection methods such
as micro-expression based and thermal facial imaging based
methods are also available since face projects internal activities of
the human beings. A review of all these methods are done in this
paper.

The paper is organized as follows. Signs of deception is presented
in Section 2. Deception detection techniques such as polygraph
testing, lie detection tests, face based deception detection, brain
based deception detection and voice based deception detection are
discussed in Section 3. Section 4 includes discussion which com-
pares various methods. Finally, conclusion is given in Section 5.

2. Signs of Deception

In normal case liars do not show physiological signals or universal
behaviour in most of the situations [4]. According to the theories
of deception, deceivers planned to show both nonstrategic and
strategic behaviour. In general, there are some cues to deceit.
Following are some other signs of deception [5], in which some of
the factors are observed as increased whereas some other factors
are observed as decreased. The factors which are observed as in-
creased in liars are: The time lag between answer and question, the
speech hesitations such as “aahs”, “ums” or “uhs” between words
and liars speak in a higher pitch compared to truth-tellers. The
factors which are observed as decreased in liars are: the descrip-
tion of location and time, the reproduction of conversation, the
inclusion of auditory and visual details and the specificity of de-
tails and quantity. These are general indicators of deception and
there is no set of universal signs of deception [6]. A situational
contingency is introduced for each deception interaction which
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can dramatically alter the interpretation of observed behaviours.
For observing signs of deception entire body analysis is required,
which includes the analysis of gesture, posture, face, eyes, brain,
pulse rate, blood pressure respiration rate and voice as discussed
below.

On the observation of gesture and body posture Mircea Zloteanu
[7] mentioned that frequent hand to hand touching, frequent face
touching, infrequent rigid motion and gesturing, neither over con-
trolled nor distressed relaxed behaviour are the signs of deception
[8, 91.

According to the research of facial cues, if liars tried to hide their
normal emotions while lying, during that time the micro-
expressions may be present on their face [7, 10]. Leaked real emo-
tion or fake smiles also contradict a truthful person’s expected
emotion [11].

Eye blinks and eye behaviour are very useful cues in deception
detection [12, 13, 14]. The dynamics of eye blink, such as blink
frequency or rate and blink duration are used as visual cues for
spotting deceit [15]. Pupil characteristics are cues of stress or
arousal. Pupil dilation is one of them. Deception influences pupil-
lary response which leads to pupil dilation.

In case of deceptive speech, the sound during the speech helps to
measure cognition and arousal changes. Vocal Stress Analysis
(VSA) is used for the law enforcement for deception detection
[16].

Cardiorespiratory pulse rate, respiration rate and blood pressure
are reliable indicators of emotional stress. During deceptive com-
munication pulse rate was observed as increased in cardiovascular
measures [17]. Related research studies shown that during decep-
tive situations subjects have the tendency for inhibiting breathing
when facing some kind of stress.

The imaging techniques of neuroscience give more insight to brain
activities related to cognition, behaviour, etc [18, 19]. Whenever a
person sees an object which is familiar for him the P300 brain
signal will be triggered [20, 21]. Therefore, to identify concealed
knowledge, the event related potential P300 can be used.

3. Deception Detection Techniques

Deception is a complex act and in most of the situations the identi-
fiers of behaviour are contingent. So when attempting to detect
deception person dependent factors are to be considered. The
strategies of lying may vary according to the situations where lie
happens [22]. Also it may vary according to the interview style
and power dynamics among the interviewers and subjects. These
factors are related to physiological and behavioural responses and
the challenge of researcher is to identify these factors and to au-
tomate the process of deception detection using computers.

There are different types of deception detection techniques which
can be used according to the areas of applications such as inter-
views, security screening in airport, crime investigation, etc.
There are some responses which help to identify deceptive behav-
iour. Physiological indicators (such as skin conductance, blood
pressure, respiration, heart rate), tension, facial behaviours (facial
micro-expressions and subtle expressions, eye blink, eye contact,
gaze direction, pupil dilation), body movements, gestures, voice
and speech characteristics (stuttering speech), verbal statements
and style, heat emanation from faces and heads or sensory activi-
ties of brain may help to analyse a lying person. By law enforce-
ment many forms of deception detection techniques are used
around the world which are based on body contact type and non-
contact type deception detection techniques.

In case of body contact type deception detection system sensors
are fixed on body of the subject for testing. The sensors give ac-
curate responses, but during the experimentation period the sub-
ject is aware that they are being tested for deception detection
[23]. This may change the behavior of the subject and counter-
measures can be planned. There is a chance for false positive re-
sults. Whereas in case of non-contact type deception detection

system no sensors are fixed on the body of the subject being tested
and the responses of the lying person is detected without his/her
knowledge using thermal/visual cameras or remote sensors. Due
to this reason non-contact type deception detection systems are
more effective. But the sensors which are fixed on the body can
detect responses more accurately than the sensors at a remote dis-
tance.

3.1 Polygraph Testing

Emotion-based physiological indicators such as blood pressure,
heart rate, skin conductivity and sweating are measured in poly-
graph testing [24]. To test these physiological signals many sen-
sors are fixed to the various regions of the body of the subject
being tested. In the test, the graph of the poly (multiple) signals
such as pulse, breathing rate, blood pressure and perspiration
which are coming from various sensors attached to the body are
recorded and analysed. Pneumographs wrapped around the chest
of the subject is used to measure depth of respiration and rate. A
blood pressure cuff is used to assess cardiovascular activity. Some
electrodes are attached to the fingertips of the subjects for measur-
ing the electro dermal response or skin conductivity as shown in
the Fig.1.

Figl: A subject undergoing polygraph test [25]

Initially in the test, the questioner asks some simple 3 or 4 ques-
tions to establish the person’s signals and polygraph testing is
done with real questions. The examiner of polygraph looks at the
graph during and after the test and checks for significant changes
of vital signs. Increased perspiration, higher blood pressure and
faster heartrate indicate that the person is lying. Different people
react differently to lying. Here the interpretation of the examiner is
subjective. Among the existing deception detection techniques
polygraph is widely used, but it is not reliable since it is based on
the detection of autonomic reactions. Only well trained examiner
can detect lying accurately. Also during the polygraph testing the
anxiety levels of the subjects will be high that may lead to false-
positive conclusions.

3.2 Lie Detection Tests
Comparison Question Test (also called Control Question Test

(CQT)), Concealed Information test (CIT) (also called Guilty
Knowledge Test (GKT)) and Reaction Time-based Concealed
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Information Test (RT-based CIT) are the protocols used for crime
investigation.

3.2.1 Comparison Question Test (CQT)

The Comparison Question Test (CQT) [26] consists of different
stages. It is also called control question test. In the first stage the
examiner reads the report and speaks to the police investigator to
become familiar with the case. At this stage of the test the exam-
iner checks all background information including the suspect’s
past criminal records. Next stage is pre-test interview. At this
stage the examinee will be given a chance to talk about the case
and based on the interaction between the examinee and the exam-
iner the actual questions that are to be asked for the test period of
the polygraph are framed. Then the testing procedure will be ex-
plained by the examiner and the examinee is informed to answer
only “yes” or “no” for each question. Next stage is examination
stage and at this stage the examinee is attached to the polygraph.
In the initial part of this stage a triggered card test is used to con-
vince the examinee that the polygraph is highly accurate. Then a
series of questions are asked one by one and the examinee’s phys-
iological reactions are measured continuously. Three general types
of questions are asked. They are: (1) Relevant questions — “Did
you do it?” types of crime related questions, (2) Control questions
- "Have you ever taken something that did not belong to you?"
types of non-specific questions, and (3) Irrelevant questions — Are
you sitting on a chair? [26] types of questions of neutral issues.
After asking the questions the questions are repeated for number
of times.

The physiological indices used in this test are: relative blood pres-
sure changes, respiration changes and changes in electro dermal
activity. Around the upper arm a partially placed cuff is used for
analysing the change in blood pressure. Around the abdomen and
thorax, a tube is attached which is used for analysing the changes
in respiration. On the palmer surface of two fingers two electrodes
are placed which are used for analysing changes in electro dermal
activity.

The deception versus truth analysed is based on the comparison of
control and relevant question responses. Truthful subjects are
expected to exhibit more pronounced responses to the control
questions whereas deceptive subjects are expected to exhibit more
pronounced responses to relevant questions. If a consistent pattern
is observed such as longer responses to the control questions
means that no deception is indicated and the examinee has an-
swered truthfully, whereas longer responses to the relevant than
the control question means the examinee was lying and deception
is indicated. Inconclusive decision occurs if there is no difference
in the responses to the two types of questions or an inconsistent
pattern of response.

3.2.2 Concealed Information Test

The concealed information test (CIT) is also called guilty
knowledge test (GKT) which presents a question set which in-
cludes one crime related item or critical item and several noncriti-
cal items i.e. control items to an examiner. The research shows
that the concealed knowledge will inspire responses mainly for the
guilty suspects [27]. To understand the crime-related information
of the suspects, there are some sufficient techniques which allow
for memory assessment of suspects. Guilty subjects possess
knowledge about the violation and they can recognize scenes
about the violation. So they are unique in comparison to innocent
suspects. For instance, a murder can be identified by asking some
probe questions such as the murder weapon — the weapon used in
the murder. It can be asked among some irrelevant items such as
an axe, a rope, a gun, etc. Here only the guilty suspect can distin-
guish the probe among other items. This approach helps to identi-
fy concealed knowledge, which was traditionally known as Guilty

Knowledge Test (GKT). In the approach of Verschuere et al. the
GKT is also referred as the Concealed Information Test (CIT) [28].

3.2.3 Reaction Time-based Concealed Information Test (RT-
based CIT)

In Reaction Time-based Concealed Information Test (RT-CIT)
concealed knowledge is detected using the reaction time variations
between probes (critical) and irrelevant (encountered) information.
In 2012, Visu-Petra et al. conducted a study using reaction time
based CIT [29]. In the study they collected and examined the
anxiety measures and the individual analysis of functions like
working memory, shifting and inhibition in relation to the infor-
mation of concealing. The analysis has shown that the effect of
detection was based on function measures except verbal working
memory. Again in 2013, Visu-Petra et al. conducted a study using
interface design and they identified the chance to optimise the
efficiency of detection of RT-CIT by keep on increasing executive
load [30]. They introduced various concurrent tasks experimental-
ly and identified which is essential to conceal information when
interrupted and they have shown that there is a system which
serves both deceptive responses and executive functioning. The
way how an individual conceals is directly related to the efficiency
of executive functions.

3.3 Face based Deception Detection Techniques

When a subject starts lying his/her brain activity increases. Due to
this, the facial muscle movements also increase and as a result
corresponding facial expressions are obtained. The advantage of
facial expression based deception detection system is that it is
non-contact type, in that no sensors are needed in the body of the
subject being analyzed. Face based deception detection system
[31] is non-contact type system which helps to capture and ana-
lyze deceptive faces without the subject being aware of getting
analyzed and is effective and convenient than other deception
detection system. Emotional clues and cognitive clues can be con-
sidered as behavioral signs of deception [32]. Studies show that
genuine expression can be identified from the muscle variations.
For example, it is possible to measure the difference between Du-
chenne Smile or genuine smile and Non-Duchenne Smile or a fake
smile. Both the orbicularis oculi muscle (AU6) and the zygomatic
major muscle (AU12) stimulation happens for Duchenne smiles,
while only stimulation of the zygomatic muscle happens for Non-
Duchenne smiles [33]. The eye skin control is performed by the
orbicularis oculi muscles and is difficult to position them to the
normal smile movement voluntarily. These muscles can move in
proper happiness position only for natural feelings. Only an emo-
tion of enjoyment or happiness can move these facial muscles into
actual position of happiness. Due to these reasons psychologists
have been cataloging facial variations as clues to deception. The
advantage of facial expression based deception detection system is
that it is non-contact type.

3.3.1 Facial Visual Cues based Approach

A large number of psychological studies have been focused on the
facial expression based emotion recognition over the past several
decades. Contractions of facial muscles result in appropriate faci-
al expressions of emotions including macro, micro and subtle
expression. The expressions are powerful tools for the investiga-
tors for analyzing human behavior since they are automatic, im-
mediate and unconscious. The studies show that the emotions such
as fear, distress, distrust, disgust or contempt may appear during
deception. Ekman identified 46 facial muscles and corresponding
Action Units (AUs) are defined and he developed Facial Action
Coding System, or FACS [34]. Ekman observed that while lying
some of the subjects tried to hide their emotions and during that
time micro-expressions are present in their face and he studied
their emotional state and concluded that micro-expressions are



International Journal of Engineering & Technology

17

behavior cues for deception detection.
3.3.2 Micro-Expression based Approach

Micro-expression is a subtle and brief facial movement that exists
around 1/25 to 1/5 of a second when a person conceals an emotion
[35]. Ekman studied the emotional state of human being through
micro-expressions and he observed that a micro-expression re-
flects a human’s real intent. Therefore, micro expression is a be-
havioral clue for lie detection [36]. In general, micro-expressions
are of low intensity, short duration, and usually local movements.
To recognize micro-expression, there are technical challenges.
First challenge is to analyze the brief expression, because the mi-
cro-expression lasts from 1/25 to 1/5 seconds. A high speed cam-
era helps to capture such a brief expression. Use of 200fps camera
assures faster facial motion in more than 10 frames and this time
resolution is sufficient for detecting and recognizing the micro-
expression. Second challenge is the difficulty in recognizing the
subtle variations in facial skin areas using computer vision ap-
proaches. For micro-expression analysis databases are available.
One of the popular database available for micro-expression is
Chinese Academy of Sciences Micro-expression (CASME) Data-
base. The micro-expression database CASME [37] was created by
State Key Lab of Brain and Cognitive Science, Institute of Psy-
chology at Chinese Academy of Science in China. Figure 2 shows
the frame sequence in the CASME Database.

0 ms (start) 33 ms 100 ms 250 ms

3.3.3 Eye Blinks as Cue to Deception

Studies show that eye blink has an important role for deception
detection. There is a debate over the question of the changes of
blink rate during deception. Some of the research have shown that
blink rate decreases while lying and whereas some other research
show that blink rate increases at the time of deception. Earlier
studies of [38], [39] and [40] show that while lying blink rate in-
creases whereas the studies of [41], [42] and [43] show that blink
rate decreases during deception. 2013, Marchak [44] observed in
mock crime experiments that eye blinks help to detect deception
regarding past acts. In 2014, Perelman [45] collected eye blink
frequency data via electromyography during the interview. He
observed that liars displayed eye blink frequency suppression
while lying, while truth tellers exhibited an increase in eye blink
frequency during the mission relevant questioning period. Recent
study conducted by S. George et al. [15] observed that blink
count and blink duration are more while lying.

3.3.4 Facial Thermal Pattern based Approach

Facial thermal image captured using thermal camera is used for
the analysis of the facial thermal patterns [46]. Facial thermal
image helps to identify and track individual blood vessels and
blood flow patterns. In thermal image analysis face is analyzed
based on the radiated heat from the face. Blood flow pattern
around the eyes are used for deception analysis. In case of thermal
facial analysis covered face can also be used. But subjects with
eye glasses give wrong results. Some facial makeup power can
also reduce thermal emissions.

283 ms (end) >
Fig.2: Frame sequence in the CASME database [37]

In 2014 Bashar A. Rajoub et al. [47] used thermal imaging to ob-
serve the thermal variations of periorbital region and analyzed a
discriminative signature for detecting deception. They proposed a
novel methodology by presenting automated deception detection
which was validated experimentally on 492 (243 truths and 249
lies) thermal responses extracted from 25 participants. To classify
the thermal responses a k-nearest neighbor classifier was used
using various strategies for data representation. They tracked the
right and left eye corners for a period of 1.7 sec. They reported an
87% ability to predict the truth/lie responses based on fivefold
cross validation. Fig. 3 shows a thermal facial image of a subject
during questioning.

Fig3: A thermal facial image ofa subjeét during quesﬁoning [47]

In 2016, Mohamed Abouelenien et al. [48] conducted an experi-
ment for analyzing the region of face where more thermal facial
features are available for deceit indication. In their approach they
manually located whole face, periorbital regions and forehead of
each subject from the 1% frame based on the pixel locations of
their boxes for 30 subjects. After locating the three regions the
Shi-Tomasi corner detection algorithm is used for detecting points
of interest. The varying temperature points are identified and
tracked using Kanade Lucas Tomasi (KLT) tracking method. To
eliminate the uncertain points and outliers the forward-backward
error is also calculated by tracking back and forth points. Geomet-
ric transformation was applied for specifying the correct points
matching between successive frames in each of the three region’s
bounding box.

3.4 Brain based Deception Detection Techniques

EEG modality, Brian fingerprint, functional Magnetic Resonance
Imaging based lie detection methods are the popular brain based
lie detection methods.

3.4.1 EEG based Deception Detection

For brain signals, Electroencephalography (EEG) helps to analyse
internal responses of brain as shown in Fig. 4. The electrical po-
tential from each neuron of the brain is recorded by using Electro-
encephalogram. There are five lobes in human brain namely Parie-
tal (P), Frontal (F), Occipital (O), Temporal (T) and Central (C).
These lobes have got important role for internal and external be-
haviour of human being. When a person is lying the thinking por-
tion of the brain is more active and the analysis of the part of brain
which helps for thinking will help to understand deceptive behav-
iour of human being.

Electroencephalography is the superposition of many signals [50]
from the brain and by change of time these signals are detected
after the events such as seeing a picture, listening to a sound, etc.
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The researchers found that it helps to analyse the background ac-
tivity of the brain and they proposed the use of event-related varia-
tions in EEG and is known as Event Related Potential (ERP) [51].
ERP is useful for analyzing background activity of brain which
helps for concealed information detection. The ERP has several
components. N1, N2, P1, P2, N300 and P400 are the signals in the
ERP. The signals which arise after 250ms refer higher level cog-
nitive process. Whenever a subject sees a familiar object the P300
brain signal will be triggered. The ERP P300 can be used to de-
termine concealed knowledge.

Figd: A sbject undergoing EEG [49]

The imaging techniques of neuroscience give more insight to brain
activities related to cognition, behavior, etc. Compared to fMRI
method EEG method is more portable and less technical expertise
required [52].

3.4.2 EEG-Based Concealed Information Test

Deng Wang et al. [53] proposed EEG based deception detection
method. In the method they used concealed information test tech-
nique for analysing brain waves just by evoking control and rele-
vant stimuli. The hierarchical knowledge construction algorithm is
used for EEG based CIT. In the algorithm, they used supervised
learning for high accuracy. There are 11 subjects in the experi-
ment. Each subject was asked to tell 5 numbers that are having 4
digits. Among one number is their year of birth and it was not
said which number corresponds to the year of birth till to the end
of the experiment. Each number including year of birth is dis-
played number of times and corresponding EEG signals are rec-
orded and analysed. The algorithm gives low computation time
and high classification accuracy which can be used for real time
applications.

3.4.3 P300 based Lie Detection Methods

P300 is the most important signal among other types of signals
which constitute ERP signal used for lie detection. In 2006, Anna
Caterina [54] conducted a study for differentiating the cognitive
elements of deception and truth. It focused to evoke high motiva-
tion for detection and it was designed to minimize anxiety about
being deceptive of subjects. The task was designed as poker-like
card game and also according to modified Guilty Knowledge Test.
There are 5 subjects in the study and they are given 5 cards. One
from each suit of the 4 of the cards are displayed on the computer
screen. The identities of these 4 cards are informed in a form of
poker, which are known by the researchers. The subjects are given
3 sealed envelopes each having playing cards kept in their hand.
Then they are asked to choose the 5™ card from the given enve-
lopes. They are informed that if they are successful in concealing

the identity of the card they are given $50. The experimenter ex-
amined the brain responses of the participants by keep on present-
ing the cards and asking “Do you have this card?” question. EEG
is a nonstationary signal. To analyse deceptive and truthful re-
sponses, wavelet transform method is used for the feature extrac-
tion of EEG. More reliable results for deception detection is
achieved using joint time-frequency features. F3, F4, F7 and F8
are the 4 electrode sites considered for recording the responses of
the 5 subjects of the modified version of the GKT. The results
show that the differences of truthful deceptive responses identified
in the range of frequency corresponds to EEG beta rhythm and
within a time window which coincides with the P300 component.
The wavelet coefficients corresponding to the beta rhythm are able
to distinguish truth and lie in time windows from 0.3 to 1sec post
stimulus shows it gives promising result for deception detection.

In 2009, Vahid Abootalebi et al. [55] conducted P300 based
Guilty Knowledge Test (GKT). In P300 based GKT, the assump-
tion is that there is a chance to elicit P300 component if the partic-
ipant has guilty knowledge of the stimuli and ERP with no or
small P300 component if the subject has no knowledge about the
probe items. Vahid Abootalebi et al. selected 62 subjects and con-
ducted a mock crime experiment. In the scenario without presence
of the examiner the subject was given freedom to access the Jew-
ellery box. The guilty participant opened the jewellery box and
innocent participant never opened the jewellery box. After that the
examiner came back to the room and conducted P300 based Guilty
Knowledge Test by displaying 5 different jewellery pictures one
by one randomly which contains one target, three irrelevants and
one probe. The target was presented to the subject at the time of
training. The object in the box was the probe. The subject was
asked to press ‘No’ for unknown items and ‘Yes’ for familiar
items. The innocent subjects replied honestly and guilty subjects
answered falsely. The analysis showed that the amplitude of the
P300 to the probe stimuli in guilty subjects are larger than that of
the innocent subjects. In 2015, Artha Ivonita Simbolon et al. [56],
used ERP method by utilizing P300 signal for analyzing a person
is lying or not. In the experiment 11 male subjects are participated.
The extracted features of the data sets are trained using SVM and
the responses are predicted using test data with the help of a mat
lab program.

In 2017 Syed Kamran Haider et al. [57] proposed a P300 based lie
detection algorithm. In the experiment they selected 20 subjects
and cash, jewellery and smart phone were placed in front of them.
Some participants had stolen the item and the university authori-
ties filed case for the stolen item. It was mainly to put the partici-
pant under pressure for truth and lie responses. It was informed to
the subjects to count the questions asked by the investigator to
check whether the subject is mentally attentive and there is no
fluctuation in thoughts while acquiring data. That way authenticity
of data was achieved. 16 channels Emotiv epoc headset was used
for recording EEG data. Field Programmable Gate Array (FPGA)
architecture is used for the algorithm implementation which en-
sures low power consumption and high performance. Linear Dis-
criminant Analysis (LDA) classification is used for P300 compo-
nent analysis corresponds to each channel of electrode.

3.4.4 Brain Fingerprinting

In case of polygraph test measurement of autonomic arousal such
as sweating, heart rate and blood pressure are analysed for guilty
knowledge whereas in case of brain fingerprinting electrical brain
activity is measured via special sensors contained in a fitted head-
band. Brain fingerprinting is based on determining whether a per-
son recognizes specific information which is related to an activity
or event by measuring responses of electrical brain wave to the
pictures or words displayed on a monitor [58]. It was patented by
Lawrence Farwell. There is a theory that the reaction of suspect to
an activity details or an event will reflect if the subject had earlier
knowledge about the activity or event. In this method "Memory
and Encoding Related Multifaceted Electroencephalographic Re-
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sponse” (MERMER) is used to identify familiarity reaction. Lie
detection is one of the applications. Fig. 5 shows a subject under-
going brain fingerprinting. The brain fingerprinting system detects
the response called ‘“Aha!’’ response [58] and its corresponding
EEG pattern when a participant identifies a specific crime feature
scene, like the weapon used for the crime. It is clear from this idea
that the subject is known to the relevant information. The tell-tale
response of brain is absent if the participant is not possessing the
relevant knowledge.

Fig5: A subject undergoing brain fingerprinting [58]

3.4.5 Functional MRI-based Deception Detection

Functional magnetic resonance imaging (fMRI) detects blood flow
changes and measures the brain activity [59]. During feigned
memory impairment, it helps to analyse the nature of cerebral
activation. The deception detection technique used in fMRI
is blood-oxygen-level dependent (BOLD). In 2010, Tatia et al.
[60] conducted an experiment for analysing neural correlation of
lie according to affective information study using fMRI. In the
experiment 13 right-handed healthy male Chinese volunteers un-
derwent fMRI while they were lying. They found that neural ac-
tivity associated with deception is valence-related. Also during
deception signal pattern of BOLD was observed about the valence
of negative and positive pictures.

3.5 Voice based Deception Detection Techniques

The research shows that emotional stress in voice is an indication
of deception. In 2015 Rodellar et al. [61] introduced a method to
analyse stress due to alterations in speech. This analysis helps to
identify deceptive speech. Deceptive speech and neutral or truthful
speech were evoked by forcing to reply politics and society related
"hot questions”. Fisher's linear discriminant and Log-likelihood
ratios analysis were used for processing the data. Independent
results for female and male are presented. Results obtained after
the classification for neutral speech is around 100%, while for
stressed speech classification rate is around 67%.

4. Discussion

There are lot of factors which are closely dependent on lying be-
haviour of human being. The analysis of such internal and external
factors will help to identify lying behaviour of a person. Some of
the responses such as fear, stuttering speech, tension, sweating,
blood pressure, eye contact, facial micro-expressions and sensory
activities of brain may help to analyse a lying person. It is not so
easy to identify the responses of the lying behaviour in all cases
because during deception an experienced liar gives ambiguous
signals, which confuses the researchers to analyse. So it is difficult
to analyse an experienced lying person since they have lot of tac-
tics to deceive investigators [3].

4.1 Non-Contact vs. Body Contact Type Methods

Body contact type detection methods are based on the analysis of
the variation of skin resistance, respiratory rate (breath rate), heart
beat rate, etc. by the physical contact of some sensors or equip-
ment fixed on the body of the subject. In this type of deception
detection system due to the effect on the autonomic nervous sys-
tem (ANS), there is a chance for changing the physiological con-
ditions such as breath rate, heart beat rate, etc. The subject who is
being tested may be innocent but feels nervous for being under
test. This leads an inaccurate decision about the liar/innocent sub-
ject.

Whereas in the case of non-contact type deception detection
methods there are no sensor used on the body of the subject and
the testing is done without the knowledge of the subject being
tested. The factors which are closely dependent on lying behaviour
of human beings are analysed using visual or thermal cameras or
some other remote equipment which help to capture various pa-
rameters. The non-contact methods help to analyse the subject
without the knowledge of the subject being tested. So in non-
contact method we get exact emotion since they are not aware that
they are being tested. But the camera or other equipment cannot
detect much accurately than the sensors on the body. In case of
body contact type methods, the sensors give accurate responses,
but during the experimentation period the subject is aware that
they are being tested for deception detection [23]. This may
change the behaviour of the subject and counter-measures can be
planned.

4.2 Polygraph Test vs. Voice Stress Tests

People may confuse voice stress test with polygraph test due to the
similarity of the questioning test. Polygraph is forensic psycho
physiological examination, which collects forensic data of cardio-
vascular activity, sweat gland activity and respiratory activity
whereas subtle changes in voice are analysed in voice stress test.
Polygraph is not reliable since it is based on the detection of auto-
nomic reactions. Only well trained examiner can detect lying
accurately. Also during the polygraph testing the anxiety levels of
the subjects will be high that may lead to false-positive conclu-
sions. The accuracy of the analysis of voice stress is poor and is
not reliable for most of the deception detection situations. But
voice of subject can be analysed without knowledge of them.

4.3 Face vs. Brain based Approaches

Whenever a person starts lying his/her brain activity increases.
Due to this, the facial muscle movements also varies and corre-
sponding facial expressions are obtained. So in face based meth-
ods whatever brain activities happen while lying are expressed in
face are analysed. Here the advantage is the muscle movements
can be captured at remote area without knowledge of the subject.
Whereas brain based methods require some sensors to detect brain
activities. In brain based methods brain activities can be detected
more accurately than face based methods since all brain activities
while lying are not available at the face. In brain based methods,
the subject is aware that they are being tested for deception. The
subject who is being tested may be innocent but feels nervous for
being under test. This leads an inaccurate decision about the li-
ar/innocent subject.

The brain activities of a subject can be detected accurately using
brain based methods. Whereas non-contact methods help to ana-
lyse the actual emotions without knowledge of the subject, but
detection accuracy of non-contact methods are less compared to
brain based method. Therefore, the method which can accurately
read the brain status of a subject remotely without his knowledge
is more efficient method for deception detection.
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4.4 Visual vs. Thermal Approaches

In visual domain visual camera is used whereas in thermal domain
thermal camera is used for capturing facial variations. In visual
domain macro, micro and subtle facial expressions are analyzed.
Visual analysis of face also includes facial Action Units (AUs),
eye blink status and iris properties. An experienced liar may try to
hide his expressions and in such situations micro-expression has
significant role. Whenever people tried to hide their emotions and
during that time micro-expressions are present in their face. So
micro expression is a behavioral clue for lie detection since it
reflects a human’s real intent. Whereas in thermal domain facial
thermal image helps to identify and track individual blood vessels
and blood flow patterns. In thermal image analysis face is ana-
lyzed based on the radiated heat from the face. Blood flow pattern
around the eyes are used for deception analysis. In case of thermal
facial analysis covered face can also be used. But subjects with
eye glasses give wrong results. Some facial makeup can also re-
duce thermal emissions. In visual domain for analyzing micro-
expression high speed visual camera is needed which is expensive,
where as in thermal domain special type thermal camera is re-
quired which is very expensive than high speed camera.

An interview type psychological experiment was conducted by us
in visual domain using a high speed camera with the participation
of 62 subjects and the micro-muscle movements were analyzed
while lying. The analysis shows that the Action Units such as
AU01, AU06, AU09, AU10, AU20, AU23 and AU45 are having
significant role while lying. This experiment shows visual domain
approach using high speed camera is one of the convenient meth-
od for deception detection without the knowledge of the subject
being tested.

5. Conclusion

The objective of this survey is to provide a concise introduction to
the research towards the methods and techniques of lie detection.
Most of the deception detection techniques are based on the varia-
tion in the measurement of physiological conditions like skin re-
sistance, breath rate, heart beat rate, etc. by the physical contact of
some sensors or equipment fixed on the body of the subject. These
types of deception detection methods are obtrusive. In case of
non-contact type deception detection methods there are no sensors
used on the body of the subject and the testing is done without the
knowledge of the subject being tested. In this paper brain, face and
voice based deception methods are reviewed. By comparing all
these methods, the conclusion is that the method which can accu-
rately read the brain status of a subject remotely without his
knowledge is more efficient method for deception detection and
such types of methods are not yet developed.
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