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Abstract 
 
Information security in the recent decades has become one of the main topics in communication systems. Security of information de-
pended on strength of the keys in the Cryptographic and Steganographic processes. In this paper, a few techniques are used to implement 
both steganography and cryptography. The process of hiding data in this research goes through several processes, as follows: the first 

process is to encrypt a secret message through the use of Blowfish algorithm to generate the key that will be used in the encryption pro-
cess and XOR it with a secret message. The second process, hiding positions are determined by using the edge detection algori thm to a 
cover image. After that, the bats algorithm will be applied to the cover image resulted by edge detection to choose random hiding posi-
tions in edge detection image. The last stage is to embed the secret message in a cover image using the least significant bit . Fig2 shows 
the opera-tions achieved on the secret message. 
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1. Introduction 

Information security in the recent decades has become one of the 
main topics in communication systems. Security requirements 
with time progress have been changing quickly. Information secu-
rity was mainly delivered through administrative and physical 
methods before the rise of computer and network communications 

services. However, with the starter of using of the computer, in-
ternet and the use of distributed systems, there was a need to use 
automated tools to protect the information stored on the computer 
as well as to protect the data during their transmission. Therefore, 
a high level of security is required to protect the information from 
several forms of attacks [1-2]. 
One of the methods of hiding the existence of information from 
others is steganography [3]. It is the technique and science of safe 

communication [4]. The core objective of steganography is to 
protect the data during their transmission through the internet [5]. 
Various files host the data in steganography such as video, audio, 
image, text [6]. Different steganography methods exist for hiding 
data in the image with less difficulty than others taking into con-
sideration strong and weak points. Steganography is used with 
cryptography in order to increase the security of data transfer [7]. 
Cryptography is the science of keep information by making it 
unreadable to others and called as cipher text or secret message [8]. 

The secret message or ciphertext can only be readable by the re-
cipient of the message who owns a secret key to decrypt the ci-
phertext into plaintext [9].  
Many of the algorithms in literature are offered for hiding data. 
One of the easiest and used techniques is the Least Significant Bit 
(LSB) algorithm [10]. This algorithm is used to hide the infor-
mation in steganography by swaps the bit of least significant in the 
cover file based on the bit of secret message. This method is very  

effective because it does not cause a significant change in the 
quality of the cover file [7].  

1.1. Blowfish algorithm 

Actually, the Blowfish algorithm is a block cipher with a 

symmetric key that encodes data in 64-bit blocks. It comprises16 
rounds, each round involves XOR operation and a function. Each 
round has two parts data encryption and key expansion. key ex-
pansion usually is used to generate elementary contents of one 
array while data encoding uses a 16 iterate Feistel network tech-
niques. Figure 1 illustrates the works of blowfish algorithm. Key 
and plaintext are considered the inputs of the algorithm. 64-bit 
plaintext is separated to two equal halves and at each iterated the 

key is extended and kept in 18 p array and provide the 32-bit key 
as input, and XOR with previous iterated data [11]. 
Then, for j = 1 to 14: 
 
yL = yL XOR Pj 
 
yR = F(yL) XOR yR 
 

Exchange yL and yR 
After the 16-round, exchange yL and yR again for backing down 
the last exchange. 
 
Then, yR = yR XOR P15 and yL = yL XOR P16. 
 
In conclusion, re-combine yL and yR to obtain the cipher text. 
decoding is precisely the similar as encoding, but that P1, P2,P3..., 
P18 are used in the opposite order[11]. 
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Fig. 1: Blowfish Encryption and Decryption Algorithm. 

1.2. Edge detection 

The proposed embedding method utilizes Sobel edge detector on 
every 3 × 3 non-overlapping block of the cover image. To conduct 
detection in edge detection methods, operators are utilized where 
Sobel operator is a mutually perpendicular gradient vector field 
operator. Gradient is an assessing of change of a pixel with its 
adjacent pixels [20]. Sobel detection is a gray weighted technique 
of the next to points in 2 directions. It founds edges of the point 
depending on its next to points. Gradient of point v(j,i) of a posi-

tion j,i consist of two first derivatives in j-direction and i-direction 
such that it utilizes 3 × 3 neighboring of the point: 
 
Gj = {v (j+1, i – 1) + 2v (j +1, i) + v(j+1, i+1)} – {v (j -1, i – 1) + 
2v(j – 1, i) + v(j – 1,i+1)} 
 
Gi = {f (j-1, i+1) +2v ( j,i + 1)+v (j +1, i+1)} – {v(j -1, i-1) + 2v(j, 
i -1) + v (j +1, i – 1)}                                                                    (1) 

 
The gradient vector field is determined for each point v(j,i) is giv-
en below: 
 
Gradient vector field (j, i) = |Gj| + |Gi|                                         (2) 
 

|
−1 0 1
−2 0 2
−1 0 1

| |
−1 −2 −1
0 0 0
1 2 1

|                                                      (3) 

 
Figure 2 explains the algorithm of the Sobel edge detection algo-

rithm. This algorithm is given to edge detection to be used with 
our proposed technique. Next portion explains the hiding of data 
and the process of extraction of the presented method [12] 
 

 
Fig. 2: Algorithm of Sobel Edge Detection. 

1.3. Bats algorithm 

Bats algorithm is an optimization algorithm depends on the echo-
location behavior of bats when searching for preys. The main 
contribution in the bat search algorithm was presented by Yang in 

2010 and the simulations were completed under numerous perfect 
rules [13].  

1) Each bat uses echolocation features to search for preys and 
avoid obstacles.  

2) Each bat flies with a velocity vi at position xi with a fixed 
frequency fmin, varying wave length λ and loudness L0 to 
search for prey. Automatically bats can alter the frequency 
of their emitted pulses and the frequency of pulse emission r 

in a range of [0, 1], according to the proximity of the goal. 
3) The loudness Lm can differ from a large positive value L0 to 

a least constant value Lmin.  
Through the optimization procedure, the position and the velocity 
of the bat i at the time t should be well-defined and updated. The 

new position xi
t+1 and velocity vi

t+1 at the time t+1 are given by 

the Eqs. (1), (2) and (3): 
 
Fi = fmin + (fmax − fmin) β                                                               (1) 
 

vi
t+1 = vi

t + (xi
t− x∗) fi                                                                   (2) 

 

xi
t+1 = xi

t+ vi
t+1                                                                             (3) 

 
Where fi denotes the pulse rate emitted via the bat i which is 
drawn uniformly from (fmin, fmax). β is a random number in a 
range of [0, 1] and x∗ is the existing global best position (i.e., 

solution), which results after matching all the solutions between 
all the bats. When the solution is nominated between the existing 
best solutions, a new solution for each bat is produced locally 
using random walk, this procedure can be understood as a local 
search, it can be denoted by Eq. (4): 

 
X new = xold + ϵLt                                                                       (4) 
 
Where ϵ is a random number in [−1, 1], L t is the loudness and xold 
denotes a random solution selected from the existing ideal solution. 
Typically, through the search process, when a bat finds a prey, the 
loudness decreases and the pulse emission gradually increases. 
Assuming that Lmin = 0 means that a bat has found his prey (i.e., 

solution), the loudness Li and pulse emission ri are updated ac-
cording to Eqs. (5) and (6): 
 

Li
t+1 = βLi

t                                                                                     (5) 

 

ri
t+1 = ri

0 [1 – exp (−γt)]                                                               (6) 

 
Where β is a random number in [−1, 1], while γ is a positive con-
stant. In conclusion, we can simply conclude that when time → ∞, 

the loudness → 0 and ri
t→ ri

0 [14].  

2. Related work 

So far, several types of research have been done in the steganog-
raphy field. Basically, the literature review offers a mean to inves-
tigate for researches and provide an idea of what has been done till 
now. In this study, the researchers review some papers which in-
terrelated to our study as follows. 

Chauhan, S. et al. [1] proposed the technique of uses together 
cryptography and steganography. The cryptography method used 
to encrypt the message is content-based encoding algorithm and 
the steganography method used are raster scan and the least signif-
icant bit method. In this study, encoded data is hiding various rate 
in RGB plane concurrently. This technique can approximately 
hide 16-KB, 260-KB, and 480-KB in a cover image with size 
respectively (128*128) pixels, (512*512) pixels, and (800*600) 
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pixels. Compared the results of this proposed algorithm with the 
presented algorithm gives more PSNR and less MSE value. 
Joshi, K., & Yadav, R. [7] proposed a modern method of hiding 
data to overcomes the restriction of the presented technique. In 
this method, the message is firstly encoded by using the algorithm 
of transposition then using the gray image to hidden the ciphertext 
using a new technique (LSB-S). The capacity of the proposed 
technique for data hiding is 100% as all the pixel can hold data bit. 

256*256 pixels is the total number can be hidden in an image 
which means 65536 bit. In the study, the meddlesome does not 
obtain the message even he extract all LSB bits. As well the al-
teration in the value of the pixel is only minus one or plus one 
which indicates good MSE and PSNR.  
Ahmed, D. E., & Khalifa, O. O. [15] presented a model for ste-
ganography and cryptography. In this model, Elliptic curve cryp-
tography (ECC) is using to encryption the secret message after 

selecting the suitable curve and defines their parameters, and a 
binary version of the secret message can then be obtained which is 
attached into the cover image by using LSB algorithm. When the 
receiver gets the cover image can abstract the secret message by 
applying the inverse function(E-if) followed by the decryption key 
to collect the secret message. The model is most common robust 
against attacks such as statistical attacks. 
Samidha, D., & Agrawal, D. [16] presented a new technique to 

hide data in images depend on random bit steganography and spa-
tial domain steganography additionally with existing methods of 
image steganography. the researchers using many techniques to 
hide data in pixels like layout management schemes, Least Signif-
icant Bit (LSB). When random pixels are chosen, the secret mes-
sage can be hidden in random bits, which are denoted in the bytes 
of binary form. Various parameters from an image when choosing 
these pixels are considered for example physical location of pixels, 
the color of pixels etc. depended on these parameters they can 

conclude some more methods of image steganography. 
Hazim N. [17] presented a new technique for hidden data security 
using steganography and cryptography. The encrypted message in 
cryptography was generated by XOR the QR code with a secret 
message. While the embedded process in steganography was done 
via using the LSB method and using the bats algorithm in order to 
select the hidden location. 
With the advance of the technology and using the internet, the 

number of attacks is grown up. Therefore is necessary to pay at-
tention to data security. In this study a multi-level of a technique 
for data security by using the properties of steganography and 
cryptography.  

3. The proposed method 

3.1. Proposed architecture 

Information hiding is one of the main topics in information securi-
ty. In this paper, a few techniques are used to implement both 
steganography and cryptography. The process of hiding data in 

this research goes through several processes, as follows: the first 
process is to encrypt a secret message through the use of Blowfish 
algorithm to generate a key that will be used in the encryption 
process by XOR a plaintext with the key. The second process, 
hiding positions are determined by using the edge detection algo-
rithm to a cover image. After that, the bats algorithm will be 
applied to the cover image resulted by edge detection to choose 
random hiding position in edge detection image. The last stage is 
to embed the secret message in a cover image using the least sig-

nificant bit. Figure 3 shows the operations achieved on the secret 
message. 
 

 
Fig. 2: Architecture of Proposed Technique. 

3.2. Proposed algorithms 

This section presents the key generation, embedded as well as 
extracted algorithms 

3.2.1. Key generation and encryption algorithm 

Input: Color Image, Plaintext. 
Output: Key 
Method: 

Step1: Load BMP color image. 
Step2: Key generation using the blowfish algorithm after convert 
input image into a binary image and divide it into to 64-bit blocks 
as a plaintext. 
Step3: Load plaintext with different size and divide it into blocks 
in the same size as the key. 
Step4: Apply XOR between step2 and step3 to generate a 
ciphertext. 

3.2.2. Embedded algorithm 

Input: Color cover image, Ciphertext. 
Output: Stego Image. 
Method: 
Step1: Load BMP color image. 
Step2: Apply edge detection using Sobel filter. 
Step3: Apply bat algorithm on the output of step2 to choose ran-
dom positions. 

Step4: Embedding ciphertext using the LSB technique to generate 
steganography image. 

3.2.3. Extracted algorithm 

Input: Stego Image. 
Output: Plaintext. 
Method: 
Step1: Apply edge detection on stego image using Sobel filter. 
Step2: Apply bat algorithm on step1 to select random positions. 
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Step3: Extract the ciphertext using LSB. 
Step 4: Apply XOR between step3 and the key to getting the 
plaintext. 

4. Experimental results and results evaluation 

The experiments in this study develop a schema based on the pro-

posed algorithm. The different sizes of the cover with different 
size of the secret message been tested. Also, in order to determine 
the quality of the method used for information hiding, there are 
some measures for comparing the original image and cover results 
image has been adopted [17]. 
The NC, as described in the equation below, can calculate the 
resemblance between d (original secret image) and d* (extracted 
secret image): 

 

                                                             (1) 
 
Where 𝑑𝑖 and 𝑑𝑖

∗ are the original and modified data, respectively, 

and 𝑑̅ is the average of the original data. 

MSE measures the mean squares error between the original image 
and the steganography image. 
 

                                                          (2) 

 
Where A and 𝐴𝑠 are the steganography images and original host, 

respectively. 
The PSNR is used to estimate the steganography image quality. 
The PSNR is defined as follows: 
 

                                                                     (3) 
 

Table 1 illustrates the results of the steps of the implemented 
schema as well as the measures for comparing between the 
original image and cover results image.  
 

Table1: Results Evaluation of Implemented Schema 

Original 

Cover 

Image 

Stego Image 
Text Message Size 

(Byte) 

Cover Image 

Details 

0.9875 NC 

80. 8394 PSNR 

608 

512*512 

 

5. 1977 MSE 

0.9721 NC 

79. 3400 PSNR 

 

500 

 

400*400 

 

9. 0495 MSE 

0.8759 NC 

78. 9720 PSNR 

400 

300*300 

 

1. 5410 MSE 

0.9240 NC 

78. 2502 PSNR 

300 

256*256 

 

1. 9194 MSE 

5. Conclusion 

In this paper, the researcher proposed a new architecture for hid-
ing information used cryptography and steganography. The pro-
cess of hiding information in this research was done via several 

processes. Firstly, the secret message was encrypted by used 
blowfish algorithm to generate the secret key and XOR it with 
plaintext. Secondly, the hiding position was selected via used edge 
detection then bats algorithm. While the LSB was used to embed 
the data in an image. In the end, many parameters have been 
adopted to improve the quality of the proposed method. These 
parameters show our method offer the highest performance in 
regards to data transmission  
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