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Abstract

In recent years, network security has become an important issue. Cryptography has been used for secure data and control access. In this
paper, we analyze the effect of the key error according to plaintext size in the encrypted mobile communication. We have applied the
Multi-Frequency Time-Division Multiple Access (MF-TDMA) based mobile communication environment and used the Advanced En-
cryption Standard (AES) algorithm. Simulator configured with the Convolutional Turbo Code (CTC) channel coder and Offset Quadra-
ture Phase Shift Keying (OQPSK) modulation scheme and Additive White Gaussian Noise (AWGN) mobile channel. Depending on the
length of the plaintext, we confirmed through the correlation of the bit error rate (BER) and the peak signal-to-noise ratio (PSNR). In
addition, we analyze the correlation according to SNR in AES Counter (CTR) and Cipher-Block Chaining (CBC) mode and analyze the
effect of encryption algorithm on communication. Finally, this study is used as data to analyze the performance of application of crypto-
graphic service and various communication environments in the environment of MF-TDMA based mobile communication, and it is ex-

pected that it will be useful for performance analysis of image data restoration.
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1. Introduction

The Advanced Encryption Standard (AES) has been lately accept-
ed by NIST as the symmetric key standard for encryption and
decryption of blocks of data and is widely accepted for error de-
tecting and correction codes. However, in wireless networking
security system, the need for lowering of power requirements has
been on the rise and is often regarded as one of the prime require-
ments for the advancement of the industries of today[1]-[6].
Generally, sensor nodes are used for many wireless security pur-
poses and accompanied by limited chip size and limited compu-
ting power. Despite this, the whole system can consist of different
sensor modules, operating systems, microcontroller communica-
tion modules and many peripheral systems. These security issues
force us to use more security systems for the prevention of imper-
sonating, cloning identity related issues and various channel anal-
yses. Therefore, it urgently necessary to find a balance between
lowering the power needs along with the non-compromising secu-
rity issues and its successful and efficient implementation.

The remainder of this paper is organized as follows. Section Il
introduces the general AES encryption and CTC encoder pro-
cessing. Section Il explains the analysis flow of key error effect
on encryption and CTC encoder processing. The performance
simulation results and corresponding analysis are presented in
Section 1V, and Section V provides concluding remarks and sum-
marizes the paper.

2. General AES encryption and CTC encoder
processing

There are many algorithms and methods involved with the encryp-
tion process. This section briefly discusses the encryption and
decryption procedure based on the substitution method. The most
important type of encryption is the symmetric key encryption. In
the symmetric key encryption, the same key is used for both the
encryption and decryption processes. Hence, the secrecy of the
key is maintained and it is kept private. Symmetric algorithms
have an advantage of not consuming too much computing power
and working at high speed in encryption. A block cipher and a key
are taken as inputs; the output block will be same in size in the
symmetric key encryption. The symmetric key encryption takes
place in two modes, either as the block ciphers or as the stream
ciphers. In the block cipher mode, the whole data is divided into
number of blocks and the key for encryption is provided based on
block length the key is provided for encryption [7].

The main components of the CTC (Convolutional Turbo Code)
encoder include an interlayer and two recursive systematic convo-
lutional (RSC) encoders.

The conventional procedure is as follows.

The first four words are made from the cipher key (initial key).
The key is an array of 16 bytes (kO to k15). The first four bytes
(kO to k3) become w0, next four bytes (k4 to k7) become w1, and
S0 on.

The rest of the words (w; for i=4 to 43) are made as follows.
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Fig. 1: Flow of the Normal Encryption Procedure

If (i mod 4) = 0, wi=w;-1 xor w;-4.

If (i mod 4) = 0, wi=t xor w;-4. Here, t is a temporary word after
applying SubByte transformation, rotating around w;-1 and
XORing the result with a round constant. Suppose the AES key is
k and the RSC encoders are G1 and G2. Then the outputs of input
bit dy are [8][9]:

mod1, )
mod2, (2

Fig. 1 is flow of the normal encryption procedure. In a Normal
Log-Map decoding algorithm,

L(d,) = Iog[ P(d, =1| observation)} ®)

P(d, = 0| observation)

Where P(dyx = i | observation) i =0 or 1 is the posteriori probability
if the source bit is dy.

3. Analysis flow of key error effect on encryp-
tion and CTC encoder processing

3.1. Proposed encryption and CTC encoder processing
and CTC encoder processing

To analyze the performance difference when changing as the
plain-text, images with size of 12 Mbps were used as input data
per 4 channels for the MF-TDMA based next-generation mobile
communication channel. Fig. 2 shows a simulation flow of the
MF-TDMA system in mobile channel. Encryption algorithms
were applied to CTR and CBC modes of the most common AES
algorithm. Encryption was performed while varying size of the
plain-text in the encryption process. A channel coding scheme was
used for the CTC channel coding scheme suitable for high speed
mobile link. The OQPSK modulation scheme suitable for high-
speed data transmission mobile was also used. Modulation of digi-
tal data was transferred to the MF-TDMA system in 4 channels.
An AWGN channel was used as a reference channel by the mobile

Transmitter
AFS - CTRCBC Modulation Trapsmitted
Input imagedata [  emcryption [ CTCemcoder [ ° —  MF-TDMA
o (0QPSK) )
(Changed plaintest size) signal
Calculating .
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Fig. 2: MF-TDMA System

Encryption data

No Key error Key error

Differences Analysis
|—I—1ma d &b ﬁ

Part error Total error

Calculating
BER, PSNR

Impact analysis of
Key error

Fig. 3: Analysis Procedure of Encryption Key Error

Digital broadcast DVB-S2 [10]. BER and PSNR were computed
to receive data through the transmitter and reverse process.

We used the round number of the 10 individual AES-128 (CTR,
CBC) modes. The AES key expansion process of the general algo-
rithm is as follows.

Pseudo code for AES key expansion: The key-expansion routine
creates round keys word by word, where a word is an array of four
bytes. The routine creates 4x (Nr+1) words. Nr is the number of
rounds. The proposed procedure is as follows.

An added key is generated by an XOR operation to proceed with
decoding of 16 bytes in the AES key.

An AES key is added across the entire plain-text when decoding a
channel using error.

Proposed
scheme

k-1 4
Yy = ZGH‘ (d; ®Kaaa) mod1, @)
i—0
k-1
sz* = G,l(d,; ®kgq) mod2, ®)

i=0

Where A key is added whenever the mobile communication is
transmitted as the input image bits. AES decryption can be pre-
ceded if one of the key bits is found as an error bit. Fig. 3 shows
the flow of the analysis procedure of encryption key error.

In the proposed Log-Map decoding algorithm,

L(d ) — |Og P(dk :1| dk C_Bkadd :1) (6)
“ P(d, =0]|d, @k, =0)

Where P(dy =i | dk @ Kaga = 1) is the joint probability of dy un-
der the condition of the received sequence dy @ k.gq = 1. Fig. 4
shows the flow of the proposed encryption procedure.
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Fig. 4: Flow of the Proposed Encryption Procedure
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3.2. Difference between encryption and normal images

By changing size of the encrypted packet through an AWGN
channel coding scheme applied to CTC. The BER formulas used
for analysis in each case are as follows:

1 E @)
P. =_—Q 2R —2
bit error K [ NO J

Where K is input bit length, R is channel code rate, E, is bit energy,
and Ny is noise power spectral density.

The difference in BER between the formulas was not applied to
the encryption, as shown below:

N, —N
BER,, = N ECYQ( >R Es J ®
o

Where Ny, is the normal communication output code, Ne, is the
encrypted communication output code, K is input bit length, R is
channel code rate, Ey is bit energy, and No is noise power spectral
density. When applied to a real image, quality of the image is
represented by the RMSE formula below:

3 LM71N71 _A 5 9)
RMSE \/[MN ; y:0[f (x,y) = f(x, )] }

Where f(x,y) is the position of pixel, M and N is image size. When
applying to encryption, the pixel difference is shown as the num-
ber of pixel change rate (NPCR) as follows [1].

M-1N-1

Z 2[ f (Xnor 1 ynor) —f (Xecy’ yecy)]2

NPCR = X=0y=° (10)

%100

M < N

PSNR is not applied when the formula that represents the differ-
ence between the cryptographic applications and this NPCR is as
follows:

o5 D

_ _ 2
PSNR,, :10|ng(peak to — peak j

NPCR

Where peak-to-peak is the maximum peak. BERys and PSNRg;
values should correlate in the next section.

4. Performance analysis

4.1. Simulation conditions

We analyzed the differences in encryption and performed encryp-
tion to analyze the effects of the encryption key. MF-TDMA is a
technology that has combines advantages of FDMA and TDMA.

Table 1: Simulation Parameters

Encrypted data Key
T 1500 byte Tihyte
A)
| Encrypted data Key
‘-‘-"——n—_‘_-—____ .
™ 73byte 7

11,927 byte

(B)
Fig. 5: Encrypted Packet Size (A) Case 1 (B) Case 2

Fig. 6: Input Video Frame

Table 2: Simulation Condition of Image

Parameters Values
Codec H.264

Bit transmission rate 743 kHz
Image file length 2 sec

Image file size 44,082 bytes
Image frame size 320 x 240

Simulation parameters Values

Input data Video (H.264)

Encryption mode AES-CTR, CBC

Channel code CTC (Convolutional Turbo Code)

Modulation OQPSK

Channel AWGN

Frequency 8 GHz
Bandwidth: 48 MHz
Frequency slot: 4

UL Sup(lr frar}'/ne length: 400ms
Time slot: 63

Encryption key 73 bytes

It is a technique used for dynamic and simultaneous operation, and
is divided according to time and frequency of radio resources. It
has an advantage of using limited resources more efficiently. The
simulation parameters are summarized in Table 1.

Fig. 5 shows the MF-TDMA mobile channel based on plain size
changed to analyze the effect of the encryption key. Plain and
combined packet was the key that corresponds to an MF-TDMA
time slot. Transfer rate of 12Mbps was applied by changing the
number of time slots. The first plain-text data was configured as
1,500 bytes, followed by plain-text data of 11,927 bytes. This was
intended to analyze the effect of changing plain-text size on key
errors.

We constructed four channels and a time axis of 400 msec in
accordance with the basic specifications of mobile communication.
In this paper, we considered transfer rate of 12 Mbps. Since
transfer rate of 12 Mbps can transmit 12 Mbit per second, 4.8 Mbit
can be transferred in 400 msec.

Image parameters are as presented in Table 2 and photograph of
input video frame is shown in Fig. 6. Image coding uses the H.264
image codec, which is the most common image codec available.
This codec has a very high data compression ratio. We performed
a simulation using an image file that is about 2 seconds and 44
Kbytes. Also, image frame size is 320 pixels in length and 240
pixels in width. The AES algorithm was applied to the encryption
algorithm of the MF-TMDA mobile communication system.

4.2. Impact analysis of key error

Excellent performance is shown by normal (unencrypted) data.
Performance of AES-CTR encryption is lower than performance
of normal data from —4 dB to 1 dB, because the key values are
damaged. However, because the key values are all restored at 2dB,
performance of AES-CTR encryption is similar to performance of
normal data. In the AES-CBC encryption case, errors in the
preceding stage influence the next stage. Because parallel
processing is impossible while decoding, a shear password block
is used and performance is severely reduced. Fig. 7 shows a case
of applying specific BER to the AES-CTR, CBC mode. When
applied to a real image, quality of the image is represented by the
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RMSE in Fig. 8 according two cases. PSNR is not applied when
the formula represents the difference between the cryptographic
applications and this NPCR. Fig. 9 is PSNR for changed plain-text
size and Fig. 10 shows average PSNR in each case.
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Fig. 7: BER for Changed Plain-text Size (A) Case 1 (B) Case 2
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Fig. 11: BER vs PSNR Correlation Coefficient for Changed Plain-text
Size (A) Case 1 (B) Case 2

The key impacts on mobile communication represent errors using
the correlation of BER and PSNR. The cross-correlation coeffi-
cient between two different axes, BER on the x axis and PSNR on
the y axis, is calculated as follows.

(A) (B)
Fig. 12: Recovered Images (A) AES-CTR (B) AES-CBC

S () =) (y() - ¥) (12)

I -3 (v - 9)?

Fig. 11 shows the correlation between BER and PSNR when the
encryption process is not applied. If plain size is small, the key
error suggests a result opposite to the simulation results. Because
it is often the key value when key error occurs, the error occurs
more often on the plain. Thus, when plain size is increased, the
effect of key errors on mobile communication is reduced.

Fig. 12 shows images from decryption in AES-CTR and CBC
modes. These images were decoded by the same 2 dB SNR. In
CBC encryption mode, all bits in a decoding error of the decoded
image are damaged, so we can see the effect in the next stage. In
CBC mode, the effect of two key errors is smaller than CTR mode.
Therefore, increasing size of the plain-text when it is passed
through mobile communication is helpful in reducing the effect of
key errors.

p(Xy)=

5. Conclusion

This paper analyzed the performance difference from changing
size of the plain-text using images of 12 Mbps as input data in
four channels of the MF-TDMA based next-generation mobile
communication channel. The conventional encryption analysis
system has an effect on the key and its error AES algorithm. The
key value of decoded data passed through a separate mobile chan-
nel affects total error. First, when encrypted data are based on MF-
TDMA mobile channel through the key value and if there is no
error in the AES algorithm itself, the error originated by the firing
key value affects the entire plain-text data. We used rounded
number of the 10 individual AES-128 (CTR, CBC) modes. In-
creasing size of the plain-text when it is passed through mobile
communication is helpful in reducing the effect of key errors. The
results confirmed that CTR mode of key error analysis has greater
effect. Based on image decoding, it was confirmed that CTR mode
has desirable reconstruction ratio and that an error in the plain-text
data does not affect subsequent errors.
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