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Abstract

This paper proposes a method to optimize the performance of web application firewalls according to their positions in large scale net-
works. Since ports for web services are always open and vulnerable in security, the introduction of web application firewalls is essential.
Methods to configure web application firewalls in existing networks are largely divided into two types. There is an in-line type where a
web application firewall is located between the network and the web server to be protected. This is mostly used in small scale single
networks and is vulnerable to the physical obstruction of web application firewalls. The port redirection type configured with the help of
peripheral network equipment such as routers or L4 switches can maintain web services even when physical obstruction of the web ap-
plication firewall occurs and is suitable for large scale networks where several web services are mixed. In this study, port redirection type
web application firewalls were configured in large-scale networks and there was a problem in that the performance of routers was de-
graded due to the IP-based VLAN when a policy was set for the ports on the routers for web security. In order to solve this problem, only
those agencies and enterprises that provide web services of networks were separated and in-line type web application firewalls were con-
figured for them. Internet service providers (ISPs) or central line-concentration agencies can apply the foregoing to configure systems for
web security for unit small enterprises or small scale agencies at low costs.
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In addition to the system engine updates, efficient configuration of
defense systems on networks is important. There are various
methods to design web application firewall systems according to

1. Introduction

Currently, basic personal information is frequently requested for
the use of web services, attacks aimed to extort data and personal
information are increasing, and when occurred, the resultant acci-
dents lead to serious degradation of organizational images and
economic losses. [1]

The overall web security measures consist of largely three kinds;
measures on the client side such as the enhancement of security
levels on the browser, periodic updates of security patches, and the
reinforcement of user authentication; measures on the side of
servers such as the monitoring of script security management and
Java applets, control of access to web servers, and integrity protec-
tion; and measures on the side of the security of transmission be-
tween the server and clients such as the process of encryption
intended to prevent falsification and HTTPS(Hypertext Transfer
Protocol over Secure Socket Layer) using SSL(Secure Socket
Layer) [2,3].

The web application firewall system is an essential piece of
equipment to protect security on the server side and the security of
transmission between the server and clients. The Open Web Ap-
plication Security Project (OWASP) announces the status of vul-
nerability to web attacks of high priorities every year, and web
application firewall engines are continuously updated against
those attacks to prepare defense systems [4].

the scales of networks. In the dilemma of the situation where the
enhancement of security levels leads to the degradation of web
service performance and performance centered design leads the
drop of security levels, the method to maintain the security level
that would achieve the most efficient web services should be pur-
sued[5,6].

In the case presented in this study, a web application firewall
system is configured in an integrated network in which the lines of
more than 600 agencies have been concentrated.

Since there are areas where web security is vulnerable other than
the sections defended by the existing web application firewalls as
shown in Figure 1, additional web application firewalls were
introduced. Based on general previous studies, systems that satisfy
both performance and security were designed so that good
outcomes could be obtained[7,8].
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Fig. 1: The network being studied

2. The Related Technology Status

The positions of web application firewalls can be configured in
various methods depending on network environments and web
server environments. Basically, there are in-line type configura-
tions and port redirection type configurations[9].

2.1. In-Line type

)

WEB Server

Fig. 2: In-Line type web application firewall configuration

This is a method to configure web application firewalls in-line in
the form of bridges on network paths. This type of web application
firewalls operates in the transparent proxy mode without any IP.
Theses web application firewalls provide most of the web security
functions that can be provided by equipment. They are located
between web server connection sections and are connected only
with port links. They are mainly affected by switches and web
server network interfaces.

They are mainly operated by agencies or enterprises consisting of
small scale single networks. This type of configuration is used
when network flows are lower than the network interface standard
of the web application firewalls. This the simplest type of web
application firewall equipment configuration that enables manag-
ers to pay attention to only the management of security policies. A
disadvantage is that service interruptions may occur when the web
application firewall is physically obstructed.

2.2. Port redirection type

In cases where multiple web servers are operated instead of a sin-
gle web server farm, if the relevant web servers are configured on
different networks, it will be too costly to configure the web serv-
ers in the in-line type on each of the relevant networks. This prob-
lem is solved by the port redirection type configuration.

L4 equipment for VIP (Virtual IP) configuration is required, and
the port redirection function is required in L4. It is a structure in
which bidirectional web traffic is redirected in both in/out direc-
tions. This type of configuration is used when multiple web ser-
vices are operated and the services should be provided continuous-
ly without any stop even when web application firewalls fail.
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Fig. 3: Port redirection type web application firewall configuration

Even when web application firewalls have been interrupted due to
a power supply problem, there is no problem in the provision of
services only if the L4 Switch is free of faults.

The network currently studied is in this configuration.

3. Implementation

As can be seen in Fig. 1, web access from the outside is policy-
based routed (PBR) by the backbone switch and sent to the L4
switch. Only those sessions that are permitted for web access by
the web application firewall linked to the L4 switch can go to the
center service network or the intranet.

Accesses from all the sub-agencies located at the bottom of the
internal PTN (Packet Transfer Network) can also be connected to
the center service network or the intranet only after going through
the L4 and web application firewall by PBR at the backbone
switch. The ports of all web services are unified as 80, 8080, 443.
It can be said that all accesses to the center service network and
the Intranet are controlled.

A problem is that cases where a web service of a sub-agency is
accessed from another sub-agency are vulnerable to hacking be-
cause such accesses are not applied with PBR because such ac-
cesses do not go through the backbone switch. To solve this prob-
lem, new web application firewalls were introduced to configure
the system. Because the system is a large scale network, it was

Backbone
Switch#2 48
(HP10508) §

BackBone
Switch#1
(HP10508)

New Web
Application Firewall

WAF-2000
(10G-2,1G-2)
Multi Segment

In-Line

& Concentrator
Router#2
| p10s08)

Policy Based  pmmuem con
Routing(PeR) - )
L4 Alteon-3408

Existing Web
Application

80G Link
Aggregation
(300 Sub Agencies)

80G Link
Aggregation
(300 Sub Agencies)

e " >
PTN (Sub Agencies)

Firewall
WAF-1000

Fig. 4: Port redirection type based design

The PBR of the existing backbone switch was applied to the con-
centrator router and the new web application firewall was in-line
configured in multi-segments on the center service network and
the Intranet. This is a design that requires accesses from sub agen-
cies to follow PBR and requires accesses from the outside to the
center service network or the Intranet to go through the new web
application firewall. In the concentrator router, 300 IP-Based
VLANSs are configured for each sub agency and when PBR was
entered to apply 34 policies by 80,8080,443 port, around 10,000
commands were entered.

The router system was down because the ACL of the router could
not accommodate the large volume of commands and the network
service. This indicated that the entire performance was degraded
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for security because the performance of the router could not sup-
port.

As shown in Fig. 5, among the sub agencies, only those agencies
that provide web services were separated to configure one physi-
cal port and the traffic did not exceed 10G, which is allowed to the
interface of the new web application firewall. Since PBR policies
could not be implemented, the system was configured into an in-
line type. The IP for access from the existing web application
firewall to the web services of the sub agencies was changed into
‘allowed’ to further reduce the load and the web vulnerability of
the web services of the sub agencies could be defended in the new
web application firewall.

Existing Web
Application
Policy Based Firewall

Routing(PBR)

L4 Alteon-3408

- T T
Center Service
Network

Backbone

Switch#2

(HP10508)
10G Link

Backbone
Switch#1
(HP10508)

Concentrator
Router#1
(HP10504)

Concentrator
Router#2
(HP10504)

New Web
Application
Firewall
WAF-2000

80G Link
Aggregation
(300 Sub Agencies)

WEB Service
Agencies
(Concentrate-10G)

80G Link
Aggregation
(300 Sub Agencies)

PTN (Sub Agencies)

Fig. 5: Web service sub agency networks were separated to design the
system into an in-line type

In the port redirection type based design, the new web application
firewall covered the center service network and the intranet, which
had been covered by the existing web application firewall and the
system was in-line configured.

The network traffic was around 2.6 Gbps and accesses to all other
ports were also controlled in addition to accesses to the 80, 8080,
443 port. The web traffic was also shown to be 250 ~ 300Mbps,
which was the existing level, and the configuration enabled the

maximum equipment performance compared to the network traffic.

Since the existing web application firewall was transferred to the
concentrator router to protect only the web services of the sub
agencies, the web traffic was expected to be very small and the
network traffic was expected to be at a similar level because of the
PBR.

As a result, because of the IP-Based VLAN policy of the concen-
trator router, PBR was applied to each VLAN so that many com-
mands were loaded on the router, and system down became to
occur in the process of separating the web traffics.

Although this design is the most reasonable in terms of the per-
formance of traffic management, problems occurred in the net-
work configuration per se.

Since the sub-agency network was separated, the network traffic
was set up to 3.6Gbps in the in-line type design, and the actual
web traffic was below 200Mbps.

Table 1: Comparison of the performances of the two types of design

Designed by In-Line

Division DSl e py FongiRed type with sub-agencies
rection type .
network separating
LGbps Mult-segment | NeWw WA : 10Gbps
Network envi- (Max 3.6Gbps traffic)

ronment and
traffic

(2.6Gbps traffic)

Existing WAF : 1Gbps
(Cannot measure traffic :
Router System Down)

Existing WAF: 1Gbps
(300Mbps traffic)

New WAF : 10Gbps +
1Gbps Multi-Segment

New WAF : 10Gbps

(250~300MbpsWeb Eg:gce)' Anags e
Web traffic traffic)
Existing WAF: 1Gbps Existing WAF: 1Gbps
(Cannot measure traffic: | (250~300Mbps Web
Router System Down) traffic)
Throughput : 9.8Gbps
New WAF NIC : 10Gbps 2Port
(In/Out),
WAF Spec
Throughput : 4Gbps
Existing WAF NIC 1Gbps 4Port
(In2/0ut2)

Although this value is lower than that of existing web application
firewalls, this design can be said to be the best choice considering
the network bandwidth extension that will be implemented hereaf-
ter and that the situation where web service agencies are increas-

ing.
4. Conclusion

It is costly to configure web security systems according to network
capacities and allowed interfaces. Web application firewall sys-
tems should be designed considering future extendability from the
beginning because they require not only simple installation but
also continuous monitoring, relevant policies should be changed in
real time according to the environment, and the systems cannot be
easily upgraded.

The most hopeful outcome is that even in the case of large-
capacity networks, web service security systems that have no
problem in low cost high quality services can be constructed if
only web service traffic is well separated and the system is appro-
priately configured when necessary.

Application security equipment is still expensive compared to
general network equipment and requires many workers inputted
into maintenance. By applying this study, ISP companies will be
able to construct a system that can provide many small or medium
enterprises that are reluctant to introduce expensive security appli-
cation equipment with web application firewall services at low
prices by combining only enterprise web servers with VPN or
other ways.

In addition, if strong medium enterprises, which operate a com-
puter room, provide e-commerce centered services without provid-
ing streaming or high-bandwidth services in particular, they can
reduce the network bandwidth of web servers through QoS to
introduce low-priced 100Mbps or lower level web application
firewalls when they construct web security systems.
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