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Abstract

This paper presents a probabilistic algorithm to factor polynomials over finite fields using elliptic curves. The success of the algorithm
depends on the initial choice of elliptic curve parameters. The algorithm is illustrated through numerical examples.
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1. Introduction

Factorization algorithms for polynomials over finite fields have
applications in coding theory and in the study of linear recurrence
relations in finite fields [1]. Many computational problems in
Algebra and Number Theory like the Index Calculus Algorithm
depend on the factorization of polynomials over finite fields [2,3]. A
well-known algorithm to factor polynomials over finite fields is the
Berlekamp Algorithm [4]. This is a deterministic procedure for
reducing the problem of factoring an arbitrary polynomial over the

Galois field GF(pm) to the problem of finding the roots in GF(p)
of certain other polynomials over GF(p). Related algorithms on
polynomial factoring are found in [5,6,7,8,9,10].

Elliptic curves over finite fields provide an inexhaustible supply of
finite abelian groups and are amenable to computation because of
their rich structure. H.W.Lenstra [11] made an ingenious use of
elliptic curves and evolved a factorization method to factor
composite integers. In this work, a new algorithm to factor
polynomials over finite fields analogous to Lenstra’s method has
been devised.

This paper is structured as follows. Section 2 reviews the basic
theory of elliptic curves over rings. In section 3 a new congruence
relation is defined on the field of quotients of the polynomial ring

Fp[x]; lemmas and theorems that form the basis for the new

algorithm are proved, the new factoring algorithm is presented and
illustrated with numerical examples followed by conclusion.

2. Preliminary Concepts:

This section presents an overview of the theory of elliptic curves
over Rings.

Elliptic curves over Rings:[12]

For our purposes it is necessary to work with elliptic curves that are

defined over Rings. The general theory of elliptic curves over
commutative rings with 1 is discussed in [13]. We list down some
basic definitions and results.
Let R be a commutative ring with 1 satisfying the following
conditions:
*
i 6eR
ii. If (aij) isan mxn matrix sucht (a;1,a15,...8mp) is
primitive and such that all 2x2 subdeterminants vanish (that is,
3jja —a”akj =0 forall i, j,k,I) then some R -linear

combination of the rows is a primitive n -tuple.
An elliptic curve E over a ring R (satisfying conditions (i) and
(if)) is given by the homogeneous Weierstrass equation

yzz = x3 + sz2 + 823 with ABeR such that

A3 +27B2) R, We define

E(R)= {(x: y:z)e P2(R)/y22 =x3 4+ Axz? + st}, where PZ(R)
is the projective plane over R
The point (0:1:0) e E(R) is called the zero point of the curve and
is denoted by O. The addition formulae and the proof that E(R) is
a group can be found in [14].

3

The affine equation of the elliptic over R is y2 =x"+Ax+B

Theorem 2.1[15]:

Let E be an elliptic curve over Q given by, y?=x%+Ax+B,
with A/ BeZ. Let n be a positive odd integer such that
gcd(n,4A3+27Bz)=l. Represent the elements of E(Q) as
primitive triples (x:y:z)e P2(z) .

The map redy :E(Q) = E(Zp), (X:y:z)—>(x:y:z)(modn) isa
group homomorphism.
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The above theorem can be generalized as follows:

Theorem 2.2[15]:
Let R be aring and let | be an ideal of R. Assume that both R
and R/l satisfy conditions (i) and (ii). Let E be given by

3 2 3

y22=x + Axz“ +Bz° with A BeR and assume there exists

reR suchthat (4A3 +27B2)r—1el .

Then the map redn :E(R) > E(R/N),

(X:y:z)>(x:y:z)mod | isagroup homomorphism.

3. New Factoring Algorithm

In this section a new algorithm for factoring polynomials over a
finite field, using elliptic curves, is devised in line with Lenstra’s
algorithm [11]. New relations, related lemmas and theorems central
to the algorithm are defined and proved.

In the following sequel, Fp[x] is the ring of polynomials over the
finite field Fp; T(x) isits field of quotients (i.e) T(x) is the field
of rational functions formed with polynomials over Fy,.

In analogy with the congruence relation defined on the set of
rational numbers [16], we define a relation, "Congruence modulo a
polynomial h(x) " on the field T(x) as follows:

Definition 3.1:
For any polynomial h(x) e Fp[x] and any two rational functions

s(x),t(x) in T(x) with denominators prime to h(x) we write
s(x) =t(x)(mod h(x)), if (s(x)—t(x)) written in lowest terms has
numerator divisible by h(x) .

This is an equivalence relation on the field of rational functions
T(X) .

Lemma 3.2:
For any rational function s(x) eT(x) with denominator prime to

h(x) e Fp[X], there is a unique polynomial Yo(X) € Fplx] such
that s(x) = yg(X)(mod h(x)) .

Proof:

Let s(x) :% where a(x),b(x) € Fp[x] and ged(b(x),h(x)) =1.

Consider the congruence  b(X)y(x)=a(x)mod h(x). Since

ged(b(x),h(x)) =1 this congruence has a unique solution yg(Xx)
given by, yg(x) = ((b(x))_la(x) mod h(x)) where b(x) is inverted
using its extended gcd with h(x) . Thus b(X)yq(x) =a(x)mod h(x)
a(x)—b(x)yg(x) =h(x)f(x)  for
(a(x) —b(x)yp(x))
b(x)
divisible by

This implies that some

when written in lowest
h(x) . (i.e)
s(X)=yp(X)(mod h(x))  (

f(x) e Fp[x]. Then

terms, has numerator

a(x) _
b0 yo(x)(mod h(x))  (or)

degof yg(x) <degof h(x))

Definition 3.3:

Let s(x) eT(x) be a rational function with denominator prime to a
a(x)
s(x) =——,
(x) b(x)
a(x),b(x) € Fp[x], then the polynomial yq(x) € Fp(x) of lowest

polynomial h(x) € Fp[x]. If where

degree satisfying the congruence b(x)y(x)=a(x) mod h(x) is
called the ‘residue of s(x) modulo h(x)’. We
s(x) mod h(x) = yg(x)

write

Lemma 3.4:
For any two rational functions Xq(x) and Xo(x) in T(x) with

denominators h(x) e Fp[x],
X1(x) = Xo(x) mod h(x) iff Xq1(x) mod h(x) = X5(x) mod h(x)

prime to a polynomial

Note:
Let us denote X1 (x) = X1, Y1(x) =¥1 (for brevity’s sake).

Proof:
Let Xq =X mod h(x) . We shall

Xq mod h(x) = X5 mod h(x)
POy P20
qx) a2 (x)
ged(gj(x),h(x)) =1,i=1,2.
Then Xq—Xo when written in lowest terms has numerator
divisible by h(x).

show that

Let Xl =

where pi(x),qi(x)er[x] and

(PL9%09 = P29 _ 10X (1 \yherer >1 (31)
o (x)92(x) m(x)

is chosen such that neither 1(x) nor m(x) is divisible by h(x) .

Let X1(x) mod h(x) = yg(x) where y5(x) € Fp[x] 3.2)

Then p(X) — g (X)yg(X) = 0 mod h(x) (3.3)

We shall show that X, mod h(x) is also equal to yp(x) . (i.e)
yo(x) is the
A2 ()Y(X) = pa(¥) mod h(x)

Multiplying (3.3) by g(x) and using (3.1) we get,

solution of the polynomial congruence

PL(X)02(X) = P (X (X) +q1(x)qz(x)%(h(x))r , which implies

(P2(X) — yp(X)az (%) Jag (x) = 0 mod h(x) (3.4)

since gecd(qq(x),h(x)) =1, we have,
P2(X) — Yo(X)02(x) =0 mod h(x) .(i.e) yg(x) is the solution of the
congruence Py (X) = y(x)do(x) mod h(x)

X9 mod h(x) = yg(X) (3.5)

From (3.2) and conclude that

X1 mod h(x) = X5 mod h(x)

(3.5), we
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Conversely, Suppose X1 mod h(x) = X5 mod h(x) = yg(x) where
yo(x) e Fp[x] .

Then ¢q(x)yp(X) — py(X) = R (X)h(x) forsome K (x) € Fp[X] (3.6)
and gz (X)Yg(X) — pa(x) = rp(x)h(x) forsome ry(x) e Fp[x] 3.7)

Multiplying (3.6) by do(x) and (3.7) by gq(x) and subtracting,
we get
PL(X¥)d2 (X) — P2 (X)a ()
q (a2 (x)
() () - n()dz(x)
o (x)a2(x)
Observe that gcd(qg; (x),h(x)) =1,i=1,2. (3.8)=X1-X»
when written in lowest terms has numerator divisible by h(x)
. X1 = X9 mod h(x)

=h(x)

Elliptic Curves - Reduction Modulo f(x)
Let f(x) e Fp(x) be a polynomial whose factorization is required;

Fplx]

Let R denote the Residue class ring m This is a finite ring
X

satisfying conditions (i) and (ii). For polynomials A,B € R consider

the elliptic curve over R, Y2 =x34AX = B, denoted by E(R) .
E(R) consists of pairs (X,Y)e (RXR) which satisfy the above
equation together with a point at infinity O. On this set we define,
(as we defined for curves over fields) an addition that we call partial
addition. (i.e) We define P+O=0+P =P forall P in E. The
partial inverse —P of a point P = (X,Y) is =P = (X,-Y).

If P,QeE(R)-O, with P =(X1,Y)), Q=(X5,Yy).

(Y2 —Yl)/(XZ - Xl) if P= Q

wesetl = 2 .
(BX{ +A)2Yg if P=Q.

and Xg =42~ X1 - X, and define P+Q = (Xg,4(X1 — X3)—Y)
. Here calculations are performed modulo f(x) and modulo p.
Thusif P=Q,

P +Q = (X3,Y3) =

IfP = Q, 2P = (X3,Y3)

3x2 A2
Lt - X=X |,
2v

X2+ A
{—Y1+( ;YI ](X1—X3)J

(3.10)

Fplx]
(f(x)
denominators in these formulas, the composition law may fail to add
points. (that is why it is called a partial addition). When we add two
points or double a point the possibilities are: (i) we get a well
defined point because the denominator of the slope is invertible
modulo f(x) (ii) if the points are of the form (X,Y) and (X,-Y)
then we get the point at infinity (iii) we get an undefined point
because the denominator of the slope A is a multiple of p ; hence it
is neither zero mod f(x) nor invertible (iv) denominator of slope
A is not invertible mod f(x) because its extended gcd with f (x)
is not one or f(x) but gives a non trivial divisor of f(x). So one
has to detect this fact in the modular inversion routine and obtain a
divisor of f(x).

To find an irreducible factor of a polynomial f(x) e Fp[x] using

the Elliptic Curve Method.
Suppose an elliptic curve E(R) and a point P =(X,Y) on it are

Since in R= there exist zero divisors that may appear as

chosen in some *random’ way. We want to find the multiple kP for
a suitable positive integer k. We shall consider the point P and all
its multiples modulo f(x) (using the repeated doubling method.)
We let Pmod f(x) = (X mod f(x),Y mod f(x)) and every time

we compute some multiple kP, we compute only the reduction of
the co-ordinates modulo f(x). In order to be able to work modulo
f(x), there is a non-trivial condition that must hold good when we
add two different points. (i.e) All denominators must be prime to
f(x).

The following theorem proves that when we encounter a
denominator that is not prime to f(x), the gcd of that denominator

with f(x) yields a proper divisor of f(x).

Proposition 3.4:
Let E be an elliptic curve over the field of rational functions T (x)

with equation Y2=x31AX+B where AB e Fplx] and

gcd(4A3+27Bz,f(x)):1. Let B and P, be two points on E
whose coordinates have denominators prime to f(x) where
Py #—Py. Then (B +P,) € E has co-ordinates with denominators
prime to f(x) iff there is no irreducible polynomial m(x)| f(x)
(where m(x) is irreducible over Fp) with the following property:
The points Amod m(x) and P, mod m(x) on the elliptic curve
Emod m(x) add up to the point at infinity
Omod m(x) € E mod m(x). Here E mod m(x) denotes the elliptic
curve over Fm(x) obtained by reducing modulo m(x) the

coefficients of the equation v2=x3, AX+B. (Fm(x) denotes

Fplx]
(m(x))

, the field of residue classes modulo m(x) ).

Proof:

The elliptic curve E = {(X,Y)/Y2 = X3+ AX + B, A B e Fp[x]}.
Let B =(X1,Y7): Pp=(Xp,Yp) and B +P, have co-ordinates
with denominators prime to f (x).
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Let m(x) be any irreducible factor of f(x) (irreducible over Fp).
We shall show that Amod m(x) + P,mod m(x) # O mod m(x).
Case(i): Suppose X1 # X5 mod m(x)

Now B mod m(x) = (X1 mod m(x),Y; mod m(x));

P, mod m(x) = (X5 mod m(x),Yo mod m(x))

It is enough to show that X4 mod m(x) # X, mod m(x) which

follows from the Lemma 3.4.
Case(ii): Suppose X1 = Xo mod m(x) .

Suppose P=Ph. Then A mod m(x) + P, mod m(x)
= 2P mod m(x).
Claim:

Denominator 2Y; is not divisible by m(x).
Suppose 2Y; is divisible by m(x). Then, because denominator of
X4 is not divisible by m(x) it would follow from (3.10) that the

numerator (3X12 + A) must be divisible by m(x).
This implies that (3X12 + A) =0 mod m(x).

(i.e) Xq is aroot modulo m(x) of both the cubic (X3+ AX +B)
and its derivative, contradicting out assumption that there are no
multiple roots modulo m(x) for the cubic (X3 +AX +B).

Hence 2Y; is not divisible by m(x).

(i.e) Y, mod m(x) #—Y; mod m(x) .

Suppose P, =P,. Since X, =X; mod m(x) and X, = X, we
can write

(X5 = X1) =(m(x))"s(x), where r>1 is chosen such that neither

the numerator nor the denominator of s(x) is divisible by m(x) .
Since we have assumed that the denominator of P, +P, is

relatively prime to m(x), we can use (3.9) to conclude that
(Y, —Yy) is of the form,

(Y, —Yy) = (m(x))" t(x)wheret(x) € T (x). (3.11)

AlsoYZ = X3+ AX, +B =
(X1 +m(X)"s(x))® + A(X; +m(x)"s(x)) + B

= ((xl3 + AXy +B)+m(x)"s(x)(3X 2 + A))mod m(x)"*

(ie)Y? = (le +m)"s()BX2 + A))mod m(x)™ (3.12)
But since X, =X; mod m(x) and Y, =Y; mod m(x), it follows
that X1 mod m(x) = X, mod m(x) and
Y; mod m(x) =Y, mod m(x)
(i.e) P, mod m(x) = P, mod m(x)

. P, mod m(x) + P, mod m(x)

= 2P, mod m(x) = O mod m(X)
iff Y=Y, =0modm(x). In
Y2 —Y2 = (Y, =Y;)(Y, +Y;) would be divisible by m(x)™ and

this case the numerator of

(3.12) would imply that (3X12+A)sOmod m(x) and so X;

would be a common root of the polynomial (X3 + AX +B) and its
derivative. This is impossible because the cubic polynomial modulo
m(x) has no multiple roots.

.. B, mod m(x) + P, mod m(x) = O mod m(x)

Conversely, Suppose that for all irreducible factors m(x) of f(x)
, we have P, mod m(x)+ P, mod m(x) = O mod m(x) we must
show that (P, +P,) has co-ordinates with denominators prime to

f(x). Fix some irreducible polynomial m(x) dividing f(x). If
X, # Xy modm(x) then (3.9) shows that there are no
denominators divisble by m(x)

If X, =Xy mod m(x),

then Y2 = Y2 mod m(x)

=Y, =+Y; mod m(x)
P, mod m(x)+P, mod m(x) O mod m(x), we must have

Y; =Y, #£0 mod m(x)

Suppose P, = P,, then (3.10) together with the fact that
Y; #£0 mod m(x) shows that the co-ordinates of P, +P, = 2P, has
denominators prime to m(x)

Suppose P, = P, co-ordinates of P, +P, is as in (3.9). As in the

.But,since

first part write X, = X +(m(x))"s(x) where s(x) T (x),is such
that neither the numerator nor the denominator of S(X) is divisible
by m(x) . Using (3.12), we can write
(Y7 -Y?) _
(X2 =Xy)
Y, +Y; =2Y; mod m(x), it follows that there is no m(x) in the
Y7 -Y5)  _ (Y2-Y)
(Xo=X1)(Ya+Y1)  (Xp=Xy)

(3.9) m(x) does not divide the denominator of the co-ordinates of
P, + P, . Hence the theorem.

(3X£ + A) mod m(x). Since m(x) does not divide

denominator of , and hence, by

4. The Factoring Algorithm

This algorithm is an analog of the algorithm of H.W.Lenstra, Jr [11]
to factor integers over elliptic curves.
To factor a polynomial f(x) e F,[x] one selects an elliptic curve

Folx]
(f(x)
The following steps are similar to those of Lenstra’s algorithm, as
presented by Koblitz[17]. All computations are performed modulo
p and modulo f(x).

1. The curve E and the point P are generated in some random
way, for example by choosing three polynomials A, X,Y in F,[x]

E over the finite ring R = and a point P on E.

and then setting B=Y?—-X3—AX. To ensure that the cubic
(X3 +AX +B)
f (x), A, B must be chosen such that 4A% +27B2 = 0(mod f (x))

2. The ABeFy[x] must be such that

polynomial has no multiple roots modulo

choice of

gcd(4A% +27B2, f(x))=1. This ensures that the cubic
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(X3 +AX+B) has no multiple roots modulo m(x) for any
irreducible divisor m(x) of f(x). If gcd>1 then either

f()| (4A3 +27Bz) (in which case one must make another choice
of A and B) or else a non-trivial factor of f(x) has been obtained.
3. Once a pair (E,P) has been chosen, one selects a positive
integer k . If the polynomial f(x)e Folx] is B-smooth, (if it
factors as a product of irreducible polynomials in Folx] of norm

< B), then the integer k can be chosen to be B— smooth (all its
prime factors are < B). Suppose k is divisible by powers of small
primes (< B) which are less than some bound C .

4. Set kzl_[d<Bd0’d where a4 =[logc/logd] is the largest

exponent such that dd <c. One tries to compute kP
(computations done modulo p and modulo f (x) ). This computation

is uneventful unless one runs into the following difficulty: when
attempting to find the inverse of (X, —X;) in formula(3.9) or the

inverse of 2Y; in (3.10). One encounters a polynomial that is not
prime to f(x). According to proposition (3.4) this will happen
when one has some multiple k;P (a partial sum encountered in the
computation of kP ) which for some m(x)| f(x) has the property
k; (P mod m(x)) = O mod m(x) . (i.e) the point P mod m(x) in the
group E mod m(x) has order dividing k; .

5. In the process of using the Euclidean Algorithm to find the
inverse modulo f(x) of a denominator which is divisible by m(x) ,

we find the gcd of f(x) with that denominator. That gcd will be a
proper divisor of f(x) (unlessitis f(x) itself, which would imply,
by proposition (3.4), that k; (P mod m(x)) = O mod m(x) for all
irreducible factors m(x) of f(x) which is highly unlikely). Thus it
is seen that as soon as one tries to compute k;P modulo f(x) for a
k, which is a multiple of the order of P mod m(x) for some
m(x)| f(x), one obtains a proper divisor of f(x).

By applying the method again to the factors of f(x) and repeating
the process, one eventually gets the canonical factorization of f(x).
If the elliptic curve E happens to be a bad choice (i.e) for each
m(x)| f(x), the group E mod m(x) has order divisible by a large
prime (and so kP mod m(x) is not likely to equal O mod m(x) for

a .
kHngd d | one has to generate a new pair (E,P) and repeat
the process.)
Example: To factor the
f(x) = x® —3x> +5x* —9x3 —5x% + 6x+7 over Fyg.
Solution: Let calculations be performed modulo 23 and modulo
f(x).

Choose

polynomial

polynomials A= (4x-15),X =14Y =1 in
B=(Y2-X3—AX)=(20+13x),

4A3 +27B2 =3x3 +4x? +14=0, ged(4A®+27B2,(f(x)) =1.
Consider the elliptic curve E:Y2 = X3+ AX+B with parameter
A, B specified above.

Let P=(14,1) be a point on E. The co-ordinates of 2P are
calculated using formula (3.10) slope A=(22+2x),

Faslx1,

2P = (4x2 +19x+19,15¢3 +12x°2 +9x+4)

To find 3P : Let P =(Xy,Y;), 2P =(X,,Y,) . Slope A = %
, ged(Xy —Xq, F(X)) = x? +22x+7 which is a factor of f(x).

To find the other factors of f(x): Divide f(x) by x? +22x+7 to
obtain the quotient g(x) = x* +21x% +19x? + x+1.

Let us choose another elliptic curve E:Y? =(X3+AX +B) and a
point P =(X,Y) on it as follows:

A= (21x? +20x+21),X = (20x—4),Y =1,

B=Y?-X3-AX =21x® +22x% +11x+11, 4A®+27B% %0 and
gcd(4A3 +27B?, f(x)) =1. Consider the point P = ((20x —4),1)
2P s calculated as 2P = (2x® +4x2 +5x +7,14x° +5x? +10x + 7)

To find 3P: Let P=(X1,Y1), 2P =(X3,Y5),
ged(X, — Xq, (X)) = (¢ +2x? +4x+17) which is a factor of
9(x).
Hence

x8 —3x5 +5x% —9x® —5x% +6x+ 7

= (x2 +22X+ 7)(x3 +2X2 +4x +17)(x—4) '

5. Conclusion:

The advantage of the elliptic curve method to factor a polynomial
f(x) e Fp[x] is that there are a large number of different curves

Folx]
(m(x))
f(x) . So trials can be performed with different values of the order
#E mod m(x) = N,,. The method successfully factors f(x) when

E mod m(x) over

, where m(x) is an irreducible factor of

the value of N, is a B—smooth number dividing k and there is
an irreducible factor a(x) of f(x) such that the order of P in
E mod a(x) does not divide k .
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