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Abstract 
 

A data point is given dataset is considered to be outlier when it is not distant to all its nearest neighbours. Obviously it is based on dis-

tance measure. However, in distributed environments it is challenging to detect outliers. Many approaches to mine outliers such envi-

ronments came into existence. However, a faster and more efficient way is desired. In this paper we employ a novel index tree which is 

hierarchical in nature. Its hierarchical structure paves way for space pruning while its clustering property helps in faster search of finding 

neighbours of a given data point. Its time complexity is linear to the size of dataset and its dimensions. On top of the hierarchical tree 

(Hi-tree) nearest neighbour search avoids unnecessary computations besides pruning unpromising points. An algorithm by name Distrib-

uted Mining of Outliers using Hi-tree (DMOH) is proposed. The index tree can be exploited with parallel processing phenomenon. We 

built a prototype application to demonstrate proof of the concept. Our empirical study revealed the efficiency of the proposed algorithm 

on top of Hi-tree.  
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1. Introduction 

Outliers are the abnormal data points in a dataset. They often pro-

vide required intelligence to make decisions. Outlier detection has 

many real time applications including fraud detection and intru-

sion detection to mention few [1]. In many real time applications, 

data may be in different networked machines. In such environ-

ments (distributed environments) data needs to be processed in 

different nodes as explored in [2] and [7]. However, it is very 

challenging to mine or discover outliers in distributed environ-

ments due to the dynamic nature of the environment. Many dis-

tance based outlier detection methods came into existence. The 

reason behind this is that distance is one of the simple metrics that 

can be used to know how an outlier is completely different from 

its nearest neighbours. In other words an object is considered as an 

outlier when it deviates significantly from its assumed distribu-

tion.  

In the literature many approaches are found to detect outliers. The 

concept of natural neighbour [3], fast distributed outlier detection 

[2] and unsupervised outlier removal [24]. The existing systems 

found in the literature have different approaches in mining outli-

ers. However, it is felt that a novel approach in finding outliers 

that reduces time and space complexity was desired. In this paper 

we proposed a framework for distributed outlier detection. It has 

an underlying hierarchical index structure that supports finding 

nearest neighbours and ability to prune search space to reduce 

time and space complexity. Thus the proposed system is more 

efficient in mining outliers in distributed environments. Different 

parameters like number of worker nodes are used to evaluate the 

performance of the proposed algorithm. Time complexity and data 

transfer are the two performance evaluation parameters used in 

this paper. Our contributions are as follows. 

 We proposed a framework which facilitates number of worker 

nodes to operate on available data and produce local outliers. 

Then the local outliers are merged into global outliers.  

 We proposed an algorithm named Distributed Mining of Out-

liers using Hi-tree (DMOH) for efficient detection of outliers 

in distributed environment.  

 We built a prototype application to demonstrate proof of the 

concept. The application shows the ability of the proposed al-

gorithm in mining outliers. It is a distributed application made 

up of RMI technology. It helps users to run different functions 

remotely and mine outliers from databases in distributed envi-

ronments.  

The remainder of the paper is structured as follows. Review of 

literature is presented in Section 2. The proposed methodology is 

provided in Section 3. Section 4 presents experimental results and 

the conclusions and directions for future work are provided in 

Section 5.  

2. Related Work 

This section provides review of literature on outlier detection. The 

notion of Local Outlier Factor (LOF) is employed to represent the 

likelihood of an object being an outlier. The problem with local 

outliers is that it consumes more resources for nearest neighbour 

search. Otey et al. [2] on the other hand proposed a mechanism for 

faster distributed outlier detection from datasets that do have mul-

tiple-attributes that exhibit heterogeneity in the kind of data. The 

notion of Natural Outlier Factor (NOF) is used by Huang et al. [3] 

for detecting non-parameter outliers. Campello et al. [4] on the 

other hand explored the process of hierarchical density estimates 

for outlier detection and other utilities. They used normalized 

score of outlierness in order to have better detection f outliers. 
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Bhuyan et al. [5] proposed a multi-step outlier detection mecha-

nism that operates on network-wide traffic in order to find out 

outliers.  

Rahmani et al. [6] employed Principal Component Analysis 

(PCA) for randomized space recovery and the concept of data 

sketching for detecting outliers in the high dimensional data ma-

trices. Folino and Sabatino [7] explored collaborative filtering 

approaches in distributed environments in order to have an effi-

cient detection of intrusions. Chu et al. [8] focused on the concept 

of identification and cleaning of dirty data. They studied and pre-

sented taxonomy of dirty data in the literature. Various anomaly 

detection techniques in the distributed environments are explored 

by Ahmed et al. [9]. Sarno et al. [10] on the other hand investigat-

ed a hybrid approach in association rule processing for detecting 

fraudulent transactions. They used event log for processing mining 

in order to have required business intelligence (BI). Nech et al. 

[11] on the other hand explored outlier detection in the image 

processing domain especially in the area of face recognition.  

Shahid et al. [12] proposed a mechanism to detect outliers based 

on one-class SVM (Support Vector Machines) employed in Wire-

less Sensor Network (WSN). Similar kind of work is made in [13]. 

Schubert et al. [14] studied the challenges related to uncertain data 

and employed a method to have clustering of such data. Data min-

ing methods are explored in [15] for cyber security intrusion de-

tection based on the concept of finding outliers. Jia et al. [16] used 

anomaly detection thorough outliers and found performance deg-

radation in wind turbines. Pack et al. [17] on the other hand ex-

plored visualization based approaches to find outliers. Megahed et 

al. [18] focused on the statistical process monitoring in the big 

data perspective for finding abnormal data. Begum et al. [19] pro-

posed a methodology for Dynamic Time Wrapping (DTW) in 

order to have a better pruning strategy in clustering process. Guha 

et al. [20] explored random forests related to data mining for find-

ing outliers in the data that is streamed continuously.  

 
Table 1: Notations used in the proposed methodology 

Notation Description 

 the node density of e 

 the number of points in e 

E leaf node 

I level 

s Subspace 

P point 

 the minimum distance between p and the side of s 

 Maximum point 

 Minimum point 

 

Qin et al. [21] explored data-centric approach in Internet of Things 

(IoT) in order to have robust detection of peculiar events. Rekatsi-

nas et al. [22] proposed a holistic approach for data repairs that 

helps in improving utility of data. The concept of time-series clus-

tering approach is employed in [23] for detection of outliers and 

concept drifts. Xia et al. [24] proposed an unsupervised machine 

learning model for discriminating and removing outliers. Jiang et 

al. [25] studied the graph mining approach to understand the hap-

penings in the distributed environment in a network. From the 

literature it is understood that there are many attempts to find out-

liers in distributed environment. However, a distributed frame-

work that can mine outliers more efficiently is desired. This paper 

proposed the same in order to have efficient detection of outliers 

in distributed environment.  

3. Proposed Methodology  

We proposed a methodology that is used to mine outliers in dis-

tributed environments. It acts on multi-dimensional data. The 

framework takes data from databases and performs pre-processing 

prior to mining outliers in distributed environment. The pre-

processing is a simple mechanism of making the data ready for 

processing. Once pre-processing is completed, the data is parti-

tioned into multiple portions and given to different nodes in dis-

tributed environment. The nodes perform the desired computations 

and discover outliers. Then the final outliers are formed by merg-

ing local outliers obtained from each node. Then the proposed 

outlier detection mechanism is subjected to evaluation to know its 

effectiveness.  

 

 
Figure 1: Proposed methodology for detecting outliers in distributed envi-

ronment 

 

As presented in Figure 1, the outcomes of the proposed methodol-

ogy are outliers mined in distributed environment and the results 

of evaluation. An underling data structure known as hierarchical 

tree (Hi-tree) is built to represent data before actual processing. 

This data structure has two important features. The first one is it 

supports easy means of finding neighbours and the second one is 

that it supports pruning with the help of its spatial filtering ability. 

With respect to node density the tree’s node density can be com-

puted as in Eq. (1). The notations used in equations are found in 

Table 1.  

 

                                                                              (1) 

 

A node at the leaf with low-density assumes usually larger weight. 

Thus any greedy method can scan leaf node and find top-k nodes 

that are having smallest node densities. Minimum distance be-

tween a point p and the sub space denoted by its minimum point 

such as s.min is computed as in Eq. (2). 

 

                                                             (2) 

 

Where the xi is computed as in Eq. (3). 

 

                              (3) 

 

Where s.min and s.max are minimum and maximum distance 

points in given subspace denoted as s. If the two conditions are not 

satisfied, it results in zero. In the same fashion, the minimum dis-
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tance between a side of subspace and a point is computed as in Eq. 

(4). 

 
Based on the distance computations, the proposed algorithm per-

forms its outlier detection activities and produce local outliers at 

each node. Then the outputs of local outlier detection are merged 

to form final outliers.  

3.1 Distributed Mining of Outliers using Hi-tree 

(DMOH) Algorithm 

This algorithm performs outlier detection locally and then the 

outputs are merged to form final outliers.  

 

Algorithm: Distributed Mining of Outliers using Hi-tree 

(AMOH) 

Inputs       : Multi-dimensional large database D, number of 

nodes N 

Outputs    : Outliers and evaluation results  

1. Initialize local outlier vector L 

2. Initialize global outlier vector G 

3. Partition data based on number of nodes  

4. For each node n in N 

At Each Node 

5. For each row in Dn  

6.    Extract local outliers into L 

7. End For 

8. Add L to G 

9. End For 

10. Performance Evaluation  

11. Return G and Performance Results  
Algorithm 1: AMOH algorithm 

 

The algorithm takes care of local outlier detection at each node 

and the outliers are used in later stage to merge with global outli-

ers. The process is done parallel at each node and finally generates 

global outliers and also evaluation results. The following section 

shows the evaluation results in terms of time taken (time complex-

ity), space complexity and so on.  

4. Experimental Results 

Experiments are made with the prototype application which 

demonstrates proof of the concept. The application is distributed 

in nature and built using Java RMI technology. It runs in multiple 

machines as per the framework and produces local outliers before 

merging them into global outliers.  

 
Table 2: Shows time cost required by different algorithms 

No. of Worker Nodes (m) 

Time Cost (seconds) 

DSS DBOZ Proposed 

10 2000 600 500 

15 1400 400 300 

20 1100 300 200 

25 900 200 100 

30 800 100 50 

 

The time taken for the proposed algorithm and other algorithms in 

seconds against different number of worker nodes is presented.  

 

 
Figure 2: Effect of number of worker nodes 

 

As shown in Figure 2, it is evident that the number of worker 

nodes is presented in horizontal axis while the vertical axis 

showed time cost in seconds. The results revealed that the number 

of nodes used for processing in distributed environment has its 

impact on response time. Another observation is that the proposed 

algorithm outperformed other existing algorithms.  

 
Table 3: Shows ADT (MB) of different algorithms 

No. of Worker Nodes 

ADT (MB) 

DSS DBOZ Proposed 

10 400 50 40 

15 500 50 40 

20 600 50 40 

25 700 60 50 

30 800 70 60 

 

As shown in Table 3, the ADT (MB) of the proposed algorithm 

and other algorithms against different number of worker nodes is 

presented.  

 

 
Figure 3: Effect of number of worker nodes 

 

As shown in Figure 3, it is evident that the number of worker 

nodes is presented in horizontal axis while the vertical axis 

showed ADT (MB). The results revealed that the number of nodes 

used for processing in distributed environment has its impact on 

ADT (MB). Another observation is that the proposed algorithm 

outperformed other existing algorithms.  

 
Table 4: Shows time cost required by different algorithms when n value is 
changed 

Value of Parameter n 

Time Cost (seconds) 

DSS DBOZ Proposed 

10 900 250 220 

15 1000 270 250 

20 1100 290 270 

25 1200 310 290 

30 1300 330 310 
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As shown in Table 4, the time cost required by the proposed algo-

rithm and other algorithms in seconds against different value for 

parameter n is presented.  

 

 
Figure 4: Effect of number of worker nodes 

 

As shown in Figure 4, it is evident that the value of parameter n is 

presented in horizontal axis while the vertical axis showed time 

cost. The results revealed that the value of n used for processing in 

distributed environment has its impact on response time. Another 

observation is that the proposed algorithm outperformed other 

existing algorithms.  

 
Table 5: Shows ADT (MB) required by different algorithms 

Value  for Parameter n 

ADT (MB) 

DSS DBOZ Proposed 

10 500 40 30 

15 550 40 30 

20 600 50 40 

25 650 60 50 

30 700 70 60 

 

As shown in Table 5, the ADT (MB) of the proposed algorithm 

and other algorithms against different number of worker nodes is 

presented.  

 

 
Figure 5: Effect of parameter n on ADT (MB) 

 

As shown in Figure 5, it is evident that the parameter n is present-

ed in horizontal axis while the vertical axis showed ADT (MB). 

The results revealed that the parameter n used for processing in 

distributed environment has its impact on ADT (MB). Another 

observation is that the proposed algorithm outperformed other 

existing algorithms.  

 
Table 6: Shows time cost required by different algorithms based on pa-

rameter k 

Value of Parameter k 

Time Cost (seconds) 

DSS DBOZ Proposed 

10 900 220 200 

15 1000 240 220 

20 1100 260 240 

25 1200 280 260 

30 1300 300 280 

 

As shown in Table 6, the time cost of the proposed algorithm and 

other algorithms against different values of parameter k is  pre-

sented.  

 

 
Figure 6: Effect of parameter k on time cost 

 

As shown in Figure 6, it is evident that the parameter k is present-

ed in horizontal axis while the vertical axis showed time cost. The 

results revealed that the parameter k used for processing in dis-

tributed environment has its impact on response time. Another 

observation is that the proposed algorithm outperformed other 

existing algorithms.  

 
Table 7: Shows ADT (MB) of different algorithms based on parameter k 

Value of Parameter k 

ADT (MB) 

DSS DBOZ Proposed 

0 400 50 40 

100 500 55 45 

200 600 60 50 

400 700 65 55 

800 800 70 60 

 

As shown in Table 7, the ADT (MB) of the proposed algorithm 

and other algorithms against different values of parameter k is 

presented.  

 

 
Figure 7: Effect of parameter k on ADT (MB) 

 

As shown in Figure 7, it is evident that the parameter k is present-

ed in horizontal axis while the vertical axis showed ADT (MB). 

The results revealed that the parameter k used for processing in 

distributed environment has its impact on ADT (MB). Another 

observation is that the proposed algorithm outperformed other 

existing algorithms.  
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5. Conclusions and Future Work 

In this paper we studied the problem of mining outliers in distrib-

uted environments. We proposed a framework to have distributed 

outlier detection. The framework employs multiple nodes to pro-

cess local outliers and then the local outliers merged to form glob-

al outliers. A data structure known as hierarchical index tree (Hi-

tree) is used to achieve this. It has two important features. The first 

feature is it has property of clustering which can search for nearest 

neighbours easily. The second one is ability to prune search space 

to reduce time and space complexity. An algorithm by name Dis-

tributed Mining of Outliers using Hi-tree (DMOH) is proposed. A 

prototype application is implemented to demonstrate proof of the 

concept. The experimental results with different parameters are 

evaluated with time cost and ADT (MB). The results revealed that 

the proposed algorithm outperforms other state of the art algo-

rithms. In future we intend to improve the algorithm further to 

work with live data streams and find outliers.  
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