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Abstract

This study focused on designing a web-based information security system to secure text and image files using the AES (Advanced En-
cryption Standard) algorithm to encrypt and decrypt text and image files. This web-based system is designed to help users easily access
applications online. The conclusion of this study proves that the AES Algorithm method is a very good algorithm in securing text and
image files, and with this web-based information security application, information confidentiality is more awake and in the decryption

process, the results of the decryption file contents are not changed at all.
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1. Introduction

Encryption is the process to secure the information to ensure the
security of sensitive information. One effort securing
information systems that can be done is cryptography. This
technique is used to transform data into specific codes, with the
purpose of the information stored or transmitted over insecure
networks (such as the Internet) cannot be read by anyone except
those who are eligible [1]-[4].

Encryption algorithm is the process of scrambling data so that it
cannot be read by doing various substitutions and
transformations in plaintext (original message) and converting
them into ciphertext (random messages). Encryption algorithms
are grouped into two general categories: Symmetric-key (also
called secret-key) and asymmetric-key encryption (also called
public key) [5]-[9].

Advanced Encryption Standard (AES) is a cryptographic
algorithm and encryption standard proposed by NIST to replace
DES in 2001. Use of the AES algorithm supports a combination
of data (128 bits) and a key length of 128 bits (AES 128), 192-
bit (AES 192), and 256-bit (AES 256) depending on the length
of the key. Things to distinguish from each AES-128 uses 10
rounds, AES-192 with 12 rounds, and AES-256 with 14 rounds.

2. Related Works

2.1 Advanced Encryption Standard (AES)

The AES algorithm is a symmetrical block cipher that can en-
crypt and decrypt data. As shown in Figure 1, encryption con-
verts data (plain-text) into an incomprehensible form called
cipher-text, while decryption converts these ciphers back to
plain text [10]. 128, 192, or 256-bit cryptographic keys can be
used by the AES algorithm to encrypt and decrypt data in 128-
bit blocks.
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Fig. 1: Symmetric Block Cipher
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The algorithm starts with the key stage Add round followed by
nine rounds of four stages and the tenth stage of the three stages
that applies to encryption and decryption algorithms [11].
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Fig. 2: Design flow of AES Algorithm encryption and decryption
process

Table 1: Key length and number of rounds

Algorithm Key length Block size Number of
(Nk Words) (Nb Words) rounds
(Nr)
AES-128 128 bits 4 words (16 bytes) 10
AES-192 192 bits 4 words (16 bytes) 12
AES-256 256 bits 4 words (16 bytes) 14

Table 1 shows the different keys and number of rounds and
associated block sizes [12].

2.2 Modes of Operation of AES Encryption Algorithm
(AES Cipher)

There are five modes of operation recommended by NIST that
can be used [13]. Each mode of operation has its own
parameters which are important to provide the necessary
security of the algorithm [14]. The five modes of operation:
Electronic Codebook (ECB), Cipher Block Chaining (CBC),
Cipher Feedback (CFB), Output Feedback (OFB) and Counter
(CTR) [13][15].

3. Result and Discussion

In the system implementation phase produces a web-based
application to process encryption and decryption of text and
image files using the AES algorithm. The key block length used
is 128, 196 and 256 in ECB and CBC modes. The main view of
the application can be seen in Figure 3.
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Fig. 3: Main view of the application

The AES algorithm has a 128-hit block size, with a key length
of 256, 192 or 128 bits. When a symmetrical cipher mode re-
quires an 1V, the length of the IV must be the same as the block
cipher size. Therefore, you must always use 128 bit IV (16
bytes) with AES.

For encryption, enter plain text or image files that you want to
encrypt. Then select the Electronic Code Book (ECB) mode,
while plain text input will be divided into several blocks and
each block will be encrypted with the key provided. CBC mode
is highly recommended and requires IV to make each message
unique. If no 1V is entered then by default it will use the Cipher
Block Chaining (CBC) mode.
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Fig. 5: AES decryption

4. Conclusion

Protecting data from attacks is difficult. One way to secure data
from attacks is to use encryption, One of them by using the AES
encryption method. Based on the results of the implementation
that has been carried out that the application of the AES (Ad-
vanced Encryption Standard) algorithm for information security
both web-based text and image files runs well. Web-based ap-
plications are able and can help users to encrypt and decrypt text
and image files.
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