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Abstract 
 

UNIX and LINUX are popular operating systems because of their free open source. By using RBAC model permissions are allocated 

based on user roles in UNIX/ LINUX environment. The RBAC model manages the privileges of the user within a system or application. 

However it is possible for a user to misuse his privileges that are assigned. Misuse of privileges cannot be identified by RBAC as it 

works based on rules. This paper suggests an anomaly detection technique to detect misuse of privileges. It keeps track of the user behav-

ior and identifies anomalies in user behavior which helps in misuse of privileges. 
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1. Introduction 

UNIX OS has become popular because of its stability, perfor-

mance and increasing. It also provides a platform for internet and 

intranet services for TCP/IP[1] connection. 

However, the problem with UNIX operating system in enterprises 

is with access control which is not suitable to modern techniques. 

Because the access control is dependent on discretionary control 

[2] as well as it is not suitable to large enterprises because there is 

no technique to provide centrally access privilege for a user. 

For these two problems RBAC is proposed. RBAC means Role 

Based Access Control. RBAC is the most widely used technique 

for security mechanisms. The main idea in RBAC model is to 

separate the distribution of access permission to specific system 

roles and the assignment of roles to users, this simplifies the ac-

cess management tasks [3]. 

RBAC is based on role of users, who are login into the system and 

whether the user is accessing the system according their role or 

not. And also whether the login user is performing their actions or 

other role actions. And this can be done by finding the behavior of 

that particular user. 

Issues like policy verification [4],[5],[6] ,[28] a problem of critical 

importance to system administrators have a major part in research 

work on RBAC mostly. Structure of access control frame works is 

affected by the rules which are specified in seminal work of [7]. 

RBAC systems presently being used for administrative purposes 

have similar features. They provide features that allow manipula-

tion of RBAC policies. This is done by reassignment of users to 

roles and then modification of permissions for the roles [8]. 

The verification of policies for providing access control is speci-

fied as an security issue. Security question is explained in terms of 

an analysis of reachability. For example, the reachability of an 

user role in RBAC systems deal with the construction of the prob-

lem of determination of the target user in consideration of the 

sequential policy states. This kind of task is challenging, because 

it creates subtle and undesirable effects due to the nature of lan-

guage state changes that are procedural and whose detection is 

hard to predict since a tool which can do analysis is not available.  

2. Related Works 

Hoffman [9] proposed a method which combines RBAC and DTE. 

This method supports the least privilege feature, an extra abstrac-

tion layer is supplied for Type Enforcement (TE). This is a neces-

sary feature for an operating system to be secure. Hoffman’s im-

plementation approach deals with a granularity level which is 

coarse  and does not arrive at the operation of events and there is 

no explicit differentiation shown between normal and privileged 

access mode of user. Multiple authorization framework types in 

health care systems is explained by Chandramouli [10]. 

 

In RBAC NFS server model, a new approach or process to NFS. 

This program uses a separate database which contains roles as 

well as permission and does not require to access files for UNIX 

permissions. Object permissions for read and write are done from 

the database. Limitations in relation to role or permissions for an  

object are also waived off. This solution is provided at the 

Linkopings Universitet in Sweden [11].  They have degraded per-

formance for all NFS calls. 

 

Security for Linux kernel at the level of operating system has been 

investigated in Gresecurity. A method for implementation of 

mechanisms for purpose of detection, containment and preventa-

tion model through the maintenance of different features on for 

stable kernels was proposed[12].  It provided mechanisms to guard 

against privilege escalation, memory corruption and malicious 

code execution. It implemented an advanced auditing system. 
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Further investigation for Hosting companies in order to harden 

web servers especially adopting Grsecurity system and providing 

services to locally logged users has been done in [13]. 

 

Definition of the GTRBAC model, which included notions of 

temporal events and constraints was proposed in [14] by Joshi et 

al. It also included specification of  temporal contexts by introduc-

ing points in time and duration. 

Alur and others [15],[16] proposed TIOA. Several researchers 

have proposed test generation for real time systems as in 

[17],[18],[19],[20]. 

To test generation for RBAC policies Masood et al. [21][22] have 

investigated a state-based approach.  

Mallouli et al. [23] used integrating OrBAC (Organizational 

Based Access Control) rules in order to propose a model-based 

approach to testing access control policies. 

Present RBAC Model working only on the principle of rules can-

not detect such actions since RBAC model just ensures what he 

user can access, it cannot ensure that he is accessing them properly. 

More over it is difficult to create rules for each and everything 

because the rules would be practically a large set and the system 

would get complex. 

Apart from this the rules would vary from situations from situa-

tion depending on the user and the role. 

In this paper, these problems are handled by considering the user 

behavior. Behavior of user is constructed from the previous behav-

ior. Construction of behavior is predicting or estimating the behav-

ior of user.  

Behavior of user is predicted from sequence of events or actions 

performed by the user per a login session. In UNIX environment 

sequence of actions are represented by the sequence of commands 

typed by the user in the login session. Based on the previous be-

havior of the user as well as users with the same role, malicious 

activity is identified. 

To detect malicious user behavior is generated using trie structure 

[27].  

3. Procedure 

In proposed approach, behavior is generated from sequence of 

commands typed by the user. Initially, sequence of commands is 

stored in tree structure in order represent the sequence of com-

mands in efficient and effective manner. From the generated trie 

structure behavior is constructed. User Profile represents the prob-

ability of particular sub sequence of commands typed by the user. 

Cosine distance algorithm is used to measure the similarity be-

tween profiles. Average behavior of user is predicted and next we 

have to find out the similarity between current behavior and aver-

age behavior. In addition to this similarity, similarity which is 

measured between current behavior and past behavior is added to 

strengthen the final output or result to predict the malicious behav-

ior. After the construction of the trie , user profile is characterized 

by subsequences in trie and by traversing the trie, relevance of 

profile is calculated using frequency-based methods. The evalua-

tion of the relevance of a subsequence is calculated by the support 

or relative frequency. In this scenario, the support [25] of a subse-

quence is measured as the ratio of the count of subsequence in the 

trie and the total count of subsequences at same level. 

This   type of profile is generated for each and every login session 

data. All these profiles are maintained. Whenever new profile is 

occur to classify then it is compare with already stored profiles 

and then finds out the support for that using Cosine distance algo-

rithm. 

4. Result 

In this paper, the data set used has been collected by Greenberg 

[26] in UNIX environment. The four types of users in this data set 

are Non Programmers, Experienced Programmers, Novice Pro-

grammers, and Computer Scientists. Novice programmers have 

little knowledge or no knowledge about programming or UNIX 

environment working nature. They mainly use the basic system 

functions or services. 

Experienced users have some knowledge about programming and 

UNIX environment. They use advanced system facilities for cod-

ing, word processing etc. Computer scientists are computer engi-

neers and professors. The nature of this type of users is easily 

predictable. The tasks performed are like research investigations, 

maintaining database etc. Non programmers Faculty or other En-

vironment Designers are classified to this type of users.  

The algorithm compares the current behavior with the normal 

behavior based on the cosine distance algorithm. The average 

behavior and the normal behavior are represented in the form of a 

graph. This helps to identify anomaly behavior which is predicted. 
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5. Conclusion  

UNIX/ LINUX environments use RBAC in order to provide secu-

rity. RBAC model manages the privileges of user within in a sys-

tem or application and provides security by allowing access based 

on the rules generated. It is possible for a user misuse his privileg-

es that are assigned. Such incidents cannot be identified by RBAC 

as it works based on rules. Also it is not possible to make rules 

because the systems would become very complex apart from that 

identification of such situations is difficult. In this paper an mali-

cious behaviour detection technique is proposed based on user 

behavior to identify such misuse of privileges. Sequence of UNIX 

commands is used to represent Computer user behavior. From the 

sequence, is transformed relevant subsequences distribution is 

obtained which helps to find out the profile defining the behavior. 

A user profile is evolving and changing and may not be fixed, than 

evolving method, therefore an evolving method that ensures up-

dated profiles is proposed. This Classifier has evolving nature in 

order to identify the malicious behavior in more accurate manner. 

Cosine distance algorithm is used to find the similarity between 

profiles. Anomaly is thus detected can be detected if there is a big 

deviation in the behavior of a user. The algorithm is implemented 

in Java and run on command line interface data set collected by 

Greenberg in UNIX environment is used. Thus it is able to predict 

misuse of privileges which cannot be done by RBAC systems. 
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