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Abstract

This paper introduces a simple and effective chaotic system using a combination of two existing one-dimension (1D) Chaotic maps (seed
maps). Simulations and performance evaluations show that the proposed system can produce Many 1D chaotic maps with larger chaotic
ranges and better chaotic behaviors compared to their seed maps. To Investigate its applications in multimedia security; a novel image
encryption algorithm is proposed using the same set of Security keys; this algorithm can generate a completely different encrypted image
each time when it is applied to the same original image. Experiments and security analysis demonstrate the algorithm’s excellent perfor-
mance in image Encryption and various attacks. In conclusion, the proposed scheme is efficient in terms of sensitivity to the key, sensitivity
to the ciphertext, good confusion, and diffusion. There is no possibility of an attacker breaking the cipher, as the scheme showed perfect
confusion and diffusion properties, and can withstand known/chosen plaintext attacks.
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1. Introduction

The need for information security has ever been increasing; the an-
cient people similarly faced the same issue of how to prevent trans-
mitted information from leakage. Many cryptographic and ste-
ganographic methods have been proposed to deal with the problem
of information leakage. However, the recent developments in the
field of information technology have made it possible to use digital
images such as medical images, grayscale image, color images, and
binary images for the storage and transmission of important infor-
mation. However, another challenge becomes how to protect the in-
formation stored in these images [1-3].

Several image encryption frameworks have been developed based
on different technologies, such as SCAN[4,5], elliptic curve EI-
Gamal [6], and Chaos[2], [7—9] with the consideration of the char-
acteristics of digital images. But, the chaos-based image encryption
technique has been one of the excellent and encryption methods
from the host of other methods. This is due to the high sensitivity
of the chaotic systems to their chaotic property, initial values and
control parameters, state ergodicity, and non-convergence. This has
resulted in the development of several chaotic-based image encryp-
tion algorithms through a direct utilization of the existing chaotic
maps during their encryption processes [10]. Generally, there are
two portions of a chaos-based image encryption framework: an im-
age encryption system and a chaotic system.

In the image encryption system, the chaotic maps can be classified
into one dimensional (1D) and multi-dimensional (MD) groups.
The complex structure and multiple parameters of the MD chaotic
maps have enhanced their applications in image security [11]. How-
ever, the implementation of the hardware/software of the MD cha-
otic systems are faced with increasing difficulty due to their multi-
ple parameters [12]. Contrarily, the 1D chaotic systems are easy to
implement due to their simple structure [13-14], but their limita-
tions include a limited or/and discontinuous range of chaotic behav-
iors [15], ) non-uniform data distribution of output chaotic se-
quences, and susceptibility to low-computation-cost analysis using

iteration and correlation function [13]. There is, therefore, a need to
develop new chaotic maps that provide better chaotic performances.
During the evaluation of an image encryption framework, the first
and vital concern should be the security of the system. the security
of various chaos-based image encryption frameworks are report-
edly weak [16],[17] and to solve these problems, a new chaotic sys-
tem with a simple structure is introduced in this paper. The intro-
duced system investigates two of the existing 1D chaotic maps on
the generation of random sequences. They tested systems profess
excellent chaotic characteristics, including a uniform distributed
variant density function and a wide range of parameter settings. The
simulation and analysis of the three specific examples of the sug-
gested chaotic system can verify these properties. Its application
was demonstrated by the introduction of a new image encryption
framework with excellent confusion and diffusion properties for re-
sisting different attacks, especially the chosen-plaintext attacks.
Upon a repeated application of the algorithm to an original image
with the same set of security keys, a completely new encrypted im-
age different from the previous one is generated. This evidenced the
capability of the proposed algorithm to resist chosen-plaintext at-
tacks.

The remaining parts of this paper are organized thus: Section 2 pre-
sents a brief analysis of the existing works on chaotic maps while
section 3 provides the image encryption algorithm and the proposed
pseudo-random number generator (PRNG). The results of the sim-
ulation studies are presented in section 4 while section 5 provides
the conclusions from the study

2. Chaotic maps

In the group of chaotic maps, the ID maps have lots of applications
because of their simple structures. In this section, we briefly review
the Tent map as it will be used in the proposed encryption algorithm.

2.1. Tent map
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The Tent map is known for its tent-like shape in the graph of its
bifurcation diagram. It can be defined by equation (1).

- 0X; ifY;<0.5
Xit1 = {(.0(1 — X) otherwise, @)

Where Y; € [0,1],i = 0 is the system parameter. This map turns an
interval [0,1] against itself and consists of only one control param-
eter o, where o € [0, 2]. The group of actual values Yy, Yy, ..., Yy
made up the systems’ orbit, where Y, represents the initial value,
and an orbit can be obtained for each Y;. Based on the control pa-
rameter ®, various dynamical performances, ranging from chaotic
to predictable, are shown in equation 1.

With positive Lyapunov exponents in the interval [1, 2], it indicates
the system as chaotic and the acceptability of the signal in terms of
traversal of the state, certainty, and mixing. Figurel depicts the gen-
eral shape of Lyapunov exponents for tent map.

Tent map
03 T T T T T T T

Lyapunov exponent

Fig. 1: The Tent Map Lyapunov Exponent.

With this map, the generated chaotic sequences are tended to hold
a decent statistical asset. However, they are characterized by perio-
dicity under finite precession. The value of ® is categorized into
two scenarios as follow:
e  Abigger value of © translates into sequences with robust ran-
domness
e A smaller value of @ translates into sequences with periodic-
ity behavior.
Figure 3 is a bifurcation diagram which shows the value of the
changing parameter. The figure shows the different characteristics
for the values of the parameter @ on the horizontal axis and the pos-
sible long-term values of X, on the vertical axis.

3. The proposed algorithm

This section explains the proposed image encryption algorithm. It
is divided into two main parts, the first section explains the pro-
posed pseudo-random number generator while the second part il-
lustrates the main steps of the encryption algorithm.
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Fig. 2: Bifurcation of Tent Map.
3.1. Pseudo-random number generator (PRNG)

In this paper, a new PRNG based on double Tent map is proposed.
The proposed PRNG generates a random sequence which repre-
sents the key used for the encryption algorithm. There are two rea-
sons for using double or two Tent maps to generate the encryption
key; first, the key space will be much higher than using one Tent
map, meaning that the PRNG can resist brute force attack; second,
using two 1D chaotic maps is much easier and faster than using one
MD chaotic maps. The main block diagram of the proposed PRNG
is given in Figure 3.

X, m—
- Tent Map
1
A —_+
s 4 Tent Map
Generated Sequence

Fig. 3: The Proposed PRNG.

The proposed PRNG in this paper is called Double Tent Maps or
2TM. As can be seen, there are four input values, X, and Y repre-
sent the initial values for both chaotic maps, while w represents the
control parameter, which is a real value in the range [0, 2]. The in-
itialization stage of 2TM consists of several steps as follows:
Stepl. Read the initial values of X, and Y for both chaotic maps.
Step2. Input the initial values for the control parameters w; and w.
Step3. Iterate both chaotic maps for t iterations.

In the next stage, the output from each chaotic map is used as an
input to the other chaotic map. This enhances the randomization of
the generated key and increases the key space. The outputs are con-
verted into an integer, then, they are XORed together to generate a
single integer. The length of the generated sequence is equal to the
width or height of the image.

3.2. Proposed encryption algorithm

The main flowchart of the proposed encryption algorithm is given
in Figure 4. In general, it consists of three main parts, key generat-
ing, confusion, and diffusion. In the first part, the key sequence is
generated by using the proposed PRNG which has been explained
in the previous subsection. The second part is responsible for
changing the positions of the pixels based on the generated key. Fi-
nally, the diffusion part is responsible for changing the contents of
each pixel.
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Fig. 4: Flowchart of the Encryption Algorithm.
3.2.1. Confusion

As mentioned before, the confusion part is responsible for changing
the positions of the pixels. The positions are shuffled based on the
sequence generated by the PRNG as follows:

Table 1: Parameters Values for the Experiments

Parameter Symbol Value
Mutation “TM” [ 1.9999998654
Mutation “TM” W, 1.9999998654
Initial Value X, Yz 0.348795124
Initial Value Y, Ye 0.76548123

Alg. Confusion

1. Start

2. Img = Get the positions

3. Key = Generate the PRNG
4. N = Size(Img)

5. Forp=1ToN

6. Img[p] = Img[Key[p]]

7. Next p

8. End

4.1. Key space analysis

As per [18], a key space size must contain > 2128 possible keys be-
cause if the keyspace is small, the system can be prone to a brute-
force attack. Nevertheless, the sequence produced by the proposed
system depends on the control parameters and the initial states. The
encryption algorithm with the PRNG is applied in C# with 10-14
precision. For the PRNG method, two initial values X, € [0,1] and
Y, € [0,1] for the two chaotic maps and two control parameters
u €[0,4], w €[0,2] were used. Therefore, the proposed PRNG
has a key space which can be calculated thus:

(101) x (10™) x (101) x (10™) = 8 x 105 = 22

Additionally, the result from the above calculation above is only for
one generated sequence; however, three different sequences are
generated by the proposed PRNG within the encryption algorithm.
The above calculation demonstrated the suitability of the key space
of the proposed PRNG and indicated that all the produced keys are
strong. Table 2 presents a comparison of the key space of the pro-
posed algorithm with the PRNG of other algorithms. The table
showed that the key space of the proposed method is significantly
larger towards withstanding any form of brute-force attack.

Table 2: The Key Space Results

PRNG Key Space
Proposed Method 2208
[19] 2128
[20] 2186
[2 1] 2144
[22] 2D
[23] 2D

Fig. 5: Confusion Algorithm.
3.2.1. Diffusion

In the diffusion algorithm, the final cipher image is generated. An
XOR operator is implemented on the confused image which has
been produced by the previous step. The diffusion algorithm is
given in the following pseudo-code:

Alg. Diffusion

1 Start

2. Img = Get the Pixles

& Key = Generate the PRNG

4 N = Size(Img)

B Forp=1ToN

. Encimg[p] = Img[p] © Key[p]

7. Next p

8. End

Fig. 6: Confusion Algorithm.

4. Results

The proposed image encryption algorithm can provide a high level
of security to different types of images, such as grayscale images,
color images, biometrics, and binary images. For grey scale images,
we use the proposed algorithm to encrypt the pixels and then com-
bine them to obtain the encrypted image.

The algorithm has been implemented by using Microsoft C#.net
version 6.0, visual studio 2017. The computational platform is Mi-
crosoft Windows 10 with Intel Core i°, CPU 2.¢ GHz, and EMS
memory 4 GB. Table 1 shows the key parameters with the values
used in the implementation.

4.2. Histogram analysis

The histogram in Figures 7A and 7B show the pixel distribution in
an image obtained by plotting the pixel number at each level of
color intensity. The figures respectively showed the histogram of
the original image and the encrypted image.

Fig. 7: B) Histogram of the Encrypted Image
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4.3. Information entropy

Entropy refers to the measure of uncertainty and can be used to ex-
press the uncertainties in the information of an image. An entropy
analysis can also determine the color-level distribution values in an
image. If the gray-level values are uniformly distributed, there will
be a greater entropy and a higher entropy value is an indication of
a better-secure encryption. Entropy is calculated as follows:

H(S) = 25" P(S) logs 5

Where P(S;) is the probability of S;, while 2M is the state of the to-
tal source of information. An image is truly random (RI) if its pixel
intensities are uniform in the range of [0, 255], i.e., P(RI)= 1/256
forall i € [0, 255], hence, H(RI)= 8 bits. This means that an ideally
random image has an entropy information value of 8.

The entropy information values of the Lena image (plain-image)
and its respective cipher images are computed in this study and Ta-
ble 5 presents the results of the computation. The obtained entropy
values are close to the theoretical entropy value of H = 8 for an ideal
random image, suggesting a negligible information leakage during
the encryption process, as well as the closeness of the cipher-image
to a random source. A comparison to the existing algorithms based
on the Lena image in Table 5 shows the proposed algorithm to be
closer to the ideal situation compared to the other algorithms (as the
output is similar to a random output). Hence, the new encryption
algorithm could be considered secure against entropy attacks.

Table 3: The Entropy

Algorithm Entropy of Cipher Image
Proposed Algorithm 7.9971
[24] 7.9808
[25] 7.9901
[26] 7.9975
[27] 7.9914

4.4. Speed analysis

Several factors such as like programming language, operating sys-
tem, hardware specifications, and programming skills determine the
speed of the algorithm or its execution time. Thus, a comparison of
the proposed algorithm against two or more encryption algorithms
is baseless unless using the same environment. In this study, a com-
puter with 4 GB RAM and core i5 with 2.4GHz running on
Windows 10 have been used while the programming language for
this project is C#.net version 6 with dot net framework version 4.6.
The execution time of the proposed algorithm is measured by run-
ning the algorithm severally to get the average execution time. As
such, the algorithm requires about 360ms to encrypt the original
image. The speed analysis shows that the confusion stage in the al-
gorithm takes around 60% of the computed speed because of using
nested loops. However, the algorithm takes around 15% and the dif-
fusion stage takes 20%. The rest of the time is spent on reading from
and writing to the image (i.e. RGB colors). This analysis projects
the proposed algorithm as a fast system which can be used for sev-
eral real-world applications.

5. Conclusion

In this paper, the designing of a new chaotic-based PRNG proposed
for the enhancement of colored images encryption algorithms was
presented. The proposed framework achieved a better diffusion and
confusion. Based on several simulations and analyses such as sta-
tistical, differential, quality, contrast and speed analyses, the system
was demonstrated to be secure and with a better performance. The
proposed PRNG demonstrated its capability of generating several
pseudo-random sequences which can be implemented in several
cryptographic platforms. The advantages of the proposed PRNG in-
clude an adaptive keyspace size, quality pseudo-random sequences,
good sensitivity to initial keys, and less computational complexity.
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