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Abstract

In the Internet of Things (IoT), multiple communication protocols are used to connect the smart device. Wi-Fi, Xbee, ZigBee, Bluetooth,
and LoRaWAN are some of the communication channels utilized for connectivity by devices using some 10T platform.

In order to enable the development of smart services for 10T platforms, there are solutions by different vendors to connect between loT
devices. For example, multiple 10T platforms are available in the market namely loTivity platform developed by Open Connectivity Foun-
dation (OCF), AllJoyn platform from All Seen Alliance, Weave made by Google, and Home Kit by Apple. In view of such segmentation
of IoT platforms, IoT Application’s development has been made complex, where IoT device and accompanying application compatibility
with available platforms requires support for multiple protocols.

To simplify the complexity introduced by multiple platforms, M2M [4] International standard was already proposed as the bridge for
integrating loT protocols. In our paper, we implement a proxy web service using Windows Communication Foundation (WCF) as a way
to translate communication in one 10T protocol to another. In our implementation of middleware, we allowed the MQTT broker to accept
messages, which were passed, to the Web Service from various devices over Hyper Text Protocol’s POST or GET Commands. Bridging
between WCF Web Service and MQTT broker was enabled with duplex communication. Hence, devices supporting either HTTP protocol
or MQTT protocol were able to communicate transparently.

Keywords: 10T.

level. CRUDN [1] stands for create, read, update, delete and notify

1. Introduction operations on the underlining database.

The internet of Things (IoT) and Web of Things (WoT) are the lat-
est conventions of ICT (Information and Communication Technol-
ogy) to bring disconnected devices together in an ecosystem where
connectivity is the essence and internet is the communication back-
bone. Such connectivity gives rise to smart services such as smart
city, smart grid, agricultural systems, smart health care and smart
production. In order to reduce time to market for development of
10T devices and applications, a number of integrated 10T platforms
were designed on top of existing web based protocols to enable safe
and reliable connections among the 10T devices. The main goal of
developing the

Existing web technologies for 10T devices was to reduce the over-
head and latency of the networks they utilized. Therefore, new
lightweight protocols were developed at the time for operation of
10T applications. This development at one end provided the solu-
tions but on the other end, provided complexity of dealing with ven-
dor based solutions with different loT standards emerging, making
it harder for developers to keep up with application of 10T in real
life. In our paper, we propose to utilize web services (as a bridge)
for all the communication protocols required between 10T devices.

2. Methodology

Since WoT and 10T closely resemble where networked devices are
using web and internet respectively, the following bridging Scheme
is suitable to glue together different protocols at the repository

[[MQTT Repository] € CRUDN < [Stored Procedures] < [API
Service Calls] € [HTTP(S) Request (POST, GET)]

[loTivity Repository] € CRUDN < [Stored Procedures] < [API
Service Calls] € [HTTP(S) Request (POST, GET)]

[AllJoyn Repository] € CRUDN < [Stored Procedures] < [API
Service Calls] € [HTTP(S) Request (POST, GET)]

[OM2M Repository] € CRUDN € [Stored Procedures] < [API
Service Calls] € [HTTP(S) Request (POST, GET)]

[OpenMTC Repository] € CRUDN < [Stored Procedures] €
[API Service Calls] € [HTTP(S) Request (POST, GET)]
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Fig. 1: One Bridge-Multiple Protocols.

Stored procedures provide transparent access to a common data-
base. Stored procedures are invoked through web service calls us-
ing POST and GET commands. Each protocol has an element of
HTTP requests that are made to the common database using stored
procedure.
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However, a need exists for standardizing the APls and device man-
agement interfaces in the light of existing communication frame-
works. This will make the development of 10T applications focused
on the presentation and processing the data being received by the
devices. 10T application and device support many different proto-
cols and data models in order to interconnect with each other on
different platforms. In this paper, we propose to use the WCF stand-
ard as a middleware [2] for 10T protocol integration.

We use MQTT [3] and WCF as the test cases for our protocol bridg-
ing design. Our contribution lies in demonstrating the possibilities
of using only the WCF for 10T Protocols interworking using service
operations by endpoints defined in Web Model. A WSDL document
describes a web service. It specifies the location of the service, and
the methods of the service, using major elements such as type, mes-
sage, port type and binding. The request-response type allows the
following operation, which shows that it is well suited for the loT
bridging Protocols.

The operation can receive a message but will not re-

One-way
turn a response

Request-re- The operation can receive a request and will return a
sponse response
Solicit-re- The operation can send a request and will wait for a
sponse response

N The operation can send a message but will not wait
Notification

for a response

We focus on utilizing Web API for data exchange and device man-
agement using browser based interface, across these platforms
where standard specifications have already been defined in the
Windows Communication Foundation. The format and presentation
is standardized by using cascaded style sheets from a central repos-
itory to devices servicing them to clients. We explore and compare
different device management possibilities in MQTT through WCF
and propose such design for bridging.
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Fig. 2: Web-Service Operations Provide Functions for an IOT Bridge.

Because MQTT uses the publish and subscribe model with client
identifier used for the registry to the MQTT broker, the discovery
mechanisms to discover other devices is through the broker keeping
a database of its register. A user interface is provided to let the users
initiate the MQTT device discovery through the MQTT protocol.
The implementation of web service talking to the MQTT database
allows performing operations directly to the devices registered at
the broker.

Once an MQTT device has been discovered, its metadata will be
shared with the clients connected using the web service. In this way
a real-time polling of device mechanism is provided by implement-
ing AJAX e.g. Signal-R). Asynchronous JavaScript + XML" is a
set of Web development techniques using many Web technologies
on the client side to create asynchronous Web applications.

In our implementation, we use Arduino Mega as client’s devices
based on ESP8266 frameworks. We also implement an open source
control panel (Homie-control — A high-level application for the
10T) [5] application to let the user control and read the states of the
devices.

PROPERTIES
+Add Property
NAME DEVICE NODE PROPERTY TYPE LAST VALUE
Heating Z1Enable 028£39e0 zonel enabled enable 1
Z1 Humidity 028f39e0 zonel humidity humidity 87
Irigation Front Z1 Humidity Set 0281390 zonel  humidityset  humidityset 20
Z1 Override 028f39e0 zonel override override 1
Irigation Bacic 21 Pump 028390 zonel Pump switch 0
22 Enabled 028f39e0 zone2 enabled enable 1
Lighting 22 Humidity 028i39e0  zone2 humidity bumidity &3
Z2 Humidity Set 028f39e0 zone2 humidityset humidityset 238
22 Ovenide 0281390 zone2  override override 1
72 Pump 028390 20ne2 pump switch 0
23Enabled 026f39c0 .~ zone3 cnabled enable 1
Z3 Humidity 0283920 zone3 humidity humidity 50
Z3 Humidity Set 028f39e0 zone3 humidityset humidityset 87
Z3 Override 0283920 zone3 override override 1
Z3 Pump 028f39e0 zone3 pump switch 0

5 Brge ¢ (1 oz 3 4 5 6 ) )

NEW PROPERTIES

Q Discover Properties

ADDRESS LASTVALUE DEVICENAME TYPE  FRIENDLY NAME
devices/1bfOdSef/relayitopgle Sonoffl  switch +
devices/1cB0B9cf/relay/toggle Sonoff2  switch +

Fig. 3: Homie-1OT, Implementation.

3. Conclusion and future work

In this paper, the WCF and WSDL standards are the bridging agents
to make different 10T platforms integrate with each other. Different

protocols such as loTivity and AllJoyn, MQTT etc. can communi-
cated with each other as a transparent. The Web Services Descrip-
tion Language (WSDL) is an XML-based syntax for presenting in-
formation. It is a definition language for structured description of
the functions offered by a web service. The functions can be in-
voked by the devices anytime at any place without the need for con-
stantly being connected to the 10T ecosystem. We implement and
verify this integration architecture based on the existing Web Ser-
vice interworking specifications.

In particular, our paper also focuses on the running Device Man-
agement (DM) functions from different platform standards cen-
trally available to a Web-based Graphical User Interface called a
High-Level application for Homie IoT. Homie-control provides a
web Ul to manage Homie devices as well as a series of virtual py-
thon devices to allow extended functionality. In the future, we as-
pire to extend the integration of other loT platforms such as Google
Weave and Apple Home Kit. Furthermore, an integration of tiny
encryption algorithms used to encrypt communication between dif-
ferent 10T data exchanges will be looked at in the future.
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