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Abstract 
 
The typical scheme used to generated cryptographic key is a fuzzy extractor. The fuzzy extractor is the extraction of a stable data from 
biometric data or noisy data based on the error correction code (ECC) method. Forward error correction includes two ways are blocked 
and convolutional coding used for error control coding. “Bose_Chaudhuri_Hocquenghem” (BCH) is one of the error correcting codes 

employ to correct errors in noise data. In this paper use fuzzy extractor scheme to find strong key based on BCH coding, face recognition 
data used SVD method and hash function. Hash_512 converted a string with variable length into a string of fixed length, it aims to 
protect information against the threat of repudiation. 
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1. Introduction 

Cryptographic aims to defined and understanding of security [1]. 
Cryptographic require uniformly random strings [2]. In encryption 
need to the secrecy of the key whether public or private key to 
Encryption data and its keep from attack [3], this key generated 

from fuzzy extractor and Biometric. Biometric Encryption, other 
names for Biometric Encryption are Biometric Cryptosystem, 
Secure Sketch, fuzzy extractor, helper data System. Biometric 
encryption is a set of technologies that binda key to a biometric or 
extract string key from the biometric [4, 5, 6]. Biometric is hard to 
be modified and the accuracy of the recognition effect on the 
decision of biometric systems [7]. Bio-cryptography methods base 
on biometric and cryptography, biometric is noisy data but 

cryptography includes correctness and exactness in keys [8]. 

Why Used Fuzzy Extractor 

Sources random bits are important for cryptography applications. 
In many cases, these bits are not original form stored for future 
use but it is found by restoration the same procedure that 
generated the previous, this bit obtained from this way its contain 
noise [9,10,11,12]. To utilize from this the sources, from 

necessary remove noise, to obtain the same string in subsequent 
readings. Bennett, Brassard, and Robert [9] classification into two 
tasks are information reconciliation to removes the noise without 
losing information and privacy amplification to converts the high 
entropy to a uniform random value[13]. 

Fuzzy Extractor 

Extracts strong key string R from input w, if the w change to input 
w', then the string R can be reproduced exactly [5], the method 

that used to estimation noise on input is hamming distance. First, 

the Secure sketch is a sketch (SS) and recover (Rec) as show 
figure 1(A), the following steps of secure sketch [8, 14, 15]: 
1. Secure sketch (SS) apply on w and produced string S. 
2. Recovery (Rec) apply on w' and S and produced 𝑤.  

Granted correctness of secure sketch (SS) if 𝐻_𝑑𝑖𝑠(𝑤, 𝑤′)   ≤  𝑡, 

then 𝑅𝑒𝑐 (𝑤′, 𝑆𝑆(𝑤)) = 𝑤, but no return output of Rec 

If 𝐻_𝑑𝑖𝑠(𝑤, 𝑤′)  >  𝑡, where t is represent different 

between (𝑤, 𝑤′). 

Second, fuzzy extractor performance based on two stepsas show 
figure 1(B) [16,17,2]: 
1. Generation procedure (Gen) apply on w and give string R 

and𝑃. 

2. Reproduction procedure (Rep) apply on𝑤′ and P and give 

string 𝑅. The Granted correctness of fuzzy extractor 

if 𝐻_𝑑𝑖𝑠(𝑤, 𝑤′)  ≤ t then R, S were created by (R, S) ← Gen 

(w) and Rep (𝑤′, S) = R [18]. 

 
Figure 1: (A) secure sketch; (B) fuzzy extractor 

Biometric 

Some application need to merge between cryptography and noisy 

data is biometrics, biometrics aim to recognition Individuals by 
physiological or behavioral properties [5]. 

Error Correcting Codes (BCH Coding) 

Error correcting codes used in communication and digital 
technology [19]. BCH codes are a type from multiple error-
correcting codes. The binary BCH codes were discovered in 1959 
by Hocquenghem and independently in 1960 by Bose and Ray-
Chaudhuri. BCH codes are developed in Galois Field (𝐺𝐹). 𝐺𝐹has 
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a finite number of elements in it. Galois field, also known as the 
finite fields, over set 𝐺𝐹(𝑝) for each prime number 𝑝. The 

extended field, denoted as 𝐺𝐹(𝑝𝑚), are the content of the 

polynomials of degree 𝑚 − 1 over the field𝑍𝑝. These a 

polynomials are 𝑎𝑚−1 𝑥𝑚−1+. . . +𝑎1𝑥1 + 𝑎0𝑥0where the 

coefficients 𝑎𝑖  in set{0, 1, . . . , 𝑝 − 1}. BCH codes use field theory 
as well as a polynomial over a finite filed [20,21]. BCH codes are 
a subset of the Block codes. A coded sequence, obtained by 
adding redundant bits to information, is known as code word [22]. 
BCH ac ode is dividing the message by generator a polynomial 
and then give the remainder to produce the code word a 
polynomial. The generator polynomial is created by taking the 
Least-Common Multiple (LCM) of each minimal a polynomials 
corresponding to the roots [20]. 

Code length  𝑛 = 2𝑚 − 1, Number of parity bits𝑛 − 𝑘 ≤ 𝑚𝑡, 
Minimum hamming distance  𝑑 ≥ 2𝑡 + 1 and Error-correction 

capability 𝑡𝑒𝑟𝑟𝑜𝑟 .BCH decoding are Calculate the syndrome from 

the received word, determine the error-locator polynomial, find 

the roots of error-locator-a polynomial and correct error [23, 24, 
21 25 ]. 

Hamming Distance 

The number of bits positions that different between 𝑤and 𝑤′, it is 
the most natural method used in constructing sketches and fuzzy 
extractor [26].[32] 

Hash_512 

One the type of cryptographic algorithms used in digital signature 

to product the integrity and authentication security services [27]. 
The hash algorithm includes integrity to verify the modulation of 
messages, and it is widely used for digital signatures, message 
authentication codes, and etc. [28]. The SHA_512 generates a 512 
hash value [29][31] 

2. Implementation of the Proposed Approach 

First, biometric consists of four stages: preprocessing, features 
extraction, classification, and matching, as show figure 2. 

 
Figure 2: Show the main steps of biometric 

 
Algorithm: Face Recognition 

Input: face images, N represents a number of persons and M represent the number 

training sample or testing sample for each person. 

Output: features extraction(W, 𝑊′) 
A) Training or testing images: 

1- For I=1 to N 

2- For J=1 to M 

3- Compute Convolution between image and edge detection filter. 

4- Compute Convolution between edge detection image and smooth filters. 

5- Merge between edge detection and original. 

6- Divided image into parts and compute the SVD for each part. 

7- End for I. 

8- End for J. 

B) classification images: 

1- For I=1 to M 

2- 𝐷(𝐼) = √𝑡𝑒𝑠𝑡𝑖𝑛𝑔(𝐼)2 − 𝑡𝑟𝑎𝑛𝑖𝑛𝑔2 

3- End for I. 

4- Find smallest of Euclidean distance 

5- W=features of training image 

6- 𝑊′= features of the testing image with smallest of Euclidean distance 

Second, apply fuzzy extractor to the optioned strong key used in 
encryption message, in figure 3showa fuzzy extractor scheme 

[23]. 

 
Figure 3: A system for a fuzzy extractor 

 

To generate the key in fuzzy extractor used noise or biometric 
data, random data, BCH coding, BCH decoding and hash function. 
Obtain helper data and strong key. As show in figure 4. 
Algorithm: a fuzzy extractor. 

Input: random X, random Y, W, and 𝑊′. 
Output: Cryptographic Strong key.  

A) Generation procedure:  

1- BCH encoding with block length=63, information bit=45 and error=3. 

2- Select generator polynomial of six degrees. 

3- Compute code word during find modular between generator and BCH 

block.  

4- Compute XOR operation between W and result of step3 to give S. 

5- Compute XOR operation between W and X. 

6- Compute hash_512 to give the strong key. 

B) Helper data (P): S and X. 

C) Reproduction procedure: 

1- Compute XOR operation between 𝑊′ and S. 

2- Compute Si=V mod 𝜇𝑖where V is received code word and 𝜇𝑖minimal 

polynomial of𝛼𝑖. 

3-Selecting the minimal polynomials for 𝛼. 

4-Compute𝑆𝑖(𝛼𝑖). 

5- BCH decoding during Newton's method. 

6- Compute XOR operation between S and result of step5 to give W. 

7- Compute XOR operation between W and X. 

8- Compute hash_512 to give the strong key. 

3. Conclusion 

The general system is asymmetric biometric. Performance a 
system apply on face images as an example of the scheme. The 

main aim of this paper isgenerateda strong key used in 
cryptography application but unlike traditional keys and  
investigate the fuzzy extractor performance on based  biometric 
used features extraction of the face. This work may be helpful to  
the understanding of system fuzzy extractor implementation. 

 
Figure 4: Implementation diagram of the fuzzy extractor 
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