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Abstract 
 

The present era has become a digital world, which has been serving the mankind in each and every sector. Due to this, a lot of varied data 

is used and stored across the digital world. To handle this tremendous varied data, the concept of big data plays a vital role. Data and big 

data are two sides of a single coin. Digitization has been made possible along with the growth of data through Big data. This leads to 

creation of many security concerns in Big Data applications. This paper presents a review on some of the existing security and privacy 

issues on different big data application domains and triggered some new additional V’s like visualization plus vulnerability, which has 

been correlated with the security and privacy issues on those domains. This paper also focuses on that application area which has not 

taken security and privacy issues of big data into consideration. We have also found some new issues that could become possible threats 

for the protective data in various applications. 
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1. Introduction 

Big data is basically associated with the globalization of the pre-

sent era, where digitization has taken its prominent role to play in 

it. Big Data is a new approach for enhancing decision making by 

processing large volume, velocity, variety of information. When 

the size of data exceeds beyond the ability of typical database 

warehouse, then the concept of Big Data came into the picture to 

capture, store, manage and analyze such data. Real world data-

bases are so much bulky in size that processing becomes unwieldy 

for handling such databases in terms of size, speed and processing 

time. 

Basing on some real life data utilization such as in banking sector, 

where numerous data are stored regarding the customers, staffs 

and transactions, it is difficult to analyze these voluminous data 

which is also seen in the social networking sites like Facebook, 

Twitter, What's app. Many more domains has been storing their 

data with a belief to access its availability with it's need which has 

been challenging role to be followed [1] [2]. Big Data problem 

include capture, storage, dissemination, search, analytics, and 

visualization. Some of the key decisive power provided by Big 

Data can be categorized as defining needs, revenue generation, 

and decision strategy, better services and identifying new trends. 

With the increase of data size, its vulnerability increases according 

to that various tools plus techniques can be developed who make it 

secure; where the intruders have proved themselves more ad-

vanced in security breaching. The magnanimous infrastructure of 

cloud and huge inter-cloud data migration, a variety of data 

sources and firms, and immense data attainment invite security 

vulnerabilities [4].  

Big Data along with being beneficial towards the surplus amount 

of data, it has challenges and issues as well. One of the challeng-

ing concerns to be preserved with Big Data is security and privacy 

issues; some of them we are concerned such as confidentiality, 

integrity, availability, monitoring and auditing, key management, 

and that can be considered in Big Data application domains such 

as Biotech, defense, ERP/CRM, Finance/Banking, Geo-science 

weather, mobile telecom, marketing, business analytics. Taking 

Big Data security into concern, we have noticed some big security 

breaching phenomena/techniques which are used in different Big 

Data application domains to break its security. Further, we have 

detected some additional privacy issues from the existing applica-

tion domains and tried to frame some solution for it[5].  

2. Preliminaries 

This section discusses all the basic concepts of security and priva-

cy challenges in Big Data plus with its elements. 

2.1. Big data 

Big Data is a buzz word which is now whispering everywhere in 

every sector. Big data is expressed in terms of data relating to 

bigger volume, heterogeneous sources with distributed and decen-

tralized control, that can handle complex relationship between 

data. It constitutes both structured and unstructured data that 

grows large so faster that they are not manageable by traditional 

relational database systems or conventional statistical tools. It has 

been better demonstrated through a theorem called as HACE The-

orem (Heterogeneous, Autonomous, Complex and Evolving) [7]. 

This theorem has been assumed upon a giant elephant which is 

treated as big data in this context. The giant elephant needed to be 

analysed by 6 blind men to give their perception on it, as shown in 

Fig.1 which is correlated with “Big Data” [6]. 

http://creativecommons.org/licenses/by/3.0/
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Fig. 1: Example of V's. 

 

The main goal is, how big data comes into the picture in front of 

the society and observe based on reaction of the society. The blind 

persons had the different point of view about elephants such as a 

tree, a big fan, a huge wall, a solid spear, a snake or a rope due to 

lack of actual knowledge of reality. If it is taken as partial infor-

mation about a particular data such as all the blind persons analyze 

only the parts of total output which is collected during their analy-

sis. This can be used to explain the important key elements of big 

data by assuming the elephant as growing size link with volume, 

different pose as velocity and its every body part as variety. Partial 

information may create biases of the actual information. This ex-

ample can have a clear outline of Big data for laymen. Exploring 

``Big Data '' in this situation can be considered as combining in-

formation from various diversified sources (blind men). Big Data 

Analytics is a process of: Collecting, Organizing Analyzing of 

large sets of data to Discover patterns and other valuable infor-

mation. 

3. Security and privacy issues provoked by 8vs 

of big data 

According to (Gartner IT Glossary) "Big data is high volume, high 

velocity, and high variety information assets that demand cost-

effective, innovative forms of information processing for en-

hanced insight and decision making ''. Here V's of big data are 

summarized to co-relate security and privacy with V's as shown in 

Fig.2. 

3.1. Volume 

It defines the key characteristic of big data. Volume is the amount 

of data generated by organizations or individuals. Data are gener-

ated by the organization in the sense per day how much data are 

generated by the company which are established for our social 

development which is connected with web world we can take that 

organization like social media such as facebook, twitter, LinkedIn 

or we can say news channels, other TV channels. The sources may 

be typical internal or internal-external data sources, Some typical 

Internal data sources are File systems, SQL, NoSQL, archives of 

Scanned documents, paper archives, records etc and internal-

external data source can be Sensor Data, Social media, Business 

apps, Media, DOCs. One of the key concerns for privacy is stor-

age and use of data [15]. Volume indicates how to store the huge 

amount of data; it should need a big platform to store data. The big 

volume of data increases the risk of information leakage. So this 

element is directly associated with security and privacy [8].  

 
Fig. 2: 8 V’s of Big Data. 

3.2. Variety 

It deals with Different types of data and data types, which is origi-

nated from different sources. This data is generally categorized 

into three types: Structured data, Semi-structured data, and un-

structured data. 

i) Structure data: The data which has predefined format it can 

be easily stored in a traditional database which can be repre-

sented in a row and column format [8]. 

ii) Semi-structured data: It is just a part of structured data but it 

cannot fit into each and every data model. It is difficult for 

us to store this type of data in a traditional database. This 

type of data can store in a file which consists of a number of 

tags, for example, XML, JSON, etc. 

iii) Unstructured data: This type of data does not have any pre-

defined formatted structure. Each and every entity are not 

mapped with every attribute ex- image, video etc. 

Variety is defined by its number of sources with natures of data. 

Here the data comes from different sources and the data are of a 

different format, so data format problem occurred and to manage, 

store them become impossible. The unformatted data resulted in 

an invalid solution for any infrastructure use and it may affect the 

privacy of data. Problems like data monitoring plus data auditing 

arises due to massive data, for this reason security issues like con-

fidentiality, authentication or integrity can get introduced by de-

fault. 

3.3. Velocity 

It represents the data rate at which data is generated and spread. It 

shows the uninterrupted and high frequencies of data. The security 

and privacy problem comes in this 'V' also and the most common 

issues are information security when the data are generated at the 

high speed. Fast growing and iterating data severely affect the 

traffic of the network, which can slow down the whole process[8]. 

This slowing down can cause a server crash, which can result in 

failure of validation mechanism by which hackers can gain access 

to the resources which they are not allowed to access. Besides, the 

hacker can launch advanced persistent threats (APT) more easily, 

while it is hard to be detected by the traditional protection strategy. 

3.4. Value 

Value is defined such a way suppose the industry has some im-

portant data than for the risk analysis or we can say finding some 

new idea from the existing information we need to analyse them 

and after the analysis, what type of result we will get that term 

indicates the value of big data. This value is summarizing much 

more thing for the betterment and it derives business value from 

the data also. The output is produced from a large number of data 

sets and this amount of data may cause the security problem, if 

any information is leaked by the attacker this will hamper the 

future of an organization, because of this v also create security as 

well as the privacy issue. 
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3.5. Visualization 

It is a way of representing the processed data. Once the resulting 

process is over, then the task is to describe or represent the result. 

Why we are using the visualization tools? The content of result 

does not explore the basic idea plus essential thing about the actu-

al raw data. Here also the data and results are not safe, once the 

resulting process is complete so many accidents may happen, if 

the result is hacked by any attacker everything will lose. With the 

help of data visualization software expose all information which 

input is given that input may be a bar, a line or may be any text 

data. So here for a large amount of data if we are not conscious it 

may occur privacy issues. To encode visual objects contained in 

graphics like points, lines or bar for communicating with data or 

informations the techniques used is Data Visualization. The pri-

mary objective is to communicate information undoubtedly and 

proficiently with users, for which it has been a important part of 

data science. Visualization provides instant outline of the pro-

cessed data for better decisive power, and is basically used for 

exploring new data set. 

3.6. Validity 

Ensuring the purpose before sharing information, life of the im-

portance of any data. Whether the obtained data is correct or not. 

The parameter you are considering. Correctness is defined by 

availability one of the security characteristics. 

3.7. Veracity 

It refers to the accuracy and trustworthiness of data or we can say 

the uncertainty of data. This is related to authentication security 

problem [20]. It is strongly connected to veracity, one of the five 

Vs. 

3.8. Vulnerability 

Identified or unidentified flaws in any system protocols. This is a 

serious weakness of the security program or we can say this is gap 

made by the experts which they can't full fill till now, this is also 

related with big data and comes under a serious challenge for eve-

ry expert in data science. Always it is exploited by threats to gain 

authorized access to a particular resource. From 8 Vs this V is also 

facing so many challenges [4]. Hackers have hacked driver-less 

Google cars by jamming the steering wheel and showcased the 

risk of demanding bounty from passengers if the science of hack-

ing is made public. 

4. Security characteristics 

“You can have security and not have Privacy, But you cannot have 

Privacy without Security” Tim Mother. 

In near recent stages, computer system damages, generally due to 

viruses such as malware, ransom-ware (WannaCry, Petya). Organ-

izations by taking the benefit of this, are used to circulate these 

type of contents to advertise their antivirus software for selling 

them. As this is the era of big data, this type of malware activities 

have been reduced but the security and privacy fear are still hunt-

ing us. With companies moving forward to implementing big data 

concepts the fear of privacy leak increases even more. Traditional 

security, trust plus privacy methods has been affecting due to the 

new inventions of IT tycoon. Because of different forms of attacks 

in the application side and attacks with terrible effect in the hard-

ware component, security has become the most difficult task in 

Big data [10]. 

i) Confidentiality: It is the main feature while talking about 

security, which is mainly used during dealing with sensitive 

data's. When the data is found to be confidential during stor-

ing and processing, it gets permission in gathering process. 

Information should secure between sender and receiver, en-

suring secrecy of information. 

ii) Authentication: Ensuring only legitimate users can access 

the services without any false identity; this is a key charac-

teristic of security. This service provided the purity of the 

transaction. 

iii) Availability: Service must be available to the authorized us-

er (instead of non-repudiation in security service). 

iv) Integrity: Here one question will occur regularly i.e. “How 

do I ensure that the data which are stored that is really 

stored my data without tampering with it?”. Data integrity is 

the legality and superiority of data. This is also one of the 

key characteristics of the security. 

v) Non-repudiation: Taking digital security into concern, one 

of the characteristics called non-repudiation provides proof 

of the integrity and origin of data. Authentication guarantees 

genuineness with high certainty by the help of non-

repudiation. Repudiation means denying. Non-repudiation is 

to ensure that someone cannot deny something [9]. It has 

become one of the key security characteristics for data 

transfer, where either sender or receiver's authenticity or 

identity cannot be refused by either of them. 

vi) Access Control: Access control is a security skill that can 

use to Prevention of unauthorized access to a resource and 

services [5]. Most important thing is that services must be 

accessible to the authorized user, having any technical 

knowledge or not. Technically access control can divide two 

types, physical and logical. Physical access control identi-

fied the boundary and IT assets, logical access control rep-

resents computer networks, system files, and data.[search 

security] 

5. Big data application areas 

Different application areas of different sectors have been benefited 

by using big data for their analysis purpose. Big data had helped 

them in analysing their data to uncover some important patterns 

and more valuable information [21]. In this way, big data is help-

ful in every application areas, which are externally or internally 

connected with our society. In Healthcare sector, big data is play-

ing a vital role for their patients as well as doctors, by keeping the 

detailed analysis of the individual profile. Big data has also be-

come popular in public sectors, private sector is technically con-

nected with big data. Kinsey Global Institute has come up with the 

importance of Big data in some main areas [3]:- 

5.1. Biotech 

It has helped in improving medical decision support system by 

analysing disease patterns and getting them benefited in finding 

the present solution as well as easy and quick access to the data 

and methods in future, without overloading work pressures. 

5.2. Public sector 

Public sectors like banking, telecommunication, government sec-

tor, military, police, infrastructure (public roads, bridges, tunnels, 

water supply, sewers, electrical grids, telecommunications )by 

directly or indirectly helping in decision making, giving idea about 

customer motive and interest, risk analysis with solutions, inno-

vating new products with services, development of automated 

systems to suppress risk. 

5.3. Marketing 

This sector has a personal relationship with big data from its 

origin, Big Data allows businesses to personalize each customer's 

experience and it even lets them calculate consumer behaviour 

which is the key point of marketing. It helps in analysing custom-

er's mood over a purchase of products, their interest in web-based 
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markets. Big data improves product activity design, helps in-store 

behavior analysis, and optimizes labour inputs, logistics optimiza-

tion, new business ideas are innovated. 

5.4. Industrialization 

This sector and big data are interconnected, for enhanced demand 

forecasting, supply chain planning, sustaining sales, industrial 

production operations, web exploration based applications. 

5.5. Private sector 

Private sectors helps to provide easy information as well as brief 

knowledge about smart routing, geo-targeted advertising, metro-

politan development, innovative trade models. 

6. Literature survey 

The concept of Big Data security and privacy has been defined in 

many ways, in this section, we quantitatively and qualitatively 

analyse the 45 papers according to their areas. There are many 

applications domains of big data which are comes under these 

fields such as industrialization, Public sector, private sector and 

many more, they are not given that much importance to system 

reliability and security. However, very few prior studies focus on 

security of the ``information and communication technology''. It is 

critically important as it is the base of all the applications. 

Demchenko et al. [23] introduces the Scientific Data Life cycle 

Management (SDLM) model which consists of all important stag-

es by reflecting the basics of data management in modern e-

Science, along with proposed the SDI generic architecture model, 

which gives the details for building inter operable information and 

explain how these models can be naturally implemented using 

modern cloud based communication. It also proposed the im-

portant infrastructure factors for Big Data, which refers to differ-

ent technical communities for the requirements on data manage-

ment, security and access control. But it could include non-

repudiation technique for giving more security to the scientific 

data infrastructure; it could help to keep the communication more 

authenticate with identity proof. 

Chandra et al. [12] described the current health care security is-

sues with its challenges in big data environment. One of the most 

important factors to concern is, due to increase adoption of cloud 

technologies, threats of breaches and leakage of confidential data 

also increases. So, by using Big Data environment, it is trying to 

secure the healthcare system, basically the patient health record. 

Here, different Big Data security approaches such as Health Care 

Big Data and Internet of Things, Health Care Big Data and Cloud, 

Securing Patient Health Records in Big Data and Cloud Environ-

ments plus health Care and Big Data Analytics has been used. 

There is a requirement to secure the sensitive health care data to 

maintain the privacy and integrity of the delicate data from the 

middleman and Malicious software. 

Patil et al. [11] represented the big data in different way by pre-

senting the state-of-the-art issues of security and privacy in the 

healthcare industry. To decrease the threats of security and privacy 

issues, more focus on the scientifically burst through computa-

tional, storage and communication capabilities could be strived. 

Rao et al. [13] presented some usable security solutions to prevent 

the exploitations of the potential big data in healthcare area. The 

solutions are carried out in a highly synchronized environment. 

According to the author, the solutions should be developed in such 

way that it must ensure the protection of analysis and its Frame-

works. In order to enhance the quality of health care, one of a Act 

in the U.S. called The Health Information Technology for Eco-

nomic and Clinical Health (HITECH), has enforced for the adop-

tion of electronic health records (EHRs) [14]. New Data Sources 

(NDS) project refers to patient-generated health data, consumer 

device data, fitness data, and data from social media, but it has not 

taken big data along with privacy and security into primary con-

cern [15]. 

Wang et al. [18] discuss some ethical implications of big data 

privacy and privacy preserving technologies related to record link-

age, synthetic data generation, and genomic data privacy in bio-

medicine. It need to deal with many problems and rising challeng-

es, because we believe good solutions to diminishes privacy risks 

in biomedical research require a combined effort from different 

areas. Ancy et al. [38] proposed a method to determine the condi-

tion of a patient as normal or kidney failure patient and handle 

easily large volumes of clinical datasets namely, RBFNN (Radial 

Basis Function Neural Network) with classifier algorithm with the 

use of parameters. By the help of this method it tells all the stages 

of kidney failure patient and treatment. Most significant issue is 

that security and privacy, we need to technically handled these 

data sets for the future use with maintain the secrecy of datasets 

use. 

Bates et al. [16] has presented different ways for addressing priva-

cy part of the health care systems and also developed some sup-

port systems for research on analytics, by specifying some use 

cases in the field of high-cost patients, readmissions, triage, de-

compensation, adverse events, and treatment optimization for 

diseases affecting multiple organ systems using Big Data analysis 

to minimize cost. The organization always need to perform some 

basic analysis and changes need to be implemented to improve the 

system along with cost minimization. Feng et al. [17] proposed a 

digital device array called Raspberry pi (RP) for data collection by 

taking big data security issues into account in a health care situa-

tion. The device can play a very vital role in the field of Digital 

Forensic Science, since a systematic approach is used in the de-

vice to establish security issues in the health and smart city areas. 

RP device has that much potential to carry out in any poor config-

uration if security threats arises in future. Health care system is 

unable to deal with todays cons pirated environment because of 

the lack of using big data analytics, its security and privacy [19]. 

Camargo et al. [24] proposed a big data analytics system to meas-

ure citizens’ awareness through Twitter social network. This could 

be made possible by taking government permission with the help 

of some set of Big Data tools. To distinguish the security charac-

teristics in tweets, a machine learning algorithm is needed to be 

learned. The final reports are described in Heat Map to check 

whether the tweets are secure or not. And most significant thing is 

that government should provide Big Data tools to utilize all the 

technology of Big Data. As per Lu and wu [25] the most vital key 

patterns for creating a healthy and balanced new media ecological 

environment are the safeguard methods to provide and consume 

the sensitive data. And also how efficiently these data are used to 

provide safety information. The difficulty of the new media big 

data security research is that understanding the new media content 

and identify the new media ideas. 

Shen et al. [26] proposed a fog-assisted mobile crowd sensing 

architecture and two privacy preserving crowd sensing schemes 

for crowd sensing applications. The method is based on an addi-

tive homomorphic encryption algorithm and a bitwise-XOR ho-

momorphic encryption algorithm. By the help of these algorithms 

the service subscriber collects the statistical and accurate data, 

without any background details and link between individual data 

from each applicant. But for security we have to secure these ar-

chitecture model and its data content of each participant. 

Kshetri [27] enlightened the costs, profits, uses, and future scopes 

associated with organizations and studied how big data are related 

to privacy, security of consumer welfare. Along with all the bene-

fits, effects of big data on the way of security and privacy of com-

plexity, vulnerability and technological knowledge’s is also dis-

cussed, which vary from consumers to consumers. Besides all 

these, how Big Data raise any ethical issues, misuses has also been 

pointed out. There is a need to develop our environment, to stop 

the exploitation of consumer, ignore their interests. In case of 

privacy issues, consumers are often unknown regarding their lack-

ness of up-to date information. Hence, every organization needs to 
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have a firm-level big data policy for our better and knowledgeable 

future. 

Zhang et al. [28] proposed an on-line and status-aware approach 

called SafeDrive where labelled data are not required like others. 

SafeDrive statistically develops a state graph (SG) as a activities 

model in off line. To depart an anomaly from the SG, SafeDrive 

classifies some segments. SafeDrive is accomplished to identify 

various types of driving anomalies. By the help of this approach 

we can alert rivers to correct their driving behaviours. Instead of 

these we have to deeply analyse the driver driving behaviour with 

complete road data such as videos, road network knowledge, and 

vehicles information for quick and clear identification of anoma-

lies with all description. 

Jain et al. [29] summarize various types of weather forecasting 

applications belonging to different domains using Big Data and 

defined technical challenges facing while taking advantages from 

these domains. One problem is, perception of any weather reporter 

plays important role, since a small wrong perception will cause 

severe loss in every sector. To remove these types of threats, we 

have to identify an optimal solution for these types of disputes, 

which can save lives. The wrong perceptions may occur due to 

any privacy and security issues of systems. 

Lin et al. [22] proposed a framework that is based on a longitudi-

nal operational cooperation network model, of terrorist organiza-

tions and the sources are derived from an open source database. A 

quantitative analysis is done for the vibrant change of cooperation 

relations, for which the framework is divided into two sub levels 

like network-level and node-level. In network-level, it has found 

the dynamic change process of network using topological structure 

and in node-level; how a position has changed using centrality 

analysis has been detected. And consider a valuable technique 

based on Big Data from open source intelligence. Global Terror-

ism Database (GTD) is used in this analysis for the dataset where 

the terrorist incidents are recorded with brief information around 

the world from 1970 to 2014. All the updated information regard-

ing 50 dangerous terrorist organizations can be accessible in an 

on-line platform called Big, Allied, and Dangerous (BAAD). ORA 

is also used to study the structural dynamic change in the network. 

But here the cooperation networks are loosely connected which 

may cause the serious global terrorist attacks. We have to focus on 

security and privacy of the networks to secure that network. 

Yan et al.[30] proposed a reference value to intelligent safety su-

pervision in the big data platform and mentioned four important 

technologies such as integration, analysis, processing and display 

technologies to fulfil the need of intelligent safety supervision. To 

develop the construction of intelligent safety supervision platform 

and find the value of smart safety supervision, big data analysis 

technology should combine all technical advantages and safety 

supervision system applications required. Janssen et al. [31] illus-

trate the government’s role, availability for citizens control, im-

pact on society, opportunities to the public, challenges to transpar-

ency and privacy in the Big and Open Linked Data (BOLD). Since 

BOLD creates a great impact in the society and public organiza-

tion, there is a huge need of the fundamental and applied research 

in the area. Though privacy and transparency are fundamental 

principle, they should take the complex nature in the role and es-

tablish a relationship with other variables as they are not at all well 

understandable. 

Puthal et al. [32] proposed a new authenticated key exchange 

scheme that is Dynamic Prime Number Based Security Verifica-

tion (DPBSV) scheme, which is based on symmetric key cryptog-

raphy and random prime number generation that renewed dynami-

cally. Main aim is to provide well organized and fast security veri-

fication for big data streams. The common shared key updates 

both source sensing device and data stream manager (DSM). To 

assure end-to-end security and maintain data qualities DSM have 

to always verify. Some applications need to remove redundant 

data and get original data for stream data analysis. To improve the 

efficiency of symmetric key encryption towards more efficient 

security aware big data streams, need to investigate for the further 

new approach. Hardy et al. [33] judge the benefits and risks of 

declaring government data as open data and classified the chal-

lenges that faced by the Australian government due to released the 

public personal data as a open data into the public domain. Open 

data is a data which is accessible for free and which can be ac-

cessed by anybody and re-used for any purpose. The Government 

should focus on developing more secure and trustworthy tech-

niques to permit the release of government data, that may hamper 

any public personal life. 

Zhao et al. [34] explained the concepts, characteristics and data 

processing steps of electric power Big Data on the basis of oppor-

tunities and new security challenges faced when big data is use for 

analysis. It needs to make stronger the traditional information 

security to make the big data as a new driving force of the era. 

Tonni et al. [35] proposed a microaggegation technique to provide 

data anonymity in case of its type. Microaggregation technique is 

used to protect a dataset through anonymity, which may expose a 

person’s identity. To secure these data sets used two types of algo-

rithms in the microaggregation methods namely an evolutionary 

attribute grouping algorithm and Huffman data compression algo-

rithm. Therefore, these algorithms can be applied to secure big 

data in CPS applications that require continues data access, and 

prevent data disclosure. Improving the algorithm performance we 

need to added and sorted a new cumulative attribute frequency 

into the priority queue. 

Terzi et al. [36] studied network anomaly and attack detection 

with a new supervised anomaly detection approach on Apache 

Spark cluster in Azure HDInsight in the big data analysis. The 

results are visualized as 3D by dimension reduction with principal. 

Component Analysis to detect policy violations, outlier’s mali-

cious traffic flow easily. In network traffic, most of the flows are 

normal that’s why it may affect the detection of anomalies, so for 

the better results we need to more data, anomalies, efficient algo-

rithm and platforms. Palaiokrassas et al. [37] presents a recom-

mendation service based on Neo4j graph data base and a model-

ling approach, which is applied in the perspective of smart cities 

application and leverages the potential of big data. Challenges and 

issues of Neo4j also studied and validate. The service is applied by 

taking the open big data and user generated data through 

Smartphone applications. But for the upcoming advance genera-

tion of graph data bases, we need to use larger and more complex 

datasets, further leveraging on the effectiveness of the social net-

working services and experiment with new techniques. 

Zaki et al. [39] presents a concise summery on big data and e-mail 

security plus analyse two case studies to observe the security 

threats for big data. Case study such as Enron email dataset to 

investigate the security challenges of big data in email and the 

next is take 35 under graduate students to observe how the phish-

ing email generate through a users intention and break the security 

system. Finally results showed that big data analysis helps phish-

ers to understand the behaviour of email users. Therefore we con-

cluded here through big data all organizations, every individual 

persons suffers by using of phishing. It can destroy everything of a 

company, because it may attacks all the communities of a compa-

ny. There need to propose a framework and a set of guidelines for 

the prevention of such big data security threat in e-mail communi-

cation. Cockcroft et al.[40] presents a snapshot of big data aca-

demic research in information systems to identify themes in ac-

counting, finance research and practice. From 2007-2016 47 jour-

nal papers are used to analysis of accounting, finance and infor-

mation systems. After the survey we identify a taxonomy of 

themes which is presented as a conceptual matrix. Themes are 

used as concepts and the matrix identifies where they appear. Key 

point is that very few research works has done on privacy and 

security of big data in accounting and finance. Increased research 

in these areas which will lead to improvements in industry practic-

es, and opportunities for cross-disciplinary research. 

Martin et al. [41] used a conceptual framework based on gossip 

theory which are directly and indirectly links with customer vul-

nerability. Prevent the negative performance effects on marketers 

and customers relationship this framework is used. Three case 

studies are performed to show transparency and control in firms’ 
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data management performance, which can make smother the nega-

tive effects of customer data vulnerability. Mainly problem is that, 

here consider not only about the firm’s but also the customers data 

whatever the express, their feeling, how much trust they have 

upon the company and after this type of event study of data securi-

ty breaches affects badly to public companies also confirms the 

negative effects. We should try to recover from these negative 

events by the help of vulnerability encouraging events to restore 

philanthropic features of customer relationships. 

7. Performance evaluation 

As per the literature survey Table 1 shows the mapping with usage 

of big data in different application domains in terms of percentage 

and come to found new issues that could be encountered those 

areas. 

 
Table 1: Evaluation Mapping 

Domains/ Potenti-

ality 

Usage of 

Big Data 
(%) 

Prioritization of 

Security and 
Privacy (%) 

Issues encoun-

tered (after big 
data usage) (%) 

Healthcare [11] 70 60 20 

Telecome, Defence 

& Electrcal[34] 
30 20 10 

Market Research 

[41] 
80 60 30 

Industrialization 
[27] 

40 20 10 

Finance and Insur-

ance [40] 
20 10 10 

 

In the table1 all domains specified has been categorized into two 

sectors that is public and private sector. In the public sector 

Healthcare has given much more priority to big data for analyzing 

their work along with security plus privacy concern. But other 

public sector like telecoms, electrical, defense has not applied that 

much big data into their concern. In private sector one of the do-

main such as market research which include amazon, flipkart, 

snapdeal, medlife, big basket using Big Data analytics as their key 

database handler for enhance market business. The area gives 

priority to security plus privacy for their consumer satisfaction. 

But, some domains like finance and insurance has still not that 

much aware about the importance of big data in the growth of the 

organization. In various sector more issues are decreasing after the 

use of big data, but in some cases security issues still arises, due to 

lack of importance given to the security plus privacy factors. 

8. Conclusion and future work 

More we move towards digitizing the world with IOT, we need to 

find the meaning of data and store only relevant information for 

the future use. This data could be helpful, while installing sensors 

in each appliance, social media networking, and industrial sector. 

In order to find out the important pattern from these raw data, Big 

Data analysis helps readily. This paper has surveyed different 

application domains working in the areas of big data, prior to the 

security, privacy and its challenges. We came to the conclusion 

that, many domains have not used big data in their analysis pur-

pose and had not taken security and privacy issues to their con-

cerns. From the literature survey, we got some security issues in 

every application domain. Therefore we need to focus on those 

application areas which has not concentrate on security and priva-

cy issues of big data. One of the issue can be protected data is 

being used by unauthorized people, which may affect the near 

future. The protected data after being utilized should be deleted 

from the database. But some time due to human error, it may not 

be removed permanently from that system/database, which can be 

accessed by the hacker [42]. Our future work is based on over-

coming these problems in our real world application areas. 
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