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Abstract 

 
The adaptation of Wireless Sensor Network (WSN) and its utility in real world applications like healthcare is growing faster. With its 

growth, it also brought vulnerabilities that cause security attacks. It is more so with the emerging technology known as Internet of Things 

(IoT) which combines physical and digital worlds. At least, as far as WSN is concerned, it is inevitable to have end to end security to 

protect communications that are sensitive and confidential.Many security schemes came into existence as found in the literature. 

However, most of them are inefficient for dynamic key management in dynamic WSN. Recently we proposed a scheme named as Agent 

Based Dynamic Key Management (ABDKM). In this paper we enhance and evaluate it against various attacks such as black hole and 

rushing.The enhanced scheme is named as an Attack Resilient-Agent Based Dynamic Key Management (AR-ABDKM). The scheme is 

implemented using NS2. The simulation results showed the remarkable performance improvement of the proposed scheme besides its 

attack resiliency.  
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1. Introduction 

 
Security in WSN has become an important research area as the 

sensor networks are widely used in the real world. Our work in 

this paper is an enhanced form of ABDKM [28] to make it attack 

resilient.When a node drops packets that come on its way without 

forwarding towards destination, such node is known as black hole 

and such attack is named black hole attack. The impact of black 

hole is high when it happens to be a node that connects two com-

ponents in the network [26]. Rushing attack is when a node wants 

to establish a route to a destination before actually sending data. 

Towards this end, RREQ is broadcasted by the sender node to its 

neighbours. Source node gets information about valid nodes with 

RREP. Having said this, some protocols exhibit a mechanism 

known as duplicate suppression which is exploited by attackers to 

launch an attack known as rushing attack. It is an attack where an 

RREP is forwarded by attacker on behalf of genuine node with 

bad intentions. It is done without following proper procedure [27].  

 

Many schemes came into existence in the literature. Many of the 

schemes are static and developed for static WSN. However, WSN 

can be dynamic and needs dynamic key management scheme for 

efficiency. Moreover agent-based key distribution is little ex-

plored in WSN. This is the rationale behind the work in this paper. 

Our scheme presented in [28] is enhanced to make it attack resili-

ent. The proposed scheme is known as AR-ABDKM which is an 

agent based dynamic key management scheme coupled with at-

tack resiliency. We evaluated the scheme with Two different at-

tacks aforementioned. We made NS2 simulations for proof of the 

concept. The results revealed better performance of the scheme 

over other key management schemes.  

 

The remainder of the paper is structured as follows. Section 2 

reviews literature on various key management schemes. Section 3 

presents the proposed key management scheme named AR-

ABDKM. Section 4 presents attack prevention mechanisms. Sec-

tion 5 provides algorithms to prevent attacks. Section 6 presents 

experimental results and at the end section 7 gives conclusions 

and future work.  

 

2. Related Works 

 
This section reviews related works. Kumar et al. [1] proposed a 

key distribution scheme which is based on mobile objects. The 

concept of the mobile object is to have an object with mobility 

that moves in pre-defined paths in order to distribute secret keys to 

nodes in WSN. The scheme showed efficiency in terms of com-

munication and computation besides providing desired security. 

Cao et al. [2] made a review of coordination among agents that 

work in distributed environment. Distributed agents are used to 

have coordination in control systems including robotics. Boissier 

et al. [3] explored agent based programming where autonomous 

agents work in distributed environment to have coordinated efforts 

to have effective computations. They studied JaCaMo which is 

one of the multi-agent systems that help in coordinating efforts 

among distributed systems. Crooks and Heppenstal [4] presented 

agent based modelling where agents do have characteristics like 

autonomy, heterogeneity, and active. Object oriented languages 

are used to have agent based models. Agent based modelling can 

have more parameters, adaptive nature, aggregation and conven-

ient environment. 
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Wang et al. [5] studied multi-agent base model for controlling 

smart buildings. The model made up of autonomous agents that 

take care of indoor energy consumption monitoring, comfort, in-

formation fusion, aggregation, intelligent controlling and optimi-

zation. Blilat et al. [6] studied security challenges in WSN that are 

to be considered while making sensor based systems. Nguyen et al. 

[7] proposed agent based functions into a game theory for control-

ling smart grids. It was used in renewable energy systems. Fan et 

al. [8] focused on the multi-agent systems and controlling them in 

distributed environment based on event driven approach. Multi-

agent systems are made event-triggered controllers that can help in 

automating systems where events trigger functionality. Zhao et al. 

[9] on the other hand studied multi-agent systems in terms of fi-

nite-time tracking in distributed environments. They followed an 

observer – based approach for effective control of systems with 

two communication protocols.  

 

Seyboth et al. [10] focused on event-based broadcasting as control 

strategy in multi-agent distributed system. It is an event based 

controlling approach with different scenarios. Each agent is mod-

elled based on its intended functionality and local information 

available. This approach is superior over traditional time-

scheduling approach. Sahingoz [19] proposed an agent-based dis-

tributed event system that is fault-tolerant. It combined the best 

features of intelligent mobile agents and event based communica-

tion. Nehra and Patel [20] proposed a key establishment mecha-

nism in WSN which is mobile agent based and location-aware. 

They made use of different kinds of agents for key distribution. 

They include location calculation agent, set up agent, and key 

establishment event. Agent manager controls these events as per 

policies to handle security dynamics in WSN.  

 

Lee et al. [13] and Riaz et al. [30]studied issues in key manage-

ment of WSN. They found it to be challenging as it is to be done 

in resource constrained network. Lu et al. [11] focused on key 

management in cluster based WSN. They proposed two protocols 

for efficient and secure data transmission n WSN. They evaluated 

the protocols and found the feasibility of them. Seo et al. [12] 

proposed a key management system for WSN. It was named as 

Certificate less-Effective Key Management (CL-EKM) with dy-

namic key management in dynamic sensor network. They found it 

to be effective in terms of memory, communication and energy 

consumption. Bechkit et al. [14] proposed a scalable key man-

agement scheme for WSN. It was based on unital design theory. 

Ruj et al. [15] on the other hand proposed a pairwise and triple 

key distribution approach in WSN. It is a combinatorial and poly-

nomial approach for secure key distribution.  

 

Gandno et al. [16] proposed a static key management system for 

WSN which supports node addition. It is a random seed key dis-

tribution with transitory master key. It also followed pairwise key 

distribution. Gu et al. [17] proposed an end-to-end secure commu-

nications mechanism for WSN. It is known as differentiated key 

pre-distribution. The main feature of this approach is to distribute 

different number of keys to different nodes in the network. Thus it 

was able to route information with routes well known for high 

resiliency against attacks. Traynor et al. [18] threw light into 

combining multiple security approaches for WSN with heteroge-

neity. It follows probabilistic unbalanced distribution of keys for 

effective and secure communications.  

 

Sahingoz [21] proposed a multi-level key management system 

where the key distribution is taken place through a mobile certifi-

cation authority (MCA) that moves in an aerial vehicle. This key 

management system was proposed keeping Cyber-Physical Sys-

tems (CPSs) in mind. It makes use of symmetric and asymmetric 

cryptography for effective key distribution and secure communi-

cations. Karakehayov et al. [22] explored black hole attack and 

prevention of it by using a system named REWARD. They fol-

lowed a novel routing mechanism based on geographical routing. 

It achieves good tradeoffs between life time of network and secu-

rity. Gondwal and Diwaka [23] proposed detection of black hole 

attack using an agent in presence of multiple base stations. 

Baviskar and Patil [24] did similar kind of work in mitigation of 

black hole attacks. Yet another similar kind of work is found in 

[25] based on cryptographic primitives. However, there is little 

research found on agent based key distribution in WSN. We fo-

cused on agent based dynamic key management system (ABDKM) 

in our prior work [28] and this paper is an enhancement it to make 

it attack resilient. The proposed scheme in this paper is AR-

ABDKM which is close to the works in [1], [20] and [21]. 

 

3. Proposed Key Management Scheme 

 
We had proposed a dynamic key management system in dynamic 

WSN in our earlier work [28]. In this we enhanced it and the 

scheme is labelled as Attack Resilient-Agent Based Dynamic Key 

Management System (AR-ABDKM). We have enhanced and 

evaluated meticulously the scheme to make it attack resilient and 

it is evaluated against the attacks namely black hole attack and and 

rushing attack. WSN we considered has sensor nodes, base station 

and cluster heads. Since it is cluster-based, it is optimized for per-

formance improvement. This scheme is agent based. The network 

model is a typical WSN built using hierarchical topology with 

multiple clusters. Each cluster is a collection of sensor nodes 

(SNs). One of the sensor nodes is considered as cluster head (CH). 

The cluster head of a cluster is able to communicate with other 

CHs and also base station (BS). BS is the device which high level 

of resources where data sensed by all sensors is gathered. More 

details on agent based approach are found in [28][29]. Here we 

describe the attacks and the prevention mechanisms in the pro-

posed AR-ABDKM scheme.  

 

The below mentioned is the diagram which describes the complete 

architecture of the attacks , which are considered for the simula-

tion , out of the five attacks represented in the architecture we 

have implemented two attacks that are 

 

1.Black hole attack 

2.Rushing attack 

 

So, this paper particularly addresses the Black hole and Rushing 

attacks. 

 
Figure 1: Overview of the architecture 

 

As shown in Figure 1, it is evident that the proposed scheme is a 

mobile agent based key distribution scheme. It is an extension to 

our scheme ABDKM [28]. It is enhanced to make it resilient 

against attacks such as black hole and rushing. It has agent based 

key distribution mechanism besides mechanisms to handle 
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security attacks. Particularly, this scheme is evaluated against the 

aforementioned attacks.  

4. Detection Mechanisms for the Attacks 

We studied detection mechanisms for the attacks considered in 

this paper. The details of those mechanisms are found in the 

following subsections.  

4.1. Detection of Black hole Attack 

Data is transferred from source to destination through multiple 

nodes in the middle. In the process the RREQ and RREP (route 

request and route reply respectively) messages are tracked. DstSeq 

denotes average difference in each timeslot. This difference be-

tween RREQ and DstSeq is computed. Each node involved in the 

communication records IP address of the destination node besides 

DstSeq. Feature vector with multiple dimensions is considered to 

hold the state of each node. The tracking of destination sequence 

number can help in detecting black hole attack as the sequence 

number changes as per traffic conditions in normal state. In case 

of abnormal state, it gets increased abnormally. Modelling and 

detection of this attack is done as follows.  

 

A three dimensional vector is used to hold the traffic flow in ith 

time slot. Similar feature space is observed in case of normal state 

while the abnormal state differs much from it. The mean vector 

helps in making decisions. It is computed as in  

 

Eq. (1).  ́  
 

 
∑   
 
                             (1) 

 

The distance between sample x and mean vector is calculated as in 

Eq. (2).  

 

 ( )  ‖   ́ ||2                                                                                    (2) 

 

A threshold is used to find the occurrence of the attack as in Eq. 

(3).  

 

{
 ( )           

 ( )           
                                                                    (3) 

 

The threshold value is computed as the projection distance with 

maximum value.     (  ) ,  
 

Where I= max of d(   )                                             (4) 

 

4.2. Detection of Rushing Attack 

 
This attack is detected based on the Bayes’ theorem as shown in 

Eq. (5). When there is no attack associated with a node, S denotes 

this fact. In the similar way Neg and Pos denote negative and posi-

tive probabilities of an attack.  

 

 (     )  ( ( ) (     )) ( ( ) (     )   (( ́) (     ́)))⁄    

(5) 

 

P(S/ Pos)-> Probability of occurrence of node test is only positive 

selfishness (Which is attack occurrence). In order to find the self-

ishness (attack) mutual selfishness with overall selfishness is con-

sidered.  

  ( ( ) (     )) ( ( ) (     ́))⁄                                  (6) 

 

Finally, the probability of attack is computed as in Eq. (7). 

 

 (     )   (   )⁄                                                               (7) 

 

Regular nodes and not regular nodes are denoted as R and  ́ re-

spectively. Here not regular does mean an attack occurred. Prior 

probabilities such as P(R) and P ( ́) are computed using normal 

density denoted as P(x | R). Network size and node densities are 

considered in the WSN.  

 

 (  ⁄ )  
 

  √  
 
  

 
(
    
  

) 
  (  ́⁄ )  

 

  ́√  
 
  

 
(
   

 ́
 
 ́
) 

        (8) 

 

       are notations used to denote summation and detection of an 

attack respectively. It can be changed as shown in Eq. 9 when 

continuous variant of Bayes’ theorem is used.   
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5. Algorithms Implemented 

 
Based on the study of various attacks, the prevention measures are 

defined in the form of algorithms. This section provides algo-

rithms implemented to make ABDKM attack resilient. 

 

Algorithm to prevent Black Hole attack 

 

1   Source node broadcasts RREQ 

2   Source node receives RREP 

3   IF RREP is from the destination or reliable node Then 

4    Route Packets to DN 

5    ELSE 

7   For each intermediate node in all nodes 

8   Send id of intermediate node and further request to next hop 

node 

9  Receive FRp and next hop node of current next hop node 

10 Receive data routing info of intermediate node, next hop of 

next hop node 

11 IF next hop node is reliable Then 

12 Use data routing info for checking intermediate node for black 

hole             

13 IF intermediate node is not black hole Then 

14  Route data packets 

15  ELSE  

16  Consider it Insecure Route 

17  Consider intermediate node as black hole 

18  Consider nodes from intermediate node to RREP generator in 

reverse path as   

19   black holes 

20   END IF  

21 ELSE 

22 Current intermediate node = next hop node 

23 END IF 

24 END IF         

 

Listing 1 – Algorithm to prevent black hole attack 

 

Multiple RREP messages, as shown in Listing 1, for various 

redundant paths are collected in order to reuse them later when 

safe route is found. This is to overcome the problems of black hole 

in the network. Once route request is obtained from source node, 

the request is observed to know whether it reaches destination. 

This task is done by reliable nodes. Buffer of data and establishing 

multiple paths are used to get rid of effects of such attack. Then 

the route request is rebroadcasted to the same destination. Data 

transfer among hops is verified and thus black hole is identified. 

The suspected paths are blocked as to ensure safe routing of data.  

 

Algorithm to prevent Rushing attack 
 

1 Source node broadcasts RREQ 
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2 Source node receives RREP 

3 IF node is reliable Then 

4 Route data packets 

5 ELSE 

6 For each Unknown source node  

7 Use middle node to send packets to next node 

8 Receive reply and routing info of all nodes 

9 Validate the route and each node 

10 IF data is valid and route is known THEN 

11 Route data packets 

12 ELSE 

13 Suspect rushing attack launched by middle node 

14 Fame information is detected 

15 END IF 

16 IF node need prevention Then 

17 Check neighbour node to find node delay 

18 Update route with intermediate node 

19 Send route information to controller 

20 Sender gets route information 

21 Discover secure node 

22 END IF 

23   END IF 

24   END FOR 

 

Listing 3 – Algorithm to prevent rushing attack 

As presented in Listing 3, it is evident that when a node receives 

RREQ, it is unicasting the request to its neighbour. The RREQ 

packet is subjected to verification of time interval. The time 

interval discrepancies are identified and the routing table is 

updated. Besides suspected operations of the node are stopped. 

Towards this end, a check request packet is broadcasted. When 

any packet is obtained from a reliable node, that is fine otherwise 

an alternative path is chosen. In other words, the node which 

rushes communication is identified.  

 

6. Experimental Results 

 
We have done simulations with the help of NS2 simulator. NS2 

environment is shown in Table 1. The results are captured by NS2 

simulations in terms of packet delivery ratio (PDR) vs. simulation 

time, delay vs. simulation time, throughput vs. simulation time, 

packet dropping vs. simulation time, and energy consumption vs. 

simulation time. These metrics can be observed using speed and 

number of nodes. 
 

Table 1: Shows environment used for simulation 

S.No Parameter Type Parameter Value 
1 Channel Type Wireless Channel 

2 Radio-Propagation Propagation/TwoRayGround   

3 Network Interface Phy/WirelessPhy 

4 Interface Queue Type DropTail 

5 Antenna Model OmniAntenna 

6 Interface Queue Length 50 

7 Routing Protocol AODV 

8 No. of Nodes 20, 40, 60, 80, 100, 120 

9 MAC type Mac/802_11 

10 Link layer type LL 

As shown in Table 1, the NS environment is used to have simula-

tion study. The results are presented as follows. Routing protocol 

considered is AODV and interface queue type is DropTail with 

MAC type IEEE 802.11.  

 

 
 

Figure 2: Packet delivery ratio vs. simulation time 

 

In figure 2, X axis shows simulation time and vertical axis shows 

packet delivery ratio. The proposed scheme AR-ABDKM is show-

ing higher PDR than other schemes. It outperforms all other 

schemes. The least performance is shown by Pairwise Key while 

ABDKM is better than all other schemes except AR-ABDKM.  

Figure 3: Delay time vs. simulation time 

 

In figure 3, X axis shows simulation time and Y axis shows packet 

delay time. The proposed scheme AR-ABDKM exhibits least 

delay time. It outperforms all other schemes. The least perfor-

mance is shown by Pairwise Key while ABDKM is better than all 

other schemes except AR-ABDKM. Throughout simulation time, 

the delay dynamics showed consistent trend for all algorithms.  
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This section provides experimental results based on the simula-

tion time. As simulation time goes on the performance metrics 

such as packet delivery ratio (PDR), packet drop, energy con-

sumption and throughput are observed and results are presented 
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Figure 4: Throughput vs. simulation time 

 

In figure 4, X axis shows simulation time and Y axis shows 

throughput percentage. Observations are made at different simula-

tion times such as 100 seconds to 1000 seconds by incrementing 

100 seconds. The proposed scheme AR-ABDKM exhibits high 

throughput. It outperforms all other schemes. The least perfor-

mance is shown by Pairwise Key scheme while ABDKM is better 

than all other schemes except AR-ABDKM. Throughout simula-

tion time, the throughput dynamics showed consistent trend for all 

algorithms.  

Figure 5: Packet dropping vs. simulation time 

 

In figure 5, X axis shows simulation time and Y axis shows packet 

dropping ratio. Observations are made at different simulation 

times such as 100 seconds to 1000 seconds by incrementing 100 

seconds. The proposed scheme AR-ABDKM exhibits least packet 

dropping ratio. It outperforms all other schemes. The least perfor-

mance is shown by Pairwise Key scheme while ABDKM is better 

than all other schemes except AR-ABDKM. Throughout simula-

tion time, the packet dropping ratio showed consistent trend for all 

algorithms.  

 

 

 

 

 

 

 

 

Figure 6: Energy consumption vs. simulation time 

 

In figure 6, X axis shows simulation time and Y axis shows ener-

gy consumption. Observations are made at different simulation 

times such as 100 seconds to 1000 seconds by incrementing 100 

seconds. The proposed scheme AR-ABDKM exhibits least energy 

consumption. It outperforms all other schemes. The least perfor-

mance is shown by Pairwise Key scheme while ABDKM is better 

than all other schemes except AR-ABDKM. Throughout simula-

tion time, the energy consumption dynamics showed consistent 

trend for all algorithms.  

 

The proposed scheme AR-ABDKM is able to secure communica-

tions in WSN besides supporting attack resiliency. The scheme is 

evaluated with different attacks such as worm hole, black hole, 

flooding, rushing, and Sybil attacks. The results revealed that it 

has improved performance over other schemes as it is able to 

withstand attacks and thus exhibits high throughput, least packet 

drop, least energy consumption and high packet delivery ratio. 

 

7. Conclusions and Future Work 

 
This paper presents a detailed study and implementation of vari-

ous attacks that may occur in WSN. The attacks we have ad-

dressed includes black hole and rushing attacks. Most of the key 

distribution schemes are either static or used for static WSN. In 

our prior work, we have proposed an Agent Based Dynamic Key 

Management (ABDKM) scheme for dynamic WSN. In this paper, 

we have analysed the scheme with resiliency against aforemen-

tioned attacks. The scheme is named as Attack Resilient -Agent 

Based Dynamic Key Management (AR-ABDKM). This scheme is 

implemented and evaluated using NS2. The Experimental results 

proved that the scheme is attack resilient and implements secure 

communications in WSN. It shows considerable performance 

improvement over other schemes in terms of packet delivery ratio, 

packet drop, throughput and energy consumption. In future, we 

further improve agent based key distribution and evaluate it fur-

ther.  
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