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Abstract 
 

Detection of forgery in an image is an important aspect and very much essential in order to maintain the authenticity and the privacy of the 

information that could be interpreted from the image. In these days images could be manipulated using various tools and techniques, so its 

originality is lost, because these images may be used in medical diagnosis for monitoring the patients’ health care, in smartphones for user 

authentication, in forensic investigations where images serve as legal evidence. In such cases it is necessary to get the correct details from 

an image or else it may be misused. Hence there is a need to detect the altered images and prevent the intended people in extracting the 

false details from the manipulated images. This research focuses on a technique to detect the forged images (tampered images) based on 

the edge characteristics, that are supported by the functions such as Canny edge detection and Hough transforms, to extract a feature vector 

for the Gaussian filtering detection. Better performance is obtained by using Random Forest classification for K-Means clustering, SGD 

classifica-tion for Density based clustering and hence detect the images that are forged. 
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1. Introduction 

Digital image forensics is an upcoming area of image processing. 

One of its prominent tasks is image tampering detection. Images are 

treated as proofs in many real world situations, so image forgery 

could be defined as intentional manipulation of the digital images 

for malicious purposes. 

Image Forgery is a concept where certain techniques are applied to 

the images, so that they could be manipulated to extract some use-

ful, meaningful information from the digital images. The need for 

the detection of the forgery in images is driven by the fact that there 

is a need to maintain the integrity as well as authenticity of the dig-

ital images. 

The importance of detecting image forgery is mainly because of its 

application such as:  

• Authentication of images captured from CCD cameras 

(charge coupled device cameras) 

• Fingerprint recognition 

• Document authentication 

• Authenticity of evidences 

• Authentication of information available in an image 

• Used in medical diagnosis for monitoring the patients’ health 

care 

• Useful in smartphones for user authentication 

• In forensic investigations where images serve as legal evi-

dence 

In order to serve the above mentioned applications, firstly there is a 

need to get the correct details from an image or else the false infor-

mation would be interpreted by the user. Hence there is a need to 

detect the tampered images and prevent the intended people in ex-

tracting the false details from the manipulated images. 

The concepts of image processing would be applied to detect the 

tampered images. There are various forgery image detection tech-

niques that could be used, based on the type of image forgery, i.e. 

active or passive approach. Active approach deals with digital wa-

termarking and passive approach deals with the tampering in the 

digital images. Amongst the filtering techniques used to detect 

forged (i.e. tampered) images, this paper mainly focuses on a for-

gery detection technique for the Gaussian filtered images.  

2. Literature survey 

The author of the paper [1] has proposed a new scheme for the 

Gaussian filtering detection of the forged images, where in the fea-

ture is extracted by using the techniques such as Canny edge detec-

tion, Hough transforms. The author of the survey paper [2] gives 

description about the importance of image authenticity in the cur-

rent world and also provides various techniques for image forgery 

detection. The author of the paper [3] presented robust Gaussian 

filtering detection method that uses frequency residual function as 

well as contrast ingredient of gray-level co-occurrence matrix to ex-

tract the feature vector. Junyu Xu et al. [4] demonstrate an approach 

to detect the altered images of Gaussian low-pass filtering using 

frequency residual function. Jae Jeong HWANG et al. [5] present a 

technique where the feature vector is obtained from the Gaussian 

filter residual (GFR) and Frequency transform residual (FTR), that 

is trained in the classifier for Gaussian filtering detection of the ma-

nipulated images. Anurag Das et al. [6] provide a technique for de-

tecting the image splicing by using the inconsistencies of Gaussian 
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blur, in order to test the authenticity of images. Dijana Tralic et al. 

[7] present a new database namely CoMoFoD database. It has 260 

image sets with 200 images in small image category (512x512) and 

60 images in large image category (3000x2000). Here every image 

group includes the original image, colored mask, the binary mask, 

forged image. Sagar Adatrao et al. [8] in their paper demonstrate 

the concepts of Image Pre-processing techniques and analyze the 

filters that could be used in image processing. B. Chitradevil et al. 

[9] provide an overview on the steps involved in image processing. 

It mainly deals with image pre-processing, image segmentation, 

feature extraction, image classification. Parameswaran Nam-

poothiri V et al. [10] briefs about the evolution of image forgery 

and their classification. The paper also describes about the forgery 

detection methods. 

3. Methodology 

Data Source: CoMoFoD image database is the dataset that is used 

for the implementation: 

• It has 260 image sets with 200 images in small image cate-

gory (512x512) and 60 images in large image category 

(3000x2000).  

• Here every image set has original image, colored mask, bi-

nary mask, forged image. 

 

 
Fig. 1: Modules Involved in Forgery Image Detection. 

 

Fig. 1 describes about the different modules involved in the project. 

Here the input image would go through the following steps of the 

image processing. 

a) Image Pre-processing Techniques: 

The image data may contain some of the errors pertaining to the 

geometry as well as the intensity value of the pixels of the image. 

Such images undergo pre-processing techniques such as noise fil-

tering, contrast and edge enhancement, pseudo coloring, sharpening 

and magnifying. 

The noise filtering is used to filter the unnecessary information i.e. 

noise from images. Here Gaussian filter is used to eliminate noise 

and detail and is efficient in smoothing image. It is not particularly 

effective at removing salt and pepper noise. Also median filtering 

and average filtering techniques are used to remove noise[11-19]. 

1 D (dimensional) function for Gaussian filter is: 
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Where, : Standard Deviation of distribution that has mean  =0. 

For 2D images, the 2D function for Gaussian filter is: 
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The Gaussian filter when applied on images, it is based on the two 

dimensional Gaussian distribution as a point-spread function, as 

shown in Fig. 2. 

 

 
Fig. 2: Two Dimensional Gaussian distribution. 

 

b) Image Segmentation Techniques: 

Image segmentation is the process of partitioning a digital image 

into multiple segments, so that it provides an easier representation 

of an image which is meaningful and better to analyze. 

It involves thresholding techniques, edge detection techniques. 

Here Canny Edge detection technique is used. It is an edge detection 

operator which uses a multistage algorithm to detect a wide range 

of edges in images [11-19]. 

The process involved in canny edge detection technique is de-

scribed as follows: 

• Initially Gaussian filter is used in order to remove noise from 

the images and hence smoothen them. Here gaussian kernel 

size of 5x5, 
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• To determine the intensity of the image gradient, the Sobel 

edge detection operator is used to obtain the first-derivate in 

horizontal (Gx) and vertical (Gy) direction respectively.  

The magnitude of the gradient is, 
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Direction (angle) of the gradient is, 
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And  is rounded to one of the four angles, namely 0°, 45°, 90° and 

135°. 

• Edge thinning technique such as non-maximum suppression 

is used in order to retain only the candidate edges i.e. “thin 

lines” of the image.  

• After thinning, some edge-pixels may be caused due to noise, 

color variation. These are filtered out by applying double 

threshold, to retain the edge-pixels with the high gradient 

value. 

• There may be some weak edge-pixels which actually form a 

part of the true edge (there are not noise). So to retain such 

pixels, connected component labeling technique is applied, 

by considering the weak-edge pixel and it’s 8-connected 

neighbor pixels. 

Thus, segmentation of images helps to discriminate between objects 

and background and also separation among different regions. 
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c) Feature Extraction: 

Feature extraction techniques are needed to carry out classification 

of the targets. The attributes (features) uniquely describe targets 

such as size, shape, composition, location. 

Here Hough transform technique would be used to find the straight 

lines in an image. It’s also used to find imperfect instances of ob-

jects within a particular class of shapes based on the voting proce-

dure. 

Any point (xi,yi) satisfies the line equation y=mx+c, its parametric 

representation is  sincos yx += . Thus line which is perpendicu-

lar has parameters, has distance “ρ” and degree “ ”. The (ρ, ) 

represents the angle-distance plane [11-19]. 

d) Feature Optimization: 

Feature reduction involves data transformations techniques such as 

Principal component analysis. Feature vector would be obtained af-

ter applying Canny edge detection, Hough transforms to the input 

images[11-24]. 

e) Image Classification: 

Image classification is a technique of labeling a pixel or a group of 

pixels based on the grey value. In classification many features are 

used for a set of pixels i.e., many images of a particular object are 

needed.  

Here Support Vector Machine (SVM) classifier would be used. The 

feature vector is given as an input to the SVM classifier for training 

of GF (Gaussian Filtered) classification and it uses a grid search 

mechanism. 

Random Forest classification technique is applied for which feature 

vector is provided as input. The results obtained from SVM classi-

fier, Random Forest classifier are compared and analyzed as men-

tioned in the results section. 

Next the already trained classifier model performs testing on set of 

test images. Finally measurements are estimated and necessary con-

clusions are drawn based on the performance of GFD (Gaussian 

Filtering Detection) technique [11-26]. 

4. Results 

The Gaussian Filter is applied for the given input image; result is as 

shown in Fig. 3. Canny Edge Detection technique is applied on this 

Gaussian filtered image, to detect the edges as shown in Fig. 4. Next 

this is given as input to the Hough Transform function; resultant 

image is as shown in Fig. 5. Feature Vector is extracted from them 

for further processing [11-19]. 

 

 
Fig. 3: Gaussian Blurring. 

 

 
Fig. 4: Outcome of Canny Edge Detection. 

 

 
Fig. 5: Result of Hough Transform. 

 

The constructed feature vector is given as input to the classifier 

model. So before classification, cluster the feature-vector data using 

k-Means Clustering Technique, Density Based Clustering in order 

to assign the label. SVM Classifier is used for classification, with 

cross validation of 10 folds, then it’s TP Rate (True Positive Rate) 

and FP Rate (False Positive Rate) that is, sensitivity and specificity 

is above 0.9 and is depicted from the ROC curve and summary are 

shown in Fig. 6 and Fig. 7 respectively. 

 

 
Fig. 6: ROC Curve for SVM Classifier. 

 

 
Fig. 7: Summary of Output for SVM Classifier. 

 

When Random Forest Technique is used for classification, with 

cross validation of 10 folds, it is observed that comparatively better 

results are obtained here. Here sensitivity and specificity is above 
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0.99 and is depicted from the ROC curve and summary are as shown 

in Fig. 8 and Fig. 9 respectively. 

 

 
Fig. 8: ROC Curve for Random Forest. 

 

 
Fig. 9: Summary of Output for Random Forest. 

 

The result analysis about the parameters associated with the differ-

ent classifiers for the K-Means clustering and the Density Based 

Clustering (that is clustering is performed before the classification 

of data) is as shown in Table 1 and Table 2 respectively. 

 

 
Table 1: Classification Models for K-Means Clustering 

Classifica-
tion Mod-

els 

Training Set Validation Set 

 

Correctly Clas-

sified Instances 
% 

Kappa 

Statistics 

Root mean 

squared error 

Sensi-
tivity 

(TP 

Rate) 

F-
Meas-

ure 

 

Correctly Clas-

sified Instances 
% 

Kappa 

Statistics 

Root 
mean 

squared 

error 

Sensi-
tivity 

(TP 

Rate) 

F-
Meas-

ure 

 
Random 

Forest 
99.8279 0.9964 0.0358 0.998 0.998 99.9412 0.9988 0.0231 0.999 0.999 

SGD 99.7776 0.9953 0.0472 0.998 0.998 99.8909 0.9978 0.033 0.998 0.998 
SMO 99.4262 0.988 0.0757 0.994 0.994 99.8993 0.998 0.0317 0.999 0.999 

KStar 99.1767 0.9825 0.1203 0.992 0.992 99.4097 0.9881 0.1025 0.994 0.994 

Naive 
Bayes 

94.2323 0.8738 0.2041 0.942 0.941 97.7842 0.9552 0.1422 0.978 0.978 

Random 

Subspace 
92.3019 0.8313 0.2917 0.923 0.921 97.6051 0.9516 0.2641 0.976 0.976 

IBk 72.3634 0.3163 0.5257 0.724 0.670 78.9973 0.5566 0.4582 0.790 0.775 

 
Table 2: Classification Models for Density Based Clustering 

Classification 
Models 

Training Set Validation Set 

 
Correctly Clas-
sified Instances 

% 

Kappa 

Statistics 

Root mean 
squared er-

ror 

Sensi-

tivity 

(TP 
Rate) 

F-

Meas-

ure 
 

Correctly Clas-
sified Instances 

% 

Kappa 

Statistics 

Root 

mean 

squared 
error 

Sensi-

tivity 

(TP 
Rate) 

F-

Meas-

ure 
 

Random For-
est 

99.8297 0.9962 0.0344 0.998 0.998 99.9692 0.9965 0.0161 0.999 0.999 

SGD 97.9465 0.9543 0.1433 0.979 0.980 99.9189 0.9984 0.0285 0.999 0.999 

SMO 97.8850 0.9529 0.1454 0.979 0.979 99.7566 0.9951 0.0493 0.998 0.998 

KStar 99.3376 0.9852 0.1169 0.993 0.993 99.3621 0.9871 0.1025 0.994 0.994 

Naive Bayes 94.2276 0.8656 0.1916 0.942 0.941 99.2614 0.9851 0.1233 0.993 0.993 

Random Sub-
space 

95.4105 0.8946 0.2613 0.954 0.953 99.3481 0.9868 0.2594 0.993 0.993 

IBk 75.6565 0.3414 0.4934 0.757 0.707 79.5233 0.5698 0.4524 0.795 0.781 

 

The various classifiers analyzed here are Random Forest, Support 

Vector Machine-SVM (SMO), SGD, KStar, Naive Bayes, Random 

Subspace, IBk Classifier [25, 26]. The results of these classifiers 

are analyzed based on kappa statistics, Root means squared error, 

Sensitivity (TP Rate), F-measure, ROC area characteristics.  

 When K-Means clustering is applied, it is observed that these char-

acteristics have better value for the Random Forest classifier than 

others. Hence better performance could be achieved using Random 

Forest Classification Technique. 

When Density Based Clustering is applied, it is observed that above 

mentioned characteristics has better value for the SGD classifier 

than others. Hence better performance could be achieved using 

SGD Classification Technique. 

Hence, forged image, along with the object that is forged is de-

tected, and is as shown in Fig. 10. 
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Fig. 10: Forged Object is Detected. 

5. Conclusion 

In this paper, presents Gaussian Filtering detection method, which 

is based on canny edge detection and Hough Transform functions. 

By comparison with the previous schemes, the feature vector length 

of the proposed scheme is about half of the other schemes. Even so, 

the measured performance is evaluated as the same or excellently 

more. 

Better performance is obtained by using Random Forest classifica-

tion for K-Means clustering, SGD classification for Density based 

clustering and hence detect the images that are forged. Finally, pro-

posed models can also be applied to solve different forensic prob-

lems.  
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