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Abstract

Mobile adhoc networks is defined as collection of infrastructure less, self-organized, dynamic networks of mobile nodes that can be
connected anywhere and at any time. In Mobile Adhoc Networks, every node in the network habitually amalgamate and deliver every
other nodes packets in a sequence to permit out of reach conveyance. In this aggressive background, a part of the nodes may opposed to
have it, either for preserving their self-resources or deliberately distorting usual conveyance. This class of misconduct is cited as packet
dropping attack or Black hole attack. This kind of attack is supposed to be more catastrophic attack and it may provide a route to network
crumble. The black hole malicious node organize its malevolent performance during the route locating procedures. In this paper we make
a compendious study and survey examination on the counteract ant to be concerned with black hole attack and also we explore some of

the propounded solution to diagnose and to avert the attack.
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1. Introduction

Mobile Adhoc networks is an assembly of mobile nodes that
doesn’t stand in need of pre-existing substructure and centralized
administration such as base station. The Mobile Adhoc Networks
(MANETS) has dynamic changing network topology [1], so that
the nodes in the web can painlessly append or quit the network.
Because of this characteristics, it is very much strenuous to have a
shielded and secured routing process. Wireless networks is a
network in which the nodes are not connected physically. Wireless
networks can be rated as substructure dependent networks and
Infrastructure Independent networks. Different research works and
evolution are done in order to deliver a very good knowledgeable
and experienced communication environment and the revealed
component is Mobile Adhoc Networks. In Mobile adhoc
networks, as the nodes are unforced to proceed anywhere, there
will be perennial link failure in the network. The performance of
the adhoc networks mainly hanging on belief and the association
between nodes. Mobile adhoc networks has number of
applications such as Military applications, Commercial
applications, Data Networks, Sensor networks, Tactical
applications. etc [3]. Betterment in the field of Research has been
observed a very fast blooming in the mobile adhoc networks. To
assist the characteristics such dynamic topology and frequent
network changes, many routing protocols are put forwarded in the
reports, among them most widely embraced protocol used for
routing is Adhoc ON Demand Vector routing Protocol.

2. Overview of AODV

Routing is the means of discovering a pavement to forward the
data packet from the place of origin to the destination. The routing
protocols that are employed in long-established wired networks,
can’t be put on instantly in adhoc wireless networks because of
their characteristics such as dynamic topology, sub-urbanised
administration and bandwidth constraints.
Depending upon four important characteristics [41], the routing
protocols are categorized into

e Routing Data Renovate Technique

e  Use of temporal Data for routing.

e Routing topology

e Implementation of specific Resources.
Depending upon Routing data Renovate procedure, the adhoc
wireless networks protocols for routing are grouped into

e  Proactive Routing Protocol

e  Reactive Routing Protocol

e  Hybrid routing Protocol
The Proactive Routing Protocol is also named as Table Driven
Routing Protocol. In this set of protocol, each node preserves the
network routing facts in the shape of tables by repeatedly and
systematically swapping the network routing information. A part
of the examples of table driven routing protocols are Destination
Sequenced Distance Vector Routing Protocol (DSDV), Wireless
Routing Protocol (WRP), Cluster Head Gateway Switch Routing
Protocol (CGSR). The Reactive routing Protocol is also named as
On Demand Routing Protocol. This order of protocol will never
preserve network information and the needed path is located only
when the origin node wants to post the data packet to the
destination. Because of this reason, this type of protocols does not
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swap the necessary routing data frequently. A part of the examples
of Reactive routing protocols are Adhoc on Demand Distance
Vector Routing Protocol (AODV), Dynamic Source Routing
Protocol (DSR), and Temporally Ordered Routing Algorithm
(TORA). Hybrid Routing algorithm integrates the benefits of both
table driven and On Demand routing Protocols. Some of the
examples of Hybrid Routing Protocols are Core Extraction
Distributed Adhoc Routing Protocol (CEDAR), Zone Routing
Protocol (ZRP) etc. [43].

AODV Protocol

Adhoc on Demand Distance Vector Routing Protocol is an on
demand routing Protocol, in which the routes are recognized only
when the source node obliged to convey data to the destination
[1]. This protocol uses a new concept called Destination Sequence
number in sequence to discover present updated path [12]. In this
on demand routing protocol, when the origin node wants to
transmit a data packet to the destination, and no routes are
available to the destination, then the source node will broadcast a
Route Request (RRQT) to its nearby Node [1]. It will acquire
different path from a single request. The important dissimilarity
between the on demand routing protocol and this Adhoc on
Demand Routing Protocol is that this AODV protocol uses
Destination  Sequence number to identify present updated path.
Every possible node in the network will reform the routing data
only when the destination node sequence number (DSNR) of the
resent packet is beyond the final DSNR number of the node. A
Route Path Request packet (RRQT) contains fields such as Source
Node Identifier (SRE_ID), Destination Node Identifier (DST_ID),
and the Destination Node Sequence number (DSNR),
Broadcasting Identifier (BRD_ID) and the Time to live (TLE).
Once the in-between node accept the RRQT packet, either that
node will convey the packet to the next node or it will replies with
Route Path Reply (RRPY), if that particular node has the
pavement to the destination. While transmitting the RRQT packet,
every in between node should copy the preceding nodes address
and its BRD_ID. If the RRQT packet is accepted several times,
then the identical copies of RRQT packet will be disposed. A
timer is employed which erase the entry of the route reply packet
only if that particular packet is not accepted before the timer run
out. This will aid in caching the energetic path at the in-between
node. When a node accepts the RRPY packet, it should cache the
preceding node information which is needed while transmitting
packet from source to the destination. When a link break is
observed at the in-between node, subsequently the node will
broadcast the Route error (RER) message to its nearest node, by
setting the hop count as infinity. The pros of this Adhoc on
Demand Vector Routing Protocol is the routes are recognized only
on demand basis and the updated paths are observed with the help
of Destination Sequence number. The cons of this protocol are,
the in-between node can give stale Routes if the destination node
sequencing number of Source node is olden. For a single Route
Request (RRQT), if a node accepts various Route Reply packet
(RRPY), then it will produce a massive control overhead.
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Fig. 1: Overview of AODV protocol
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In the routing process to forward the data. The origin node first
convey a route request to the intermediate node, in sequence to
find a valid path to the destination. Once the in-between node
accepts the route request, it checks whether it possess valid track
to destination, else it have a tendency to forward the route path
request to its neighbours. If the in-between node is a malicious
node, then once it receives the route request packet, it will extract
all details about the destination information and convey a route
Reply path packet to the origin node with a large sequence number
and small hop count by advertising that intermediate node has the
shortened path to the destination. Once the origin node accepts the
Route reply packet, it will renovate the routing table based on the
details given in route Reply packet and use that route as a present
day route to deliver data. The malevolent node will drop all the
packets passing through it.

3. Related Works

Cristoforo’s et.al. [1] Has been propounded a new procedure to
spot the black hole attack. This method provides a complete
analysis on black hole attack and concentrating not solely on the
outcome of the attack but also on the utilization of route
recognizing procedure. In this method, they have discovered a
new censorious variable called black hole intensity parameter (L)
which computes the correlation between Adhoc on demand
Vectors Sequencing number variable and the presentation of black
hole attack. The malevolent node will increase its sequence
number more than the destination nodes sequence number to
overwhelm the genuine nodes participating in the route discovery
process and we interpret this increment variable as black hole
intensity parameter. This black hole variable plays a key task to
the fortune of this black hole attack, for the reason that, it decides
whether it gain a route request or not .This method employ a
dynamic threshold cumulative sum test to identify any abnormal
transformation in the usual characteristics of the adhoc on demand
vector sequence number variable and also it assessed the influence
of the black hole intensity variable to the outcome of the black
hole attack by means of set of simulations. The outcome of
simulation shows that this method rectify the black hole attack
with high detection precision for black hole intensity variable
value more than four.

Tao Shu etal [3] propounded a new method to spot Packet
dropping attack. In this method, using the succession of packet
drop, the author decides whether the loss of packet is due to link
errors or by malevolent act or by the composition of both link
errors and malevolent act. This algorithm Contributes a trust
worthy, genuine and unrestrictly verifiable conclusion as an
evidence to carry the Proper detection decision. Most Detection
Precision can be attained by utilizing the correlation between the
location of packet drop and they enumerated using
Autocorrelation function of a packet Loss bitmap. We are not sure
that the information provided by each node is trustful or not. This
can be verified using a Public Auditing Technique, which is based
on homomorphic Linear Authenticator (HLA) cryptographic
Primitive. This method provides less communication overhead
and repository overhead. To lessen computation overhead, a
packet block based algorithm is put forwarded to attain ascendable
signature creation and detection. Some of the disadvantages
behind this method is, it is restricted to consistent or quasi
consistent wireless networks. Sudden alteration in network
configuration and association behaviour are not taken into
account.

Ayesha Siddiqua et.al. [4] Propounded a present-day method to
spot and to avert black hole attack using secured knowledge
algorithm. In this method, a modification of Adhoc on Demand
Protocol is done. Every node in the network promiscuously
watches the neighbour node. Each node maintains a knowledge
table with entries fm and rm, which contains information about
recently transmitted packets.fm contains information about the



International Journal of Engineering & Technology

339

packet recently forwarded where rm contains neighbour node
information related to recent forwarded packet. If fm value is not
equal to rm value and the threshold value is accomplished then it
is modification attack if not it is a benign node. If there is no rm
value and the threshold value is reached then it is said to be black
hole attack. Using this method we are not able to prevent
collaborative black hole attack.

Vandhana Kumari et al [5] put forwarded a new method for
detecting the packet drop and also to shield in resistance to Sybil
attacks and certification for undesignated position dependable
routing in Mobile Adhoc Networks. The Sybil attacks constitute a
Consequential ultimatum through mobile adhoc networks needs an
eccentric, un-associated and insistent individuality for each node.
In this method, the security against the Sybil attack is done by
means of Received signal strength. The Received strength signal
value is used to evaluate the separation between the Receiver node
and the next hop node. Placed on the dissimilarity in Received
signal strength values of two adjacent nodes, nodes arrival angle
are identified. Based on the nodes arrival angle, the nodes will be
rated into two zones namely safe sector and caution sector. If the
dissimilarity values of Received signal strength leads the threshold
value, then the node is rated as malevolent node and they are
placed into caution zone. The information swapped between the
sender and the forwarder are secured by group signature
mechanism. The group signature can be authenticated by anybody
who has the duplicate of group public key. Ant colony
optimization technique is applied to provide a secured routing
between origin and the destination node. By means of forward ant
agent and backward ant agent concept, misrouting packet drop can
be identified and rectified. One of the disadvantage behind this
method is, use of group signature is an expensive process.

Hesiri et.al [6] put forwarded a procedure to detect Communal
Black Hole Attacks in Mobile Adhoc Networks. A simple
reshaping of Adhoc on Demand Protocol is done by including
Data Routing Information Table (DRI) and justification is done by
Further Route path Request (FRPREQ) and Further Route Path
Reply (FRPREP).When the origin node is lack of pathto the
destination, it relay Route Requestpath message to the destination.
Any node that accepts the RREQ, will reply to the source node
based on the accessibility of fresh and updated routes. Once the
destination accepts the Route Request, it responds back to the
origin node and the intermediate node in between the origin and
the destination will update the routing entry. When the origin node
starts to convey data to the destination, it will updates the Data
Routing Table. Then calculate the average value of destination
sequence number of all malicious node.

Abderrahmane et.al [7] put forwarded a new method to spot black
hole attack in mobile adhoc networks .1t is an authenticated end to
end acknowledgement based method and it will check whether the
intermittent nodes are transmitting the packet in a correct order.
This technique can be able to spot both simple and communal
black hole attack in mobile adhoc networks and also replay attack
and modification attack. In this method, before transmitting a
message, the source node initiate a random number and encrypt
that number. Then the source node computes the hash value and
encrypt that hash value using a common key and send this (mge,
H, e) to the destination. When the message reach the destination it
compares the hash value, If both are not equal then the message is
altered then the destination node has to calculate the function y=f
(d+w) and if the data is not modified, the destination node has to
calculate the function y=f (d) and finally the destination node will
encrypt the function y and send back to the origin node. The origin
node will decrypt the message and calculate the function
x=f~1(d") and compare x with r.If the value of x is nor equal to r
,then the message has not been Forwarded by the intermediate
node and that node is rated as malevolent node.

Jaspal Kumar et.al [8] presented a new procedure by reforming the
original concept of Adhoc on Demand Protocol. In this Improved
Adhoc on Demand Routing Protocol, it incorporates two
important attributes. Multiple path and path gathering multiple
Path. In single path Adhoc on Demand Vector routing, when it

found any single path breakdown to the destination, it commences
a new route finding activity to the destination and in multiple path
routing, it commences a fresh route when all available routes are
breakdown. In this method, the source node nominates shortest
path and next smallest distance from Route Request. If the
selected node is presented in the table of routing procedure, then
forward the packet to that selected one, otherwise it is declared as
malicious node and it sent flawed message to that node. Using the
route Request the source node relay the facts about the malicious
node to all its neighbours and it include the position of the
malevolent node in the routing table of source node. In Adhoc on
Demand Vector Routing, there is no path acquisition and it
follows single path routing with fewer security but in this
Improved Adhoc on Demand Routing, it follows multiple path
routing with good security features. Improved Adhoc on Demand
Vector Routing has good packet Delivery Ratio and Least
Average EnD to EnD delay.

Rathish et.al propounded a new algorithm using forge RREQ
packets and next hop information to detect single and
collaborative black hole attack in Manets with less estimation and
storage overhead. In this algorithm, first origin node sends a sham
RREQ to the intermediate node and hold back till black hole
waiting time. The node which replies to this forged RREQ will be
included in Black hole list. Forged RREP will comes from the
black hole node and their destination sequence number will be
larger. Using black hole node list, average of sequence number of
malicious node and one hop information, the collaborative black
hole nodes are identified. They propounded a new method to
block black hole attack using digital signatures. In this method,
calculated hash value of maximum hop count is sent along with
Route Request. Assess the trust value for each node present in the
network and the electronically signed value is compared with
electronically signed value of Route Request and if the trust value
is less than .5, then the signature is authenticated. One, else it is
untrusted node. In the destination, calculate hash value and
compare it with Route Request hash value, if those values are
same, then the hash values are authenticated one.

Tamilarasan [17] proposed a method for identifying malicious
node which is the main part of black hole Attacks. In this
technique, they have been examined whether there any
dissimilarity in the sequencing numeral of origin node and the
middle node which has replied with RPREP messages. We know
that the route reply which comes first with high destination
sequencing number will be considered as malevolent node. The
route reply with high-level destination sequencing number which
comes first, is compared with Destination sequencing number of
source node. If we found any dissimilarity in between this
sequencing number then the receiver node is considered as
malevolent node and delete the entry of that particular node from
that table of routing. This technique involves five different
methods. They are Initialization method, caching Process,
Recognition Process, and eviction of malicious node, picking up
worthful nodes and at last default method.

Kitisak et.al [17] proposed a new protocol named SETX protocol
which mainly provide a new technique to prevent black hole
attacks. This new protocol uses a new concept called fabricated
forwarding delivery ratio between the node itself and its neighbour
nodes to prevent black hole attacks. This SETX protocol can able
to avert only single black hole attack and not communal black
hole attack. A trust managing scheme are exploited to handle this
collaborative black hole attacks. In this Trust administration
method, it authorize the nodes to observe the characters of
neighbour nodes. If a particular node purposely drop the packet,
then its trust degree will be decreased. If a specific nodes trust
degree, gone below a threshold level, then it is named as malicious
node. Once the black hole nodes are identified, an alarm message
was broadcasted to all other neighbouring nodes.

Herminder et.al [19] proposed an act in response method which
approximately reduce the packet loss in the network. In observes
the count of packets transferred by the source node, and for the
malevolent node, this value will be always zero. If the malicious
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node are identified, we can choose an act in response method, in
order to prevent the reception of all entering packets at these
malevolent node. The packets that are arriving at the neighbour
nodes of malicious node will be forwarded back to the origin node
and the source node finds another possible routing to forward that
packets. The performance analysis proves that the packet loss will
be higher with inclusion of black hole nodes compared to that of
absence of particular malicious nodes.

Apurva et.al [20] proposed a modified version of ADhoc ON
DEmand VEctor Routing Protocol called Trust Based AODV for
the purpose of detecting black hole attack. In this trust based
algorithm, we need to assess the trust for every node involved in
the network. The trust value for every node is calculated based on
the proportion of count of packets delivered at the receiver side to
the count of packets transmitted by the origin node. Every node
will transmits a packet and it uses propagation model with
shadowing to compute the received strength of a radio signal.
Because of multiple path propagation, the received signal strength
will be decreased .To overcome that, we are using shadowing
model.

Su [22] proposed and enlarged multiple INtrusion DEtection
System nodes in MObile ADhoc NEtworks for the purpose to
diagnose and to block selective black hole attack. A selective
black hole node is a node that can non-compulsorily execute the
black hole attack or it can normally function as a benign node. In
this proposed solution, an assorted number of Intrusion Detection
system are located in Mobile Adhoc Networks in sequence to
monitor and Block black hole attack. The Intrusion Detection
node are placed in a sniff or track down mode to execute Anti-
black hole Techniques, whose important purpose is to evaluate the
dubious value Of a node, which depends on the non-typical
dissimilarity in-between the transmitted messages. When these
dubious value overshoot the threshold value, then the near at hand
Intrusion Detection System will broadcast a message to all its
nearby node and announce about the malicious node.

Sushma et.al [24] propounded a Trust based Adhoc ON DEmand
Distance Vector Routing Protocol. In this, the trusted values are
estimated using tangent hyperbolic function. Depending upon
belief on nearby node and their peak value the nodes are ranked as
Reliable node, Unreliable node and Most Reliable node.
Unreliable node is a non- belief node whose trust value will be
very least value. Reliable node is a node whose trust value is an
intermediate value in the middle of Unreliable node and Most
Reliable Node. Most Reliable node is the most trusted node whose
trust value will be very much maximum. In order to observe the
malevolent performance, they preserve a trust table in which the
trust status are stowed. From the trust table, a secured routing is
established based on trust status. For secured routing, the Most
Reliable nodes are selected and if there is no probability of
choosing Most Reliable node, then we have to prefer the reliable
node.

Jian-Ming et al [25] propounded an identification method called
co-operative bait Detection scheme (CBDS), which helps to
identify and defend against malevolent node organizing
collaborative black hole attacks in mobile adhoc networks. In this
given method, the source node aimlessly choose a nearby node
and address of that corresponding node will be chosen as trap
destination address to taunt against malevolent node in order to
post a Route Reply message. By means of reverse tracing
mechanism, the malevolent nodes are identified and blocked from
engaging in the routing process. In this method, when the packet
delivery ratio value goes low, an alarm will be triggered by the
destination node to the origin node in order to start the
identification process once more. This technique combines the
advantages of proactive method at the starting phase and reactive
method at the consequent phases for the purpose to avoid the
resource dissipation. Because of this feature, this scheme provides
a better routing overhead. The simulation results shows that this
cooperative bait Detection scheme exceeds the Dynamic source
routing, 2-ACK schemes and it is chosen as a paradigm in respect
of better packet DElivery RAtio and less Routing overhead. The

disadvantage behind this method is it was not able to detect other
type of collaborative attacks in mobile adhoc networks.
Muhammad et.al [26] proposed a new method for detecting packet
loss. There are different reasons exists for the occurrence of
packet loss. The packet loss may be due to interference, nodes
movement and overflow of queue and bandwidth usage.
Identifying the root cause of this packet loss is considered as a
significant remedy for this packet drop. To identify the malevolent
node we need to perform a fine-spun analysis of packet drop to
identify the source of packet drop. In this proposed technique, we
are using some network attributes to identify whether the packet
drop is due to overflow or by nodes movement in mobile adhoc
networks. The reasons for packet loss are classified into three
types, they are due to node related reasons, nodes movement and
packet congestion. In this method, also they have proposed a trust
based technique to isolate the malevolent node which is based on
fine Grained analysis of packet dropping. Using NS-2 simulator,
they have examined the features, a functions and their
performance of this proposed Technique, which exceeds the old
existing techniques.

Rajesh Babu Et.al [32] put forwarded a new novel probabilistic
based technique to identify and to prevent black hole attacks in
mobile adhoc networks. For the purpose of detection and
prevention, they are using Honeypot based Approach. In Adhoc
on demand Vector routing, the ROute REquest packets consists of
some fields such as Destination_Node IP_ADDRESS,
DEST_SEQN_NO, SOURCE_NODE_IP_ADDRESS, SOURCE_
DEST_SEQN_NO, Time_TO _Live etc. The most significant
field is destination sequence number which can be used to check
the fresh updated route between source node and the destination
node. During the routing process, when a node has a fresh route to
the destination, then that node should possess high destination
sequence number. So the malevolent node will utilize this attribute
and broadcast that it has the greatest sequence number. So that all
the other node thinks that it has the shortest path distance to the
destination and start to forward all packets by the way of that
malevolent node. The architecture of this technique consists three
phases. They are malevolent node detection phase, Routing Look
up Phase, and finally Isolation Phase. In the Detection Phase, in
sequence to detect the malevolent node, the origin node will
broadcast a spoofed Route Request. If any one of the node
respond for the spoofed Route Request, then that node will be
considered as malevolent node. The Routing look up phase will
check whether the response is for the spoofed Request. By this
manner, this newly discovered technique will act as Honeypot to
magnetize the attackers by posting this Spoofed Route Request.
Last phase is the Isolation phase in which the malevolent nodes
are identified and their identities are transmitted to all neighbour
nodes throughout the network.

Mohana Priya et al [37] propounded a Modified version of
DYnamic SOurce ROuting Protocol for identifying and removing
selective black hole attack in mobile adhoc networks. Selective
black hole attack is a unique kind of attack in which the
malevolent node will loss the packet only selectively. In this
method they have used Intrusion detection system technique, in
which the Intrusion Detection SYstem nodes are placed in a
promiscuous mode in sequence to identify, if there any abrupt
changes in the normal behaviour of a node. When any there is any
deviation in the normal behaviour, the neighbour Intrusion
detection system node will transmit an alarm message to all its
nearby node about this malevolent node. When the counting
number of packets received by a node is less than the number of
packets send by source node then we have start the greyhole node
finding method. If the dissimilarity value in count of packets
transmitted between two adjoining nodes, exceeds the threshold
value, then that two adjacent nodes are marked as suspected
nodes. Then the information about the suspected nodes are
broadcasted to the source node by means of nearest Intrusion
Detection system using malevolent node request packet. If any
suspected nodes purposely drops the packet then that node is
marked as malevolent node and it is isolated by sending a block
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message. This method utilize a glomosim to prove the potency of
this proposed Technique.

Thi Ngoc [40] et.al propounded a statistical based proposal to
identify both black hole attack and greyhole attack in Delay
tolerant networks. Using this statistical based method, they can
detect both Individual and collaborative attacks. In Delay tolerant
networks, the nodes has the capability to swap their encounter
records which contains all events of nodes. Using this encounter
records, one can assess the forwarding character of every nodes.
To identify the individual malicious node, we are using a
parameter called forwarding metrics which can be able to
differentiate a normal node from an abnormal node or malicious
node. In order to drop the packet continuously, the malevolent
node will Generate a fake encounter records with largest number
of spoofed sent messages. Using this abnormal pattern of creating
fake encounter records, they have created an algorithm to identify
collaborative attackers. Simulation results shows that this
proposed technique can able to identify single and collaborative
malevolent nodes with greatest detection precision and less false
positive rates when altering the number of malicious nodes and

greatest packet dropping probability .

Table 1: Comparative Analysis of Existing Solutions

Title Techniques Advantages Issues
1.Privacy (i)For correlation | (i) (i) Use  of
Preserving and | between lost | Architecture | encryption,
Truth packets is collusion | decryption and
Detection of cryptographic Proof. hashing methods
packet primitive is used. (ii)Improves leads to
Dropping (i)Homomorphic | Detection computation
Attack(2015) Linear Accuracy overhead

authentication (ii)Restricted to

based public static and Quasi

auditing used static networks
2. A novel (i)Novel i)PDR is (i)Use of
Honey pot Probabilistic 89.03% spoofed RREQ,
based detection | based approach. (ii)Less end | communication
and isolation (ii)spoofed to end delay. | overhead.
approach to RREQ is used (iii)Network | ii) Possibility of
detect and routing Load | occurrence of
isolate Black is 0.62 stale routes.

hole attack in
Manets-2016

3. Modified (i)Given Rules to | (i)Loss  of | (i) With given
algorithm to identify Packet rate is | rules, we are not
improved Destructive nodes. | reduced. able to identify
security and (ii) If response is | (ii)Increased | all malevolent
performance of | from destructive | Throughput. node.
AODV nodes, scrap it.
protocol
against Black
hole attack
4. Detecting | (i)Statistical based | (i)Averts (i)Solution
colluding black | approach. single  and | cannot be
hole attack and | (ii)Forwarding collaborative | applicable for
greyhole attack | ratio metrics are | attackers. Dynamic
in Delay | used to detect | (ii)High networks.
tolerant malevolent node. detection (if)Creating
networks. (iif)Use of | accuracy. encounter
encounter records. records  leads
memory
wastage.
Title Techniques Advantages Issues
Defending against | i) Implements | i)Integrates the | i)false
collaborative attacks | a reverse | advantages of | RREQ is
by malicious nodes | tracing both proactive | initiated
in Manets A | mechanism. and reactive | ii) Memory
cooperative bait | ii)Address of | approach overhead.
detection approach- | adjacent node iii)
2015 is taken as bait Additional
address flooding of
RREQ.

4. Conclusion and Future Work

Mobile adhoc network is a short term network which is
susceptible to single and collaborative black hole attack. The
black hole attack is very popular and notable vulnerable attack in
wireless adhoc networks. The interloper will exploit this escape
chance to work out their malicious activities. Conveying and
delivering the packet in mobile adhoc networks is considered to be
a collaborative job, in which the in-between nodes will
spontaneously involve in the routing process to dispatch the
packets to other nodes. In this paper, we have put forwarded a
review on protecting the Mobile Adhoc Networks, against black
hole attack. The types of attacks, prevention mechanism and
detection mechanism have been analysed in this paper. From this
existing methods, we have found that recognizing malevolent
node is considered a keystone. In the existing methods, Encryption
and hash dependent techniques are employed to break the trouble.
By using this type of techniques it may requires more number of
resources and its highly expensive. So we put forward that, a trust
based approach will be more efficient for spotting and averting
black hole attack. We trust that this paper will be more fascinating
and remarkable topic for further research with more pragmatic
hypothesis, primarily customized for black hole attack.
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