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Abstract

Concept drift is defined as the distributed data across multiple data streams that change over the time. Concept drift is visible only when
the type of collected data changes after some stable period. The emergence of concept drift in data streams leads to increase misclassifi-
cation and performing degradation of data streams. In order to obtain accurate results, identification of such concept drifts must be visible.
This paper focused on a review of the issues related to identifying the changes occurred in the various multivariate high dimensional data
streams. The insight of the manuscript is probing the inbuilt difficulties of existing contemporary change-detection methods when they

encounter during data dimensions scales.
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1. Introduction

The advanced technology and its fast-growing nature have
changed the world as the digital world. So, there is a continuous
growth in the volume of automatic produced data. In general, the
streams of generated digital data have three main complexities.
These difficulties are categorized on the base of size, steady rate,
and evolution in terms of time.

These issues are addressed by the computing system and
computational intelligence systems. The traditional computing
systems address the issue about the unbounded size of data and the
arrival of high steady rate problems through the implementation of
approximate and quick solutions promptly where the with
advanced computational intelligence system resolve the
complicated issue, data generated in the dynamic environment.
This study of evolving data in the dynamic environment
considerably has taken prominent attention over the past ten years.
This study of resolving dynamism of the non-stationary data is
familiar with the concept drift.

The conventional online learning algorithms are not able to control
the dynamic evolution of data issue as they can't abandon the old
and obsolete data. Hence the evolving learning algorithms which
are adaptive can deal the concept-drift issue wisely as they can
subsume unlearning mechanisms and discard the outdated
concepts.

There are various definitions for different issues of the concept
change such as a wish to alter the stock value during bear market
but sudden bear market rally is not applicable. To surveillance, the
lower limit will only decrease the false alarm of lower limit when
monitoring the upper and lower limits of a control chart. To apply
a heuristic method to an identified issue then the most significant

data available will be trained data for the used method. The robust
unsupervised approaches support to discuss the unfamiliar context
to detect a change. There may be a swift or progressive change
and a single or recurrent change. So, to detect a difference can be
critical. The hypothesis on contextual properties will be more in
different dimensions. Further, the change can evolve into a single
feature, many features or different features. It is observed in the
novelty detection literature [1] that unsupervised learning in data
subspace usually performs better than unsupervised learning that
considers entire data as single data.

The categorization literature states that the concept-drift [2] is
considered when changes occurred in the distribution where
detecting changes usually happen by supervising the evolving of
errors over time in the scalar classification sequence [3], [4], [5].

2. The Taxonomy

Data Stream Challenges

Currently, researchers have paid attention to machine learning.

And their prominent focus is on data stream categorization. Such

works have dealt with several challenging issues [6] like:

e  Arriving at online Data streams at high-speed rate steadily,

e  Lacking the control on the order of incoming data

e Having potential limitless in size, caused to extract and store
a precise information

Due to the above attributes, the machine learning algorithms can't

deal with concept-drift as these algorithms need access to entire

data to work offline.

Hence the process of online is appropriate to classify the data

stream. So, the proposed model requires some prerequisites such

as:
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e  Processing each example in specific groups and inspecting it
for one time

e  Using defined memory

e Working in the specified time,

e Readiness to forecast at whatever time.

Evolving and Adaptive Models

Continuous changing over a period of time/often times in concepts
of streaming data is the powerful impact often lead by dynamic
environments. Therefore, the main challenging issue is incoming
data becomes non -stationary. For instance, the underneath

distribution of any two points iand j may change to D; #D; .

Consequently, the steady concept turn to concept drift and the
traditional incremental models are not suitable to distribute the
fresh incoming data. Hence to handle concept changes in some
non-stationary environment adaptive and evolving algorithms
perform successfully.

By assimilating forgetting mechanisms and discarding obsolete
data, these adaptive learning algorithms deals the concept of drift
appropriately. The core aim of this model is to supervise the
process of learning, the adaption of the model, interpretation of
changes encounter in response to brand new environment
necessities. Framing such self-configuring learners is the task of
scientific engineering. Hence there are three main issues are
considered: (i) tracking the concept drift, (ii) filtering the data to
be stored as well as discarded data (iii) adapting the learner
parameters and structure for responding to these brand-new
environment needs.

The enhanced version of incremental algorithms is the evolving
learning models. These evolving models obviously deal the
concept-drift which is a noteworthy feature. These models have an
inbuilt mechanism to expand knowledge automatically mainly
when the drift carries data distribution happens to an unknown
space. Therefore, about such conditions the structure of evolving
model develops and leads to the easy transition of existing model
to new model.

Types of Concept Drift

According to Bayes theorem proposed the concept drift happens
with any of the variables. The important three variables that may
change the class members at posterior distribution, distribution of
single or many classes, and class prior over a time period.

The change in the posterior probability is known as the Real
concept drift. The posterior probability is characteristics changes
of target concept values and presented in Fig. la. Such real
concept drifts straightly impact the decision limitations leading to
reduce the performance of learner. The techniques based on
feedback prediction and learner’s performance handle this Real
Concept Drift.

Changes arise at the conditional probability of a class due to the
influence applied on the posterior probability is called Virtual
concept drift. That means, distributing the data in the Virtual
concept-drift indicates the changes in the selfsame class barely
impact the decision limitations (represented in Fig. 1b). Usually,
several techniques heed on the distribution of input data and find
changes in the conditional class deal this Virtual Concept Drift.
Class prior concept drift denotes the changes raised at the prior
probability of a class. It shows an imbalance in the class, emerge
from brand new class or, merge of current classes.

Here the important point is the Class Prior Concept Drift is not
taken in the category of concepts drift when the surveys [2], [7] on
various concept drift were conducted. However, it is viewed as
both Virtual drift and Real drift based on its functions. That
means, when class imbalance caused with hardly influencing the
decision limitations it falls under the category of Virtual drift since
prior class evolution occurred with impacting the decision
limitations then it comes under real drift category.

At first in [8] the use of word Class prior concept drift mentioned.
Classifying this drift into a separate category happens with
relevance to the real-time applications in real. For example, the
development of resistance in a few viruses to powerful antibiotics
occurs in the biomedical domain. Later, in future, the resistant
class viruses may evolve into a superior class. Then in such issue,
the change happened with prior class distribution leads to Class
prior concept drift.

Concept Drift Characteristics

The time taken during change occurred from an old concept to a
new one, such drift duration is called drift width or drifting time.
Research work [9] proclaims that speed is inversely proportionate
to the drifting time which means high-speed is proportionate to
lower time steps and visa-versa further based on speed, the drifts
are classified into abrupt or gradual.

a) Within a less drifting time when new concepts supersede the
old or existing concept, then the abrupt drift happens. The
abrupt drift collapses the efficiency of the learner by abruptly
replacing the old concept with the new concept in haste.

b) When the drifting time is proportionately high, then the
Gradual drift occurs. The identification of the gradual drift is
difficult because of unpredictable created between steady
states. This drift is sorted into two types (1) probabilistic (2)
continuous.

e The Gradual probabilistic drift is an active time period of
both new as well as old concepts

e  The Gradual, continuous drift is the concept alone undergoes
a continuous change that means changing from the existing
concept into a new concept changing at each time step

Recurrence

The recurrence concepts are another attribute of concept drift
where the antecedent active concepts are appearing again after
some period of time. The work [9] presents cyclic and acyclic
behavior of the recurrent drifts.

The cyclic recurrent drift is a seasonal or periodic drift like the rise
of electric products price based on the seasonal market demand for
the product.

The acyclic recurrent drift is an uncertain period drift as there is
no certainty when the concept reoccurs again. This acyclic drift is
like a sudden rise and fall of electricity prices due to fluctuation in
petrol prices.

It is important to know that the concept recurrence emerges as
abrupt or gradual concept drift. Further, these drifts show impact
an instance space locally or globally. Thus, in real-time, a regular
mix of several drift attributes are learned in the transition time
period.

Predictability

In work [9] the criterion predictability was mentioned primarily.

This predictability points out the nature of the drift whether it is

random in the time period or a pattern time indicator:

The drift predictability is rationalized for two purposes

(i) When there is a scope of drift predictability, then it becomes
effortless to learn the origin of the drift and its future effects.

(if) This predictable drift is easy to handle the concept with a
little time lag to detect the change and false alarm rate. This
is the most required attribute in several real-time applications.

3. Review of the Literature

The concept drift has influenced multidisciplinary domains
grabbing the attention of the scholars of various disciplines. This
multidisciplinary research has addressed various issues with
multiple application areas. The works [10], [11] refer its
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application in the field of medicine. The works [12], [13] express
the contribution in monitoring and control sector. [14], [15]
depicts the research application on management and strategic
planning domain. The authors of [16], [17] works state the use of
application in personal assistance field. The authors of [18], [19]
refers application in the ubiquitous environmental information
domain. With increasing attention towards the development of
approaches to deal drift concept, there has been an ample literature
enhancement. Nevertheless, the issues stated in the literature vary.
Further, the ideas associated with the individual concepts
formulation refer with various terminologies due to that reason
many current surveys [2], [7] are conducted.

In general, change detection has explained under the concept of
supervised or unsupervised. The learning algorithm of error data
process the target data or supervise the target data that doesn’t
have class labels for calculating the rate of error.

An extensive study was carried out to detect a change in scalar
data named univariate data. The works [20] depicts that univariate
case issue is the unsupervised detection of a change of an
independent entity that has been thoroughly investigated for the
past 50 years. The research has introduced popular approaches like
CUSUM  (“control-charts & cumulative-sum-chart”). The
literature of various disciplines discusses different univariate
methods. In 1993 a research on detectors of sudden change
published [21] a monograph.

The works [22] contributes comprehensive reviews on the
overlapping of the novelty detection, as well as outlier detection in
work [23]. From the literature of classification, several approaches
are proposed to supervise the incoming data error-rate along with
discarding classifiers. The Massive Online Analysis framework is
one of the most used open source tools for data mining of streams.
It also supplies several approaches to detect univariate change.
Possibly, the use of the univariate assumptions is because of its
quality-control applications [21] included in the change-detection
tests (CDTs). Moreover, a little research has done issues related to
change detection of a multivariate data streams.

The referred works [24], [25], [26] propose that Multivariate
approaches are assumed as extracting examples from a
multivariate process where the feature is not independent. This
Multivariate change detection tries to frame the multivariate
process through a particular function which can check the
incorporation of new data that may be an example or group of
examples into the model. A few works [27] states solo monitoring
of components and some works [1] indicates that the multivariate
approach can't react to the changes occurred in the correlated
components considered as a drawback based on the change and its
context.

The work [28], proposed that using scalar CDT, every single
component of the data stream is inspected to detect concept drift in
a multivariate data when it is a straightforward case. Even though,
it can't give a suitable multivariate solution to the straightforward
case as the affected correlation among the components of the data
components is not noticed while detecting the change. Depending
on the model suitable for training a set of training stationary data,
various CDTs compute log-likelihood for multivariate streams of
data. The paper has studied various models that used CDTs such as
[24] Gaussian mixtures, [29], [30] nonparametric density models.
Furthermore, [24], [31], [32], [26] these works present some more
CDTs which is built on unique multivariate statistics.

The work [24] proposes that Multivariate detectors view the
features of multivariate as hidden components of the multivariate
distribution. The mentioned above Multivariate detectors are
considered as 'pure' detectors. These pure detectors outperform
with a low volume of data. Moreover, the incoming data of the

concept has to be in the sequence of 1Ld  This is observed very
rarely in the real-time application. The work [27] claimed that in
network intrusion detection field assuming example in an i.i.d
sequence is a restrictive practice.

Many algorithms of change point detection depend on modeling of
time series that needs preceding knowledge of the related domain.
The work [33] presents that the commonly selected sequence
models are Hidden Markov Models which have limitations of
defining simple patterns. The referred work [34] states the
utilization of online algorithm to detect the change of occurrence
of change at any particular time point to study the data [35], [36],
[37] by Bayesian Online Change Point Detection BOCPD [34].
However, these algorithms also need a prior model.

On the contrary, these Machine learning methods detect the
patterns which are hard for a model. These learning methods are
often used in non-stationary environments. In such environment
over a time period, the concepts change erratically. There is a need
for change detection methods to supervise an error-rate in an
individual univariate stream from a learner when there is a chance
of immediate accessibility of class labels. If an opportunity of
detecting the change in the error stream then as per requirement a
model can be retained or adapted. Nevertheless, if there is no
availability of labels, the error rate is not considered as an
indicator to measure performance. In such cases, an unsupervised
approach is recommended.

The works [38], [39] presents supervised learning methods to
solve these problems. However, there are not responsible for a
gradual change. The research work [40] focused on detecting the
gradual change points aside analyze error prediction of a learned
model. The work [41] contributes to the extension of BOCPD for
identifying abnormal segments which are against to the points as
well as detecting the gradual changes. The wavelets are used to
process time series in a multi-resolution way vividly. These effects
the detection of the change point in scale-invariant.

The works [42], [43], [44], [45] express the use of Nonparametric
methods to solve alike issues. These methods do not depend on
data distribution assumptions and perform low if the volume of
data is low.

The surveys [2], [7] contributed dissimilarities of virtual concept
drift and real concept-drift where the former is a change with
optimal decision boundary in class conditional probabilities class,
and the latter is a change in data distribution or prior probabilities.
The work refers definition of the latter as the unsupervised
environment doesn't contain privilege real concept detection,
which due to the lack of class labels. Henceforth, the detection of
concept drifts in supervised learning environment carried through
the process of detecting outliers, novelty, and variance in statistics
of the data. These detection applications are unsupervised and are
supposed to use right away with the data of any domain.

The detection of the change in multivariate methods needs two
components. They are (I) estimation of incoming data distribution
and (2) a test for calculating the probability new data points suits
to the model. The clustering or multivariate distribution modeling
estimates the streaming data distribution. For modeling, a
multivariate process of novel uses a most common parametric like
in the works of [25]. The contribution depicted in [46] estimating
the kernel density to identify the drift in concept. The work [47]
presents similar effects of construct KDQ trees. The process of
tracking online clustering trajectories contributed by [48]. The use
of cluster deviation leads to detect the data stream evolution
proposed by [49]. The application of k clustering with input data
as well as use of cluster populations to estimate the data
distribution presented by [26].

The Hotelling’s t-squared test [50] which is a Multivariate
statistical test used to compare requires the adaption of a
sequential form of windows data over time [24]. The Bespoke
statistics works stated [26], [24] the undergoing continual
improvisation for this reason. Further, it creates a log-likelihood
ratio detectors family. These families compute the probability of
distribution similarity between the pair of time-windows in
sequence. The findings show that the input space usage is minimal
in regard to log-likelihood centric detectors, where it is fully
utilized to a univariate statistic by observing the ratio of the
current univariate methods [51].
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An ensemble method supports to monitor data streams evolution
has increased the attention in the literature of change-detection. Of
lately, surveys [52] and [2] are conducted on these areas. The work
[52] states that small-scale research carried out on drift detection
methods collaboration. The review of research publications [53],
[54] on this subject presents work carried out on the collaboration
of detectors of a univariate input data on the contrary to the
formulation shown in the paper. The work [2] explored the
nomenclature of the ensemble classification strategies applied on
data streams. Further, the work [55] examined the ensemble
concept drift detection process applied on univariate error stream
of labeled records. The research in [56] explored a method that
detects concept drift in the hierarchical order that enabled the fast
detection of the sequential change that includes offline change
detection.

The [57], [58] classification literature discuss ensemble change
detection use of these techniques for monitoring classifiers
accuracy rate to decide the retention and replacement of the

classifier in an ensemble. Here in [3], [59] the work, most
commonly univariate methods used to detect change are updated
for the supervised approach that provides a discrete error stream.
Algorithm referred by the work [60] is the streaming ensemble
algorithm (SEA) which is found as foremost of several ensembles
approaches for addressing the streaming supervised learning
issues. Nevertheless, SEA introduces a robust adaptive classifier
of concept drift that doesn't depend on a change detection method.
In work [1] contributes the use of a subspace ensemble in novelty
context detection with a single class support vector machine
classifier. There is a division of input space into three random
subspaces where an individual ensemble member monitors every
subspace. The work Kuncheva [61] expressed the utilization of an
ensembles classifier right way for detecting concept-drift in data
with no class labels. The tabular representation of the
contemporary models reviewed in this section follows (see Table
1).

Table 1: Properties of the Contributions Reviewed from the Contemporary Literature

Domain Specific

[10], [11] Field-of-medicine;

[12], [13] Monitoring-and-control sector;

[14], [15] Management-and-strategic-planning domain;

[16], [17] Personal-assistance-field;

[18], [19] Ubiquitous-environmental-information-domain.

[2], [7], [22] Surveys

[27] Network-intrusion-detection field

Unsupervised

[23] Univariate Outlier-detection

[24], [25], Multivariate By example models, can't react to the changes occurred in the correlated components considered

[26]

[27], [28] Multivariate solo monitoring of components using ensemble scalar CDT, every single component of the data stream is inspected
to detect concept drift in a multivariate data, can't react to the changes occurred in the correlated components con-
sidered

[29], [30] Multivariate nonparametric density models

[31], [32], Multivariate 'Pure’ detectors, outperform with a low volume of data

[26]

Supervised

[33] Machine learning Uses commonly selected sequences as Hidden Markov Models, limits to define simple patterns.

[34], [35], Machine learning Uses online algorithm, performs low on high dimensional data

[36], [37]

[34] Machine learning Bayesian Online Change Point Detection BOCPD, performs low on high dimensional data

[41] Machine learning Extension of BOCPD, detects gradual changes

[38], [39] Machine learning Not responsible for a gradual change.

[40] Machine learning Detecting the gradual change points, analyzes error prediction of a learned model.

[42], [43], Nonparametric Not depends on data distribution assumptions

[44], [45] methods

[46], [47] Multivariate Estimating the kernel density to identify the drift in concept.

[48] Multivariate Tracking online clustering trajectories;

[49] Multivariate Cluster deviation

[26] Multivariate k-clustering with input data, using cluster populations to estimate the data distribution.

[50] Multivariate t-squared test, computes the probability of distribution similarity between the pair of time-windows in sequence.

[53], [54] Ensemble The collaboration of detectors of a univariate input data

[55] Ensemble Ensemble concept drift detection, univariate error stream of labeled records.

[56] Ensemble Detects concept drift in hierarchical order, enabled the fast detection of sequential change, also performs offline
change detection

[57], [58] Ensemble Ensemble change detection methods, monitoring classifiers accuracy rate to switch from one classifier to other

[3], [59] Ensemble Ensembles updated univariate methods, performs drift detection in supervised learning, provides discrete error
stream

[60] Ensemble Streaming ensemble algorithm (SEA), addressing the streaming supervised learning issues, doesn't depend on a
change detection method.

[1] Ensemble Subspace ensemble method, detects novelty context relies on single class SVM

[61] Ensemble Ensembles classifier, detects concept-drift in data with no class labels.

4. Conclusion

The manuscript endeavored to insight the concept drift and its
impact on mining models over data streams. In addition, explore
the precise review on the nomenclature of the concept drift and
concept drift detection strategies available in the contemporary
literature. From the insights of the contributions, it is learned that

the concept drift detection is challenging and existing models have
not fulfilled the need of concept drift detection in all possible di-
mensions of the streaming data context. In particular, the concept
drift of domain-specific requirements, and concept drift due multi-
variate elements of high dimensional data streams are considerable
challenges of the emerging drift detection strategies. Hence, it is
obvious to conclude the research scope towards proposing new
and novel concept drift detection strategies to challenge the con-
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[24] Kuncheva LI, “Change detection in streaming multivariate data us-
ing likelihood detectors”, IEEE Transactions on Knowledge and

straints such as domain-specific concept drift and concept drift due
to multivariate elements.
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