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Abstract 
 

There are many research has done a hybridization approach of text message insertion that has been compressed with Lempel-Ziv-Welch 

(LZW) algorithm and has also been encrypted. The text messages in ciphertext form are inserted into the image file using LSB (Least 

Significant Bit) method. The results of this study indicate that the value of Peak Signal to Noise Ratio (PSNR) lower than the LSB meth-

od of 0.94 times with a ratio of 20.33%, with Kekre's method of 10.04%. To improve the value of PSNR stego image of insertion, in this 

research is inserted audio samples using 5 bits to reduce the amount of data insertion, so it can get the value of MSE stego image low. 

Prior to insertion, the text file is compressed with the Lempel-Ziv-Welch (LZW) algorithm and encrypted with the Advanced Encryption 

Standard (AES) algorithm. Then, the insertion of compression and encrypted text files is done with the Modified Least Significant Bit 

(MLSB) algorithm. To performa test reliability of steganography, the image stego image is done by calculating Mean Squared Error 

(MSE) and Peak Signal to Noise Ratio (PSNR). At extraction process with MLSB algorithm, decryption with AES algorithm and de-

compression with LZW algorithm. The experimental results show that the MSE values obtained are lower and the proposed PSNR meth-

od is better with (α) 1,044 times than the Kaur method, et al. The result of embed text file extraction from the stego image works well 

resulting in encrypted and uncompressed text files. 
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1. Introduction 

This research was conducted on the quality of the imagery of his 

guardian research by kaur[1]is found the result increasingly low 

PSNR[2] values along with increasing the size of the insertion[3]. 

To keep the quality of the image insertion, then the results do 

hybridization compression algorithm[4]–[7], encryption as well as 

the insertion of text messages into digital image files[8]–[11]. 

Hybridization performed on process image steganography is 

Lempel-Ziv compression algorithm-Welch (LZW)[1], [4], [12], 

encrypted with the algorithm Advanced Encryption Standard 

(AES)[13] algorithm with the modified insertion as well as the 

most significant Bit (MLSB). In this research was conducted, the 

results text file compression of compressed text file encryption is 

performed into a text file in the form Ciphertext[14]–[17], then the 

Ciphertext text file pasted into the image file and retrieved stego 

images[18], [19]. To find out the quality of the stego images, then 

performed the calculation value of the Mean Squared Error (MSE) 

[20]–[23] and Peak Signal to Noise Ratio (PSNR)[2], [24], [25] 

stego file from the image. Next do the extraction of text files in the 

files of the form Ciphertext stego images and is done in order to 

obtain decryption Plaintext as well as do decompression in order 

to return to the text[26]–[28]. To know the reliability of the algo-

rithm, then performed the calculation value of DRR (Data Recov-

ery Rate) of intruder, namely, a comparison of the amount of data 

that insert into the media cover with data extraction results back. 

 

2. Methodology 

Description in general step inserts the message into the image. 

The first step that is doing compression LZW algorithm with a 

message, and then encrypted with the AES algorithm is done to 

get Ciphertext[10], [29], [30]. After obtained Ciphertext message, 

then the insertion is done with the MLSB algorithm to obtain the 

stego images results insertion. The image has been insert then 

calculated the value of PSNR and MSE. To know the reliability of 

the insertion algorithm, then performed the extraction of messages 

from the stego file image and calculated the value of the Data 

Recovery Rate (DRR). 

A. Compression LZW algorithm of text files 
      This algorithm uses a dictionary in its techniques. Where the 

string of characters is replaced by a code table made any string 

entered. The table is created to reference the input string. The size 

of the chart on the original LZW algorithm dictionary is 4096 

samples or 12 bit, where the first sample of 256 is used for single 

character table (Extended ASCII), and the rest is used to couple 

the character or string in the input data. LZW algorithm performs 

compression by using code table 256 up to 4095 to encode the 

byte pair or string. With this method a lot of strings that can be 

coded with reference to the string that had appeared previously in 

the text[4]. 

 

B. LZW Algorithm File Decompression 
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     LZW algorithm in doing a compressed text file[12] decompres-

sion with LZW algorithm are as follows, that is, for example, from 

the results of the previous compression code output taken decimal 

resulting to "77-65-256-32-256-83-65-75-32-78-65-83-73" and 

compressed with LZW algorithm. Bit dictionary used is 8 bits. 

Stages of the process of decompression if known input code: 77-

65-256-32-256-83-65-75-32-78-65-83-73. i.e. “MA-

MA_MASAK_NASI“. 

 

C. AES encryption 
      The AES algorithm[31], [32] in encryption takes place in the 

sequence of the four function Builder (primitive) that has been 

described, namely: SubBytes, ShiftRows (), (), (), and MixCol-

umns AddRoundKey (). The sequence run as much as the Nr-1 as 

the main loops, each loop is called round (Nr = 10 round for AES-

128). AddRoundKey () was executed as a loop round the initials 

before the primary. After the main loop terminates (a nine-round), 

SubBytes, ShiftRows (), (), and AddRoundKey (), executed in 

succession as the final round.  

      The AES algorithm in the Encrypt message text that has been 

compressed to get the ciphertext which will be inserted into the 

image file. For example the encryption is done with: 

PLAINTEXT: 00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE 

FF 

KEY: 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F 

 

D. Decryption Ciphertext 

      The AES algorithm in the decrypt text messages that have 

been compressed to obtain the plaintext that will be inserted into 

the image file. For example the decryption is done by Ciphertext: 

CIPHER KEY = 2B 7E 15 16 28 AE D2 A6 AB F7 15 88 09 CF 

4F 3C 

KEY : 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F 

 

3. Results and Discussion 

A. Insertion Algorithm MLSB 

     The algorithm MLSB bit-bit message modified into 5 bits will 

then be inserted into the image file with the technique of LSB. The 

process is as follows: 

1. Image Files and message input and read. 

2. The message and its size is converted into ASCII form 

(hexadecimal). 

3. The message is modified in accordance with the 

provisions and MLSB algorithm combined with control of his 

symbol. 

4. When a message is modified then the message is con-

verted into binary form. 
5. Does random numbers as much as the number of bits of the 

message. 

6. Insertion is done on a byte correspond to random numbers 

using the algorithm LSB. 

7. If the bit-bit messages have not been exhausted then repeated 

step 5 until all the bit-bit message timeout is inserted (j = 

"null"). 

8. Embedded Image File that has been saved with messages 

requiring image file information. 

9. Calculate the value of the MSE measurement as PSNR & 

quality. 

B. Peak signal-to-noise rasio (PSNR) 
 

 

 

 
Where MSE = Mean Square Error 

XY = image dimension 

I = the pixel value of the cover image 

I ' = pixel value of the stego images 

m = maximum value of the pixel 

 

Experiment conducted on some of the pictures below 

gray_img, lena_gray, lena_rgb, rgb_img. Implementation of 

coding in programming language visual basic 2010. 

 

  

(a) gray_img (Cover-image) (b) gray_img (Stego-image) 

  

(c) lena_gray (Cover-image (d) lena_gray (Stego-image) 

 
 

 

 
 

 

 

 

 

 

(e) lena_rgb (Cover-image) (f) lena_rgb (Stego-image) 
 

 

 
 

 

 
 

 

 

(g) rgb_img (Cover-image) (h) rgb_img (Stego-image) 

 

Table.1: PSNR (db) 
No Cover Image Size (byte) Kaur (HAIS) Proposed 

1 gray_img 14,643.2 46.6492 48.66 

2 lena_gray 12,390.4 44.9326 47.24 

3 lena_rgb 12,697.6 43.7429 47.45 

4 rgb_img 12,492.8 46.3205 46.45 

 Average 13,056 45.4113 47.45 

 
According to experimental result can be seen the proposed method 

of PSNR values better with (α) 1,044 times of Kaur (HAIS). 

 
Fig.1: Graph the value of PSNR Results text File Encrypted Insertion into 
the Image 
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4. Conclusion 

From the results of the experiment software Image Steganography 

Algorithm Using Lempel-Ziv-Welch (LZW), Advanced Encryp-

tion Standard (AES) and Modified Least Significant Bit (MLSB) 

that obtained results that suggested PSNR value method is better 

with (α) 1,044 times from Kaur method. 
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