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Abstract

In Vehicular Ad hoc Networks, the secure sharing of information exchanged is necessary, due to the importance and sensitivity of this
information exchanged. But the features and requirements of VANET prevent direct application of existing security solutions impossible.
In this paper, we propose an effective solution to ensure the security of critical and urgent information. The solution provides authentica-
tion and confidentiality while minimizing the time required to decrypt the messages.
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1. Introduction

Vehicular ad-hoc networks (VANET) is a new advanced technol-
ogy, which establishes the future of the intelligent systems of
transport [1]. In fact, VANETS are considered a particular case of
Mobile Ad hoc Networks (MANET) where nodes are replaced by
vehicles, and their main purpose is to solve the problems bound to
the road transport, such as the accidents and the congestion on the
road. Hence the crucial role VANET in the success of the emer-
gent smart cities.

VANET inherits the same characteristics of MANET, but with
some differences, as the high mobility of nodes, which involves
frequent topological changes. Consequently, a vehicle can quickly
join or leave a group of vehicles. In addition, VANET provides
high-speed connectivity, besides a number of technical solutions
such as location and with great accuracy. So, VANET operates in
an environment very different from that of the MANET.

VANET is an ideal target for various attacks [2], because vehicles
share all kinds of information via wireless links, without any ad-
ministration by a centralized infrastructure, which facilitates the
malicious interception of information exchanged or the injection
of erroneous information in the network. Hence the importance of
securing VANET to protect communication within the network.
However, the addition of the security mechanism implies an addi-
tional computing cost, thus influencing the transmission perfor-
mance.

Additionally, most of the safety applications in VANET use
broadcast communications [3] to spread information with the ur-
gent character in the network. Thus security is an unsurpassable
precondition for the deployment of VANET.

To address this critical question of security, an effective approach
to broadcasting a message securely is present in this paper to pro-
tect the broadcasts messages in VANET. Besides insurance of
broadcasting communication; the proposed solution significantly
reduced the time for the decrypting, improving the performance of
VANET.

The rest of the paper is organized as follows; the following section
provides an overview of the security requirements in VANET.
Section 3 gives a state of the art work of security solutions in

VANET, In Section 4, we present an overview of cryptography. In
Section 5, we present our proposed solution. Finally, we conclude
the paper in Section 6.

2. Security requirements in VANET

The information sharing between the drivers on the road allows to
recognize and to avoid the potential dangers, and so to improve
the road safety. For this, VANET must ensure the transmission of
information in a short time and without loss in any situation. Fur-
thermore, it must ensure the authenticity of the information:
Authentication: is the process of verifying that allows the network
members to ensure the correct identification of the vehicles with
which they communicate, and thus to know more information
about the emitting vehicle as its identifier, its address, its proper-
ties and its geographical position.

Integrity: This required security property ensures that the data
exchanged are not subject to wilful or accidental forgery. Thus, it
allows recipients to detect the manipulation of data by unauthor-
ized entities and to reject packets.

Confidentiality: This security property requires that only author-
ized entities can access data transmitted over the network. Howev-
er, the confidentiality of the information in VANET depends on
the request and the communication scenario, especially in the case
of emergency warning messages that must be read by an entity in
VANET.

Non-repudiation: This required property security ensures that no
sender can refuse to be the source of a message. This goal is es-
sential in sensitive communications. Thus, the general purpose of
non-repudiation is to collect, maintain, and make available all
evidence of an event or action, in order to resolve disputes about
its occurrence. Non-repudiation also depends on authentication,
and the system can identify the author of a malicious message.
Availability: This property is necessary to ensure that authorized
entities have access to network resources with adequate quality of
service. Resources must remain available even if the network fails.
This not only ensures the operation of the system, but it also
makes it fault-tolerant. In addition, resources should remain avail-
able until the threat is exceeded.
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3. Related work

To meet security requirements and overcome threats of attack in
VANET, many researchers have proposed mechanism and solu-
tions to ensure secure communication within VANET:

In [4], the authors propose a privacy-preserving defense technique
for network authorities to handle misbehavior in VANET access,
considering the challenge that privacy provides a venue for mis-
behavior. The proposed system employs an identity-based cryp-
tosystem where certificates are not needed for authentication. This
system uses a cryptography based on the identity which allows the
public key to be diverted from the public identity of the user, as
his name or its email address. This cryptographic system uses a
plan of defense in which the signature of threshold and the authen-
tication of threshold must be taken into account to assure the con-
servation of the confidentiality and the detached capacities against
the defective knots of the arbitrators and to facilitate the distribu-
tion of preprints.

In [5], the authors propose a new collaborative protocol for en-
forcing anonymity in multi-hop VANETS, closely inspired by the
well-known Crowds protocol. In a nutshell, our anonymous-
reporting protocol depends on a forwarding probability that de-
termines whether the next forwarding step in message routing is
random, for better anonymity, or in accordance with the routing
protocol on which our approach builds, for the better quality of
service. Different from Crowds, our protocol is specifically con-
ceived for multi-hop lossy wireless networks.

In [6], the authors present a Vehicle Ad-Hoc Network Reputation
System (VARS), a completely distributed approach based on repu-
tation. This work is based on the following assumptions: cars
move at a high average speed; VANETs may become very large,
in the order of thousands or even millions of nodes, so that authen-
ticated identities are not feasible; a solution has to be completely
decentralized; available bandwidth for communication remains
limited, while processing power and memory continue to increase.
In [7], the authors propose a novel secure scheme for vehicular
communication on VANETSs. The proposed scheme not only pro-
tects the privacy but also maintains the liability in the secure
communications by using session keys. To make more secure,
they used Advanced Encryption Standard (AES); and to provide
confidentiality and non-repudiation, the message is signed by
sender’s private key. This scheme is based on the certificate based
public key cryptography so the overhead of such scheme can cre-
ate delays in transmission.

In [8], the authors propose an anonymous authentication protocol
featured with conditional privacy preservation and non-
repudiation for the vehicular ad-hoc network. This proposition is
based on Certificate-based Cryptography (CBC) combines the
advantages of ID-based cryptography (implicit certification) and
traditional PKI approach (no key escrow). First, a certificate-based
signature scheme with only one pairing computation and only one
element signature is proposed. Then, an anonymous authentication
protocol is constructed by applying the proposed signature scheme
and a novel concept called the account index which helps to real-
ize On-Board Units anonymity, non-reputation, and conditional
privacy preservation. A secure session key is established in the
protocol, which provides perfect forward secrecy.

In [9], the authors propose an event-based reputation system to
prevent the spread of false traffic warning messages. In this sys-
tem, a dynamic reputation evaluation mechanism is introduced to
determine whether an incoming traffic message is significant and
trustworthy to the driver. The proposed system is characterized
and evaluated through experimental simulations. This system can
effectively prevent false messages spread on various VANET
environments.

In [10], the authors propose a framework for data-centric trust
establishment: First, trust in each individual piece of data is com-
puted; then multiple, related but possibly contradictory, data are
combined; finally, their validity is inferred by a decision compo-
nent based on one of various evidence evaluation techniques. In
this framework, a collection of multiple reports is passed to a deci-

sion logic module. Specific weights associated with these reports
are also passed along with these reports to the module where dif-
ferent techniques are applied to derive the level of trust of the
given data.

In [11], the authors propose a road-side unit (RSU) and beacon-
based trust management system, called RaBTM, which aims to
propagate message opinions quickly and thwart internal attackers
from sending or forwarding forged messages in privacy-enhanced
VANET. The authors use Tanimoto coefficient measure to deter-
mine the trustworthiness of the vehicles; they compare the sent an
estimated position of the vehicles and calculate the difference to
estimate the trustworthiness. In the indirect method, the trustwor-
thiness of the message is determined by checking the trust value
between sender and receiver.

4. Cryptographic solution

The cryptography is the technique used to make the confidential
data by the encryption at source node and decryption at the desti-
nation node. It can be considered as a key solution for the most
part of the attacks.

We distinguish two types of encryption and decryption algorithms.

o  Symmetric key algorithms in which all nodes have the same
encryption key.

o Asymmetric key algorithms where we distinguish the use of
two keys, a public key known by all the nodes and the pri-
vate one for each node.

To ensure that information is accessible only by authorized enti-
ties, the most reliable solution is to use asymmetric algorithms.
This infrastructure is known as public key infrastructure that we
will note PKI (Public Key Infrastructure).

In a PKI, the communication is encrypted with a digital certificate,
this certificate is requested from the Registration Authority. This
generates a couple of keys (public key, private key) and sends the
private key to the requesting entity only.

The production, transmission, and memory keys are called key
management; all cryptographic systems must address key man-
agement issues. Since all private keys in PKI cryptosystem must
remain secret, PKI often has difficulty providing secure key man-
agement, especially in open systems with a large number of users.
Due to a large number of vehicles and their speeds, minimizing
end-to-end delay in VANET is very important to ensure the
smooth operation of services and applications while satisfying
security requirements in this type of network. But the use of tradi-
tional security mechanisms as PKI has negative effects on the
quality of services and applications because these mechanisms are
complex and time-consuming, resulting in additional delays in
getting information to its destination, even if energy, memory and
computing capacity do not constitute an obstacle in VANET.
Broadcast encryption [12] is an effective way to securely broad-
cast a message, that many privileged receivers can decrypt it. So
this approach used a single public key for all entities to decrypt the
message and each entity has a private key to encrypt the message.
That way we could improve the management of keys.

5. Description of the solution

Broadcasting or multicasting in VANET is the distribution of
information for sharing with multiple vehicles. But, given the
importance of the shared information, the vehicles must know that
the information received is actually sent by the sender claimed,
and that information is received from the source without any mod-
ification.

Therefore Broadcast Encryption guaranteed the requirements al-
ready mentioned in the distribution of information. Suppose that
there is a vehicle group, numbered from 1 to N, and each of them
keeps a private key and the whole group has the same public key.
A sender encrypts a message M directed to the vehicles of the
group using its private key as an encrypted message. Upon receipt
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of the encrypted message, the vehicle decrypts the encrypted mes-
sage using the public key.
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Fig. 1: The Broadcasting of an Encrypted Message.
5.1. The formation of groups

VANET is characterized by a highly dynamic topology, which
implies frequent changes of position and a limited life of connec-
tions between vehicles. However, as the vehicles move according
to the laws of the traffic and according to the ways already prede-
fined by the road infrastructure. Thus, the use of the path and the
vehicle speed can improve and optimize the stability of the link
and the distance between vehicles.

So the choice of vehicles of the group is done according to:

e  Speed: the speed of each vehicle in the Group should be
around the same average speed so that communication re-
mains established.

e Direction: all vehicles in the group should move in the same
direction.

Once the group is formed and the communication between the
vehicles is established, a pivot is elected according to its position
which must be at the center of the group. This pivot will act as a
certification authority. Therefore, he receives the public keys of all
the vehicles of the group and he sends his public key to these ve-
hicles.

5.2. The dissemination of information

The dissemination of information by one vehicle to the other vehi-
cles of the groups takes place in three main phases, as shown in
Fig 2:

Phase 1: The vehicle initiator A sends the encryption of message
Ma by his private key SKa to the pivot vehicle.

Phase 2: The pivot vehicle decrypt E(SKa, Ma) by the public key
PKa of vehicle A. After that it makes E(SKp, Ma) the encryption
of message Ma by its private key SKp, and sends it to all vehicles
of the groups.

Phase 3: Each vehicle decrypts the E(SKp, Ma) by the public key
PKp of the pivot vehicle.

Fig. 2: The Dissemination of Information in the Group.

5.3. Simulation

We choose SUMO (Simulation of Urban Mobility) and NS2
(Network Simulator 2) as simulation platforms to test the effec-
tiveness of our proposed routing protocol.

SUMO is a purely microscopic traffic simulator, designed to han-
dle large real-time route maps, which can be downloaded from
OpenStreetMap, allowing simulations of different scenarios in
different parts of the world. SUMO has the ability to function as a
server and to report real-time simulation data to external applica-
tions via TraCl (Traffic Control Interface) which uses the TCP
protocol.

In our case, we use SUMO to allow the simulation scenarios to be
changed in NS2 at run time and thus provide a dynamic simulation
in NS2 and highlight the effectiveness of our solution.

The purpose of this simulation is to compare the performance of
the proposed solution, so we consider multiple scenarios accord-
ing to the number of vehicles. We used the same scenarios for the
two solutions; we use the following simulation parameters:

Table 1: Simulation Parameters

Map size 1500m x 1500m
Number of vehicles 20,50,80,100
Average speed 15m/s
Simulation time 900s

MAC protocols IEEE 802.11p
Routing protocols AODV
Encryption algorithm RSA

For both solutions, and for each scenario, we calculate the average
time needed for the message to be decrypted by the vehicles in the

group.

Average time needed to decrypt the
message
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Fig. 3: Time Needed to Decrypt the Message.

In Fig. 3 which illustrates the results of the simulation, we note
that, if the network size increases, with more vehicles, the time of
the decryption increases slightly in both solutions. But the time
needed to decrypt the message in our solution is greatly less than
the time needed in the traditional solution.

6. Conclusion

VANET is a special case of MANET which is formed solely by
vehicles traveling on the road. However, VANET is vulnerable to
attack due to the lack of infrastructure and the use of wireless links.
In this paper, a new solution to share and disseminate critical and
urgent information.

The proposed solution aims at securing communication between
vehicles in a single group, and thus ensures:

Authentication, which consists of verifying that the received data
are actually sent by the requested sender. In the proposed solution,
each vehicle in the group uses the public key of the pivot vehicle
to decrypt the message. The encryption of each message distribut-
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ed by the private key provides the authentication of each vehicle
in the group.

Confidentiality ensures that only intended recipients can read the
messages. In the proposed solution, each vehicle can encrypt the
messages only with its private key.

The proposed solution is simulated and it has been compared with
the traditional solution in several conditions, the experimental
result shows that the proposed solution is very effective. In the
future work, we will try to improve the proposed solution by add-
ing more complexity in different attacks.
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